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Abstract

Disruptive digital health technologies are reshaping how patients interact with health professionals, how data are shared among providers, and how treatment plans and health outcomes are determined. While the COVID-19 pandemic has accelerated the adoption of digital technologies, challenges remain in realizing the potential of digital transformation programs in healthcare. Specifically, health data need to remain secure, usable, and shareable across multiple stakeholder groups in a world where silos between organizations and information systems persist. The implementation of innovative and disruptive digital technologies such as blockchain can offer a solution to these challenges. This article explores how blockchain technology can be used to accelerate digital health transformation programs. It provides an overview of the technology applications (i.e. data management, Internet of Medical Things [IoMT], supply chain management, and health insurance) and key players based on a literature review and secondary data. It also identifies challenges and success factors in implementing blockchain in healthcare. At the organizational level, we discuss the careful planning and specialized expertise required to overcome the technical, regulatory, and adoption-related hurdles associated with implementing blockchain technology. At the system level, the authors discuss the regulatory constraints, standardization and interoperability issues, and stakeholder engagement challenges linked to implementing blockchain technology.

Plain Language Summary

Disruptive digital health technologies are reshaping how patients interact with health professionals, how data are shared among providers, and how treatment plans and health outcomes are determined. While the COVID-19 pandemic has accelerated adoption of digital technologies, challenges remain. Specifically, health data need to remain secure, usable, and shareable across multiple stakeholder groups. Blockchain offers a promising solution by improving data security, interoperability, and transparency. This article reviews blockchain’s roles in managing medical records, IoT, supply chain management, and health insurance, while also highlighting the organizational and regulatory hurdles and what it takes to implement this technology successfully.

Submitted: April 24, 2025; Accepted: August 5, 2025; Published: August 31, 2025

Blockchain in Healthcare Today 2025. © 2025 The Authors. This is an open-access article distributed in accordance with the Creative Commons Attribution Non-Commercial (CC BY-NC 4.0) license, which permits others to distribute, adapt, enhance this work non-commercially, and license their derivative works on different terms, provided the original work is properly cited and the use is non-commercial. See: http://creativecommons.org/licenses/by-nc/4.0. The authors of this article own the copyright.

Citation: Blockchain in Healthcare Today 2025, 8: 399 - https://doi.org/10.30953/bhty.v8.399



Advances in disruptive digital health technologies have brought to the forefront several challenges in realizing the potential of successfully implementing digital health transformation programs.1–3,7–11 Specifically, it is imperative that the enormous volumes of health data generated remain secure while still being easily usable and shareable across various stakeholder groups. While conventional security solutions continue becoming more sophisticated, these solutions remain prone to security breaches and exposure of personal and/or confidential information. Moreover, to make greater use of and realize the significant potential of all the data that the healthcare sector is collecting across various stakeholders, the silos between those stakeholders and different health information systems need to be broken down.2,3,7,9–11 Finally, patients, who are the primary source of data, should be empowered and have greater control over the data they share.12 As the healthcare industry plans for a future where health data can be securely and transparently exchanged and used—while still retaining consumer control, privacy, and confidentiality—blockchain technology has often been suggested as a valuable solution to the challenges faced in digital health transformation programs.6,13–17

Existing studies on the use of blockchain technology in healthcare consist of systematic literature and scoping reviews.2,3,5,8,12,15,18–22 Studies on the use of blockchain in a specific area of the healthcare sector,12,13,16,23–28 and discussions of the technology itself from a computer science angle.22,24,25,29–32 Nevertheless, extant studies remain inadequate in explaining the current state of real-life use of the blockchain technology across the healthcare sector, who the main players are, the challenges faced by healthcare stakeholders in implementing the technology, and an overall assessment of what areas of the healthcare sector can be served by the blockchain technology. The aim of this article is to delve into how blockchain technology can address challenges in digital technology use in the healthcare sector by providing an overview of the technology’s applications (i.e. data management, IoT, supply chain management, and health insurance) and by identifying the key companies in this space. A total of 108 blockchain technology companies active in the healthcare sector are identified using industry databases such as S&P Capital and Crunchbase. In the concluding section, key takeaways for healthcare stakeholders and avenues for future research are outlined.

Previous Work

What is Blockchain?

Blockchain (public or private) is a distributed ledger technology that enables a set of peers to work together to create a unified, decentralized network. To make it decentralized, each network of users (nodes or participants) carries a copy of the ledger, which is a constantly growing list of electronic records (blocks) that are linked using cryptography.13–17,33,34 The list of records is stored and maintained by the nodes on the blockchain.

The role of the nodes on the blockchain is to validate every new block after receiving a notification when a transaction takes place.35,36 Peers can communicate and share information or data with the help of the consensus algorithm (which differs depending on which blockchain is used; e.g. the Bitcoin blockchain uses a “proof of work” consensus method, whereas the Vechain blockchain uses a “proof of stake” consensus method).37–39 Hence, three key components underlie the blockchain technology. First, these include blocks stored linearly, where the latest block is attached to the previous, and each block contains a “hash” used to determine any block’s authenticity. Second, transactions that take place within the network when one peer sends information (sender, receiver, value) to another peer. Third, a consensus method through which a transaction is validated. These features result in key benefits.6,13–17,37,40–44


	Less vulnerability to attacks or fraudulent transactions due to encryption technology

	Better transparency, allowing for real-time monitoring of asset movements

	Enhanced traceability of transactions, as encrypted data cannot be altered or deleted

	Transactional verification without the use of a third-party vendor

	Faster recovery of data, as the full dataset is chronologically stored on every node on the chain

	Utilization of smart contracts, allowing for automatic instruction of processes on ledgers. Smart contracts are a set of agreed orders that are executed only once certain conditions are met, that is, if A is selling a house to B, then once A makes the full payment, the smart contract will execute the transfer of title from A to B



Therefore, given the challenges of digital programs in healthcare delivery laid out in the introduction section and the features and benefits of blockchain, blockchain has the potential to disrupt existing technologies and change the way healthcare is managed and delivered. It puts patients at the center of healthcare delivery while at the same time lowering costs and improving accessibility, security, and privacy.

Blockchain could save the healthcare industry up to $100 billion annually by 2025 in data breach, IT, operation, and personnel costs, and health insurance-related frauds, and health insurance is expected to realize up to $10 billion of cost savings annually.45 Nevertheless, compared to other industries, the healthcare sector is slower when it comes to implementing digital technologies in general and blockchain in particular.27,31,32,46–49

Literature Review

We conducted a literature review and searched for English-language articles that contained the word “blockchain in healthcare” in the title, keywords, and/or abstract. The review of the articles focused on identifying blockchain use cases in the healthcare sector and the main implementation challenges and success factors of using blockchain in healthcare sector (Appendix 1). Articles were selected from the Web of Science, Applied Science & Technology Source, and various internet websites (e.g. Google Scholar and ResearchGate). In total, 29 articles were identified with a specific focus on applications of blockchain technology in the healthcare sector between 2016 and 2023. The outcome of the review represents descriptive insights, supported by secondary data.* The results point to the scarcity of research on the implementation of blockchain in healthcare and limited use in practice of this technology. To address this challenge, we also looked into other articles that discussed the implementation challenges and success factors of blockchain in other industries. We have used the findings of these papers that are relevant for the healthcare sector. As highlighted in Figure 1, extant research remains inadequate in providing an aggregated healthcare sector overview. Moreover, Appendix 1 reveals that existing studies focus mainly on systematic literature and scoping reviews on the applications of blockchain in the healthcare sector with a limited focus on empirical studies.

Fig. 1.Blockchain in the healthcare sector. IoT: Internet of Things; R&D: research and delivery.
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Use Cases of Blockchain Technology in Healthcare

To identify which blockchain technology companies use and which area of the healthcare sector they serve, we make use of existing large-scale databases (i.e., S&P Capital and Crunchbase) and desk research by searching for and analyzing company websites. We identified 108 global blockchain technology companies that are active in the healthcare sector (Figure 1).

Blockchain technology companies that focus on the healthcare industry are concentrated in the Americas (USA).† Africa and the Middle East lag in terms of companies that are active in blockchain healthcare services (Figure 2).

Fig. 2.Overview of blockchain healthcare companies across regions.
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Blockchain technology has been deployed across four key areas in the healthcare sector: the majority of blockchain healthcare companies are active in services related to data management, followed by IoT, supply chain management, and health insurance (Figure 3).*

Fig. 3.Overview of blockchain technology services offered in the healthcare sector.
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Data Management

Healthcare data management is the compilation of patient data from multiple sources, which allows healthcare providers to enter patient information into a singular database where it can be securely stored, analyzed, and shared.50–52 It creates a holistic view of patients that will allow providers to personalize treatments, improve communication, and enhance health outcomes.52,53 Challenges prevail across three main areas that can be alleviated through blockchain technology.

Electronic Health Records

Prevalence of data silos can be decreased by compiling data from multiple sources into one central hub for a comprehensive view of patient history and providing patient documentation in a digital format securely, anytime, and anywhere by using blockchain technology.6,12,16,32,54 It can offer the “whole story” and a “single source of truth” to health providers,26,31,47 hence providing better diagnostics that are more secure and transparent.

The blockchain technology in this regard is considered more secure given that the actual patient data do not go on the blockchain, but each new record is appended to the blockchain, whether a physician’s note, a prescription, or a lab result, and is translated into a unique hash function (small string of letters and numbers). Every hash function is unique and can be decoded only if the person who owns the data—in this case, the patient—gives their consent. Patients can also choose to share their medical records, or part of their medical records, with researchers. This blockchain-based medical record technology is provided by, for example, a successful UK company, which offers a decentralized platform where providers can build digital health solutions, provide virtual consultation services, and sell their anonymized medical data to medical data exchanges through blockchain.

Medical Staff Credentials

Healthcare credentialing plays a vital role in ensuring the competence and integrity of healthcare professionals. However, the current credentials verification process suffers from time-consuming procedures due to the large number of intermediaries, limited information access, data fragmentation, and the persistent risk of fraudulent credentials, leading to delayed hiring, increased administrative burden, and loss of trust and reputation in the healthcare system.55

Globally, medical document forgery stands at 2.32%.56 For example, in the Middle East alone, an estimated 3% have used fake or misrepresented academic credentials, professional licenses, or work histories in their visa or licensing applications.57 Nurses were most likely to misrepresent their backgrounds (4.4%), followed by allied healthcare professionals such as pharmacists and medical technologists (3.8%). The most commonly misrepresented information is employment history, particularly the tenure, position, and type of institution. It is estimated that fraudulent degree mills generate $7 billion a year in sales worldwide (from $1 billion in 2004), with much of that market in the United States and the Middle East, particularly the Gulf region.58

The prevalence of fake medical credentials can be decreased by using blockchain technology to track the experience of medical professionals throughout their careers in medical institutions and healthcare organizations.59–61 This will result in faster credentialing for healthcare organizations during the hiring process, more opportunities for medical institutions, insurers, and healthcare providers to monetize their existing credentials data on past and existing staff, and increased transparency and reassurance for partners, for example, in emerging virtual health delivery models to inform patients on medical staff experience. A U.S. company has developed a medical credential verification system using the R3 Corda blockchain protocol. This company’s validation engine, distributed ledger technology, and member network contain the following features:


	Establish the provenance of every member-contributed data point.

	Render the data immutable and permanently traceable.

	Analyze the data and produce actionable insights.

	Curate the data to meet an organization’s unique requirements.

	Share the data with trusted and authorized partners.



Scientific R&D Data Sharing and Clinical Research

Lack of trusted and high-quality data and a tampering of trial events during the pharmaceutical development process can be reduced by offering more reliable and widespread population data on blockchain. Personalized medicine is a promising field, but its development is hindered by a lack of sufficient high-quality data and tools for analyzing data.60,62–64

Blockchain could be used to ease access to more reliable and widespread population level data throughout the whole pharma development process.65–70 Blockchain could preserve the privacy and ensure security by using a distributed ledger, thus ensuring that every trial event is recorded on the blockchain nodes, which are tamper-proof. This technology will enable much more powerful segmentation and analysis of targeted medicine research outcomes.

Internet of Medical Things

The Internet of Medical Things (IoMT) refers to the collection of medical devices and applications that connect to and transfer data through online computer networks without any man–machine interactions, which is crucial in monitoring patients and collecting data.71–73 Adoption of remote monitoring solutions, where all kinds of sensors measuring patients’ vital signs are used to provide healthcare practitioners more visibility into patients’ health, enabling more proactive and preventative care.

Security is a major issue in IoMT, both in terms of ensuring patient data are private and secure and is not tampered with to create false information. Through its blockchain cryptography, only permitted parties can gain access to personal data, which is stored on the blockchain as a unique hash function, making it difficult to receive DDoS attacks.6,71 A successful U.S.-based company (HIPAA- and GDPR- compliant platform) leverages blockchain, security, big data, and machine intelligence to enable a health data network. The result is a global, secure data network that allows health systems, payers, digital health companies, pharma & life science companies, and governments to collaborate, share, analyze, and unlock a more in-depth understanding of the diverse factors that influence health. Nevertheless, blockchains suffer from scalability challenges in IoMT applications that need to be addressed (Please refer to the challenges section related to this).

Supply Chain Management (SCM)

SCM Transparency

Many countries are facing challenges related to counterfeit medical drugs and shortages.74,75 These challenges can be alleviated by using blockchain technology that can track items from the manufacturing point and at each stage through the supply chain to have full visibility and transparency of the items.6,61,76–78

Customer Confidence

Customer confidence increases as customers can track each item’s end-to-end authenticity, with the ability to integrate the players in the supply chain, from manufacturers and wholesalers to transportation players and pharmacies. In addition, aggregating supply chain data into one system helps streamline compliance, and because data across the supply chain are stored in one place, companies apply AI to better predict demand and optimize supply accordingly.

A large UK company provides a global blockchain-based pharmaceutical provenance system that eliminates counterfeit drugs, automates various pharmaceutical processes such as automated law enforcement notifications when an issue is discovered, and provides valuable data insights to its customers. Recently, GlaxoSmithKline engaged in a blockchain program using a decentralized approach and an immutable audit trail built for its drug supply chain. The program is designed to eliminate manual, time-consuming processes and help reduce the risk of fraud and errors, ultimately creating frictionless connectivity across supply chains.

SCM Smart Contract Settlement

Disputes over payment chargeback claims for prescription medicines and other medical goods may be solved by blockchain-based smart contracts that enable trading partners and insurance providers to operate based on fully digital and, in some cases, automated contract terms.40,42–44,69 Digitally shared contracts are logged on a blockchain ledger, rather than each player having their own version of contracts. Smart contracts will authenticate the identities of the related organizations, log contract details, and track transaction of goods, and payment settlement details.

Health Insurance

Fraud claims, contract-related disputes, and long durations for processing and settling claims are key challenges in the health insurance industry.79,80 For example, abuse of health services in, for example, the UAE costs 10%–15% of total collected premiums, equaling Arab Emirates Dirham ~3bn (~$0.8 U.S.).81 These challenges can be alleviated by using smart contracts for insurance settlements, which can automatically process claims on blockchain when predefined conditions are met.18,79,82,83

Insurers can thus easily authenticate their identities as organizations, log contract details, and track claims and payment settlement details. This technology will significantly reduce disputes and lower operational expenses due to decreased duplication of procedures, diminished counterparty risks, expanded automation of procedures, and secure and decentralized exchanges being used.24,25,84–86 Moreover, once data are digitized and easily accessible, insurance providers can use more advanced analytics to optimize health outcomes and costs. Note that disadvantages of smart contracts are that, given the immutability of the technology, it is cumbersome to modify the contracts (especially long-term contracts), visibility of the transactions on the blockchain, and the legal enforceability of smart contracts.87

Another area of blockchain usage in the health sector is the use of crypto payments for health services and the settlement of health insurance claims through crypto payments. However, given the high crypto fluctuation and limited regulations in the crypto payment space, there is limited uptake of this technology in the health sector, currently.

The Main Implementation Challenges Involved in Deploying Blockchain Technology

Implementing blockchain technologies can present several challenges, including the following.

Regulatory Compliance

Currently, there is no regulatory framework in place for blockchain solutions, and the introduction of new regulation may also lead to extra costs for early adopters of blockchain technology in healthcare, who may need to modify their systems and processes to comply with new regulatory rules.46,60,88–90 Several regulatory challenges have been identified.91 First, by definition shared distributed ledgers have no specific location, and there may be no single party ultimately responsible for the functioning of the blockchain. Hence, regulatory challenges related to territoriality and liability remain to be solved.

Second, there are no regulatory frameworks in place to recognize blockchain as immutable and tamper-proof, ensuring the accuracy of the information. Third, the tamper-proof characteristic of blockchain is in contrast with existing regulation related to protecting personal data, including health data (e.g. “right to be forgotten,” which grants patients the right to delete information).

Finally, there are no regulatory frameworks in place regarding the validity of data, documents, assets stored on blockchain as evidence of possession or existence. As blockchain technology continues to evolve and gains acceptance, regulators will need to find ways to balance innovation and security to create a regulatory environment that enables the benefits of blockchain in the sector while minimizing the risks. In the meantime, organizations that are considering blockchain solutions will need to work closely with regulators to ensure that their systems and processes are compliant with existing regulations and that they are prepared to adapt to changes.

Technical Complexity and Scalability Challenges, Negatively Impacting the Blockchain’s Performance

Blockchain technology is very complex to implement and requires specialized expertise in areas such as cryptography, distributed systems, and consensus algorithms.90,92,93 It faces scalability challenges related to transaction throughput and latency (i.e. transaction processing time), storage capacity of blockchains, block sizes on the blockchain (smaller blocks limit the number of transactions whereas larger blocks impact transaction throughput and latency), number of nodes connecting to the blockchain, which may impact the performance, which are all related to the consensus mechanisms of blockchains.85,86

Moreover, ensuring interoperability between different blockchain systems and integrating them with existing healthcare systems is challenging, as there are currently no widely accepted standards for blockchain interoperability.94

The Issue of Data Reliability

Blockchain technology is designed to be immutable, meaning that once data are recorded on the blockchain, it cannot be easily modified or deleted.85,86 Accordingly, instances where incorrect initial data are collected or inputted either on purpose or accidentally (which cannot be verified by blockchain) may lead to incorrect data shown in the blockchain system. As a result, incorrect data will persist and be visible in the system, potentially leading to inaccurate analyses or conclusions. This underscores the importance of ensuring that accurate data are collected and inputted into the blockchain system from the outset. Hence, robust data quality control measures are critical for blockchain adopters in the healthcare sector.

Energy Usage of Blockchain Technology, Resulting in Higher Costs

Energy consumption of blockchain technology is a significant concern, as processing data on a blockchain requires a substantial amount of power.95,96 This is because blockchain networks rely on distributed computing power to verify and validate transactions, which requires a significant amount of computational resources. In addition, a sizable amount of energy is required to cool down the computers used to process blockchain transactions, further adding to the overall energy consumption of the system. The energy consumption of blockchain technology has been criticized by some as being unsustainable and environmentally harmful, especially in light of the increasing global demand for energy.96,97 To address this issue, there has been a growing focus on developing more energy-efficient blockchain solutions, such as proof-of-stake consensus algorithms, that can reduce the amount of energy required to process transactions on the blockchain.

Adoption of Blockchain Technology in the Healthcare Sector

One of the major challenges in implementing blockchain technology in the healthcare sector is getting various stakeholders to adopt and use the technology.46 Moreover, stakeholders such as healthcare provider organizations, payers, patients, regulators, and biomedical device- and pharmaceutical companies often bring competing agendas and conflicting interests to the implementation of new blockchain technologies. However, the implementation of blockchain technology requires buy-in from all parties involved and a willingness to invest resources, time, and money into the new technology. Thus, efforts to reconcile oftentimes conflicting agendas and interests represent a major challenge in the adoption of new blockchain technologies.

Overall, implementing blockchain technology can be a challenging process that requires careful planning, specialized expertise, and a willingness to overcome technical, regulatory, and adoption-related hurdles.

What is Next for a Successful Implementation of Blockchain Technology in the Healthcare Sector?

The use of blockchain in the healthcare sector seems to be rapidly becoming a reality as researchers and companies are deploying blockchain technology across various aspects of health systems. In the near term, healthcare blockchain technology can be used for business impact (i.e. process excellence, efficiency gains, tracking and traceability, and identity) and competitive differentiation (i.e. reimagined IT infrastructure, redefined transaction management, and trust in multi-party collaboration). These near-term opportunities mostly offer incremental improvements in the healthcare industry by optimizing existing structures, processes, and value propositions and do not represent major disruptions to the roles of different actors in the healthcare sector. However, the more transformative changes that new blockchain technologies promise to deliver in terms of the creation of new business models that remove various intermediaries and that can disrupt traditional business models are contingent on several factors. Addressing these factors will be critical to supporting the mass adoption of blockchain technology in the healthcare sector.

Regulatory Change

Regulatory bodies (incl. health regulators) are facing obstacles in defining policies that require collaboration.46,60,88–90 In fact, the cryptocurrency crash led to a backlash from regulators against blockchain technology. Key building blocks of blockchain remain unregulated (e.g. smart contracts). Regulations need to be enacted as that will ease adoption of blockchain in the healthcare sector and, more specifically, work on defining policies that will preserve the privacy of users’ medical records.

Improved Performance

Blockchain systems can be slow and cumbersome due to their complexity as well as encrypted and distributed nature. These chains have the potential to become slow as they grow and the number of computers accessing the network, noting that the majority of nodes on the system need to verify the transactions.90,92,93 New technologies and advances in engineering and processing speeds can enhance consensus on the blockchain, leading to improved performance.

Increased Standardization

Many types of blockchains are currently deployed and cannot interact with each other.94 For blockchain’s successful deployment in healthcare, standards must be developed by standardization bodies.

Decreased Costs

Costs of operating a blockchain are high, mainly due to energy costs.95,96 As the complex blockchain algorithm runs, a large amount of computing power is required. Companies like Amazon, Microsoft, Hewlett Packard, Oracle, and IBM are now offering blockchain-as-a-service to healthcare entities looking to use blockchain, benefitting from scale.

Participation of Key Stakeholders

Given the siloed nature of health data and service offerings,21,31,98,99 it is imperative that key stakeholders in the blockchain healthcare ecosystem participate in the enablement and use of blockchain technology. For a safe and secure use of blockchain in the healthcare sector, regulators need to put in place regulations on data security, standardization bodies need to develop blockchain standards in the healthcare sector, patients need to be willing to share their data on the blockchain, and health professionals and providers need to be willing to use the technology.

Conclusion

This contribution outlined some key opportunities and challenges of implementing blockchain technology in healthcare. We provided an overview of the technology’s applications across the domains of data management, IoT, supply chain management, and health insurance. We also identified some key players in the field, as well as the main challenges and success factors in implementing blockchain technology in healthcare.

Our study highlights the fact that the healthcare sector has been slower than many other sectors in implementing blockchain technology. Nevertheless, this study has provided insights into a growing group of companies offering blockchain technology solutions for the healthcare sector, particularly in the Americas. Other continents still lag in terms of blockchain technology companies that focus on healthcare, particularly in the Middle East and Africa. Moreover, we found that the majority of blockchain healthcare companies are active in services related to data management, followed by IoT, supply chain management, and health insurance.

Using blockchain technology in healthcare can be a challenging process requiring careful planning, specialized expertise, and a willingness to overcome technical, regulatory, and adoption-related hurdles. The use of blockchain technology in healthcare seems to be rapidly becoming a reality as researchers and companies are developing various aspects of blockchain-enabled healthcare systems. We identified several factors that will support the wider adoption of blockchain technology in the healthcare sector. These include (1) regulatory changes to ease the adoption of blockchain and preserve the privacy of users’ medical records, (2) improved performance and standardization of blockchain technology to ensure interoperability between different blockchains, (3) reduced costs of blockchain technology, and (4) participation of key stakeholders such as regulators, patients, health professionals, and providers in the enablement and use of blockchain technology for a safe and secure implementation in the healthcare sector.

Our conclusions are in line with existing studies that examine the components and advantages of blockchain technology in the healthcare sector, explore its potential applications in the healthcare sector, and identify the challenges and factors that contribute to successful implementation. Yet, our contribution extends this existing work by providing a more comprehensive overview of initiatives that have been launched around the world to deploy blockchain technology in healthcare settings. Finally, this contribution provides practitioners with a deeper understanding of the challenges and success factors associated with the implementation of blockchain technology in the healthcare sector.

The information in this article paves the way for future research as blockchain technology is gaining momentum in the healthcare sector. Specifically, future research could expand on our findings by utilizing primary data collection methods such as interviews, surveys, and in-depth qualitative case studies to gain richer insights into this nascent field.100
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Appendix 1.Studies focusing mainly on systematic literature and scoping reviews on the applications of blockchain in the healthcare sector with a limited focus on empirical studies.


	Authors/year
	Study design
	Blockchain focus areas in the healthcare sector
	Implementation challenges



	Literature review/ case examples
	Empirical (survey/ interviews/ application)
	Data mgt
	IoT
	Supply chain mgt
	Health insurance
	Regulatory compliance
	Tech. complexity/ scalability
	Data reliability
	Energy usage/ costs
	Adoption





	Akbar and Khan82
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	Amponsah et al.79
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	Attaran98
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	Balasubramanian et al.46
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	√



	Benchoufi and Ravaud65
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	Bigini et al.71
	√
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	Charles88
	√
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	√



	Chen et al.24,25
	
	√
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	√



	Chondrogiannis et al.83
	
	√
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	√
	√
	√
	√
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	Cichosz et al.26
	√
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	√
	
	
	
	√



	Cornelius et al., 2019
	√
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	√
	√
	√
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	√



	Dimitrov54
	√
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	Dubovitskaya et al.12
	√
	
	√
	
	√
	
	√
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	√



	Durneva et al.99
	√
	
	√
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	√
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	Hang et al.65
	
	√
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	Kuo et al.16
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	Mackey et al.60
	√
	
	√
	
	√
	
	√
	
	
	
	√



	Maslove et al.68
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	Mayer et al.21
	√
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	Mazlan et al.92
	√
	
	√
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	Ng et al.6
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	√
	√
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	Nugent et al.69
	
	√
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	Odeh et al.47
	√
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	Pane et al.90
	√
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	√
	√
	√
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	Reda et al.77
	√
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	Saddikuti et al.61
	√
	
	√
	
	√
	
	√
	√
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	√



	Siyal et al.31
	√
	
	√
	
	√
	
	√
	√
	
	
	√



	Yaqoob et al.32
	√
	
	√
	
	√
	√
	√
	√
	√
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	Zhuang et al.70
	
	√
	√
	
	
	
	√
	√
	
	√
	√



	IoT: Internet of Things; Mgt: management.





Footnotes

*, Company websites, S&P Capital, Crunchbase. N = 108.

†, Company websites, S&P Capital, Crunchbase. N = 108.
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