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Abstract

Background: The increasing use of various online services requires an efficient digital identity management (DIM) approach. Unfortunately, the original Internet protocols were not designed with built-in identity management, which creates challenges related to privacy, security, and usability. There is an increasing societal concern regarding the management of these sensitive data, access to it, and where it is stored. Blockchain technology can potentially offer a secure solution to address these issues in a decentralized manner without centralized authority. This is important for e-health services where the patient and the healthcare provider often are required to prove their identity. Blockchain technology can be utilized for creating digital identities and making its management easier, thus giving a higher degree of control to the user than what current solutions offer. It can be used to create a digital identity on the blockchain, making it easier for individuals and entities to manage, giving them greater control over who has their personal information and how they handle it. In addition, it might be utilized to create a higher degree of trust and security for e-health applications.

Objective: The aim of this research work was to review the state-of-the- art regarding blockchain-based decentralized identity management for healthcare applications. Based on this summary, we provide a viewpoint on how blockchain-based decentralized identity frameworks might be utilized for virtualized healthcare applications.

Method: This research study applied a scoping, semi-systematic review approach to summarize the state-of-the-art. Included identity management systems were evaluated based on seven criteria: autonomy, authority, availability, approval, confidentiality, tenacity, and Interoperability.

Results: Seven blockchain-based identity management systems were included and evaluated in this work: these include solutions built with Ethereum, Hyperledger Indy, Hyperledger Fabric, Hedera, and Sovrin blockchains.

Conclusion: DIM is crucial for virtual health care. Decentralized identity management for healthcare purposes is currently being explored in both academia and the private sector. More work is needed with the aim of improving the efficiency of current DIM solutions and to fully understand what technical frameworks are best suited for e-health applications.
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Blockchain and decentralized technologies have seen increased applications in the healthcare sector. Many of the inherited properties of blockchain technology have the potential to mitigate some of the current issues with health information systems (1, 2) and, equip a new, digital focused health care system, as an example. healthcare 4.0 (3). The identity management is a crucial part in most healthcare applications; patients need to prove that they are who they say they are and the same for medical professionals. To take a full advantage of the decentralized technologies, a digital identity management (DIM) approach should also be considered to move from current centralized solutions to decentralized or self-sovereign systems. Many decentralized healthcare applications lose its core value proposition when it needs to be tied to a centralized identity system, physical or digital. Therefore, there is a need to further explore how a decentralized identity management system could work and benefit the healthcare sector in a digital transformed system. The aim of this research work was to summarize the state-of-the-art regarding blockchain-based decentralized identity management systems for healthcare applications. Based on this summary, we provide a viewpoint on how blockchain-based decentralized identity frameworks could be utilized for healthcare applications and guide developers and researchers within this area.

METHOD

This research study has applied a scoping, semi-systematic review approach to summarize the state-of-the-art. The search was carried out mainly using the snowball method (4) with initial search in MEDLINE, Scopus and Google Scholar where the free text search terms: ‘healthcare’ OR ‘e-health’, were combined with the terms ‘decentralized identity’ OR ‘blockchain’ OR ‘self-sovereign identity’ using the Boolean operator AND. Inclusion of systems were based on how well the authors and developers had described their solutions and, to get a wide input, some diversification between the different systems was preferred. The review and the search were not meant to be comprehensive but will nevertheless provide an important summary and evaluation. As shown in Table 1, the criteria proposed by Boaras et al. (5) were adopted to evaluate the different decentralized identity management systems presented in the academic and gray literature.





Table 1.Criteria for identity management in healthcare


	Criteria
	Abstract





	Autonomy
	Is the identifier independent from identity vendors? Identifiers must be independent of any identity provider or a central governor.



	Authority
	Can the individual have full control of his identity? Individuals must have complete power to manage their identities.



	Availability
	Can an individual have full access to his or her own data? Individuals must have full permission to gain access to their own data anytime anywhere.



	Approval
	Can the individual voluntarily approve the use of his identity? Individuals must voluntarily agree and approve requests before using their identity.



	Confidentiality
	Can the individual provide his identity with minimal disclosure of data? Individuals should share only the needed credentials with a minimal disclosure.



	Tenacity
	Can the identity live with the individual as long as possible? Individuals’ identities must be persistent as long as possible.



	Interoperability
	Can the individual identity exchange data with any system or service globally? Individual Identities should be universal and widely used by any entities.



	Source: Adopted from Bouras et al. (5).





BACKGROUND

BLOCKCHAIN

Public blockchain technology is a recent breakthrough of trusted computing without centralized authority in an open-networked system. Blockchain is a broad term for a collection of technologies that offer immutable ledgers that are replicated and synchronized over a large number of nodes. The data consistency is achieved by a special mechanism that makes the additions to the ledger agreed upon by consensus in the network. The main advantage or innovation of blockchains is the ability to achieve consensus and data consistency in the presence of certain number of malicious nodes, thus, enabling the system to operate in semi-trusted environments while maintaining security and trust of the ledger data. The public permissionless blockchains are also characterized by the absence of central administrators, eliminating the need for a trusted third party. Originally invented as the underlying infrastructure of Bitcoin (6), blockchain’s potential application has reached far beyond cryptocurrency and financial assets. As the technology gained wider recognition in recent years, there have been a flurry of advancements, new use cases, and applications, including in health care (7).

Blockchain technology solves the decentralized governance over the data, and the elimination of trusted third party in maintaining consistency of data. Because of that, blockchain technology has the potential to transform and disrupt the digital society by enabling disintermediated digital platforms that have not been seen before. Since the dawn of the Internet, we have faced identity management challenges related to privacy, security, and usability. The increasing everyday usage of various online services requires an efficient DIM approach. Blockchain ledgers offer the ability to publish certain proofs or data snapshots needed for verification of digital identity attributes and credentials.

IDENTITY

This study uses (8) the definition of identity as ‘The set of known values or attributes that characterizes, identifies, or describes an entity’. A person has several attributes, such as a name, birth date, and citizenship, which establish his or her identity in the real world. We may just use our first name or nickname among a group of friends, whereas within the work environment it might be necessary to use our full name. Identity also includes a set of identifiers, such as national identification number and driver’s license number, which are linked to corresponding credentials. These identifiers are usually unique and issued by governmental institutions. Digital identity is a relevant concept in the digital world. A digital identity is a set of verified identifiers, digital attributes, and credentials for the digital world, similar to a person’s identity in the real world (9).

IDENTITY MANAGEMENT


Identity management is issuance, maintenance, and revocation of digital identifiers and credentials in applications, systems, and networks. Identity management system is a set of technologies and processes that can be used for identity management (9).

TRADITIONAL IDENTITY MANAGEMENT

The Internet was not initially made with identity and digital credentials in mind. These aspects are something that has come after the Internet has evolved to become a medium for finance, commerce, e-health, and other broad range of services in the digital world. The traditional solutions, often based on a siloed, walled garden approach, result in privacy, security, and interoperability issues. The most conventional method for user management in online services today continues to be the use of traditional localized register of users. The end user signs up directly on the website, and the service provider creates a unique identifier and credential that is bundled together. The user can ‘claim’ this through identifier/password pair, provided as a form of identification. In this model, both the user and the service provider face several challenges. With the large number of online services an average person uses today, users must manage an increasingly large number of passwords, which is a daunting task. Due to this complexity, some users re-use the same password on multiple services, which leads to increased security risks. A leak of password from one of the users’ online accounts results in a substantial risk of compromise of all accounts.

The second most used method is federated identity management. Most well-known federated identity schemes rely on a third-party identity provider (IdP) to broker identification using protocols, such as SAML (10), OpenID Connect (11), and OAuth (12). The user can then access multiple services using the single account. However, these centralized aggregators represent technologically a single point of control and a single point of failure. Typically, most of the service providers rely on centralized databases, which are in charge of storing the large amount of user data that could be potentially hacked by a malicious third party. The other risk is that the credential issued by the identity provider, for example, the Facebook account, can be locked by Facebook at any time, and the ability for the user to claim the credential is compromised. The credential is not stored or managed by the user, but rather, entirely controlled by the identity provider. Moreover, this model facilitates the tracking as the identity provider has access to information on what services the user is accessing and when. The results of surveys (13–15) revealed that the federated identity solution users are feeling ‘lack of control’ over their data and would like to control personal data themselves.

DECENTRALIZED IDENTITY MANAGEMENT

Decentralized identity management is an alternative way of thinking and structuring the entire identity management workflows, which offers an improved mechanisms for verifying and authenticating users. It is a new architecture for privacy preserving and user-centric identity management. In this model, the user controls their identity data and interacts directly with the service providers – without relying on a trusted third party. The blockchain serves as a global registry for the decentralized public key infrastructure (DPKI) that provides the mapping of keys to the decentralized identifiers (DIDs).

Self-sovereign identity (SSI) is often used in synonym with decentralized identity management approaches. By combining the Martin H. Weik’s definition of identity (8) and Peter de Marneffe’s principles for self-sovereignty (16), we can describe SSI in its simplest form as a digital representation of the individuals’ characteristics, description, and identifiers where no government, or organization, can violate our right to choose our level of privacy or celebrity with our identity attributes. Subsequently, Christopher Allen has defined the 10 principles of the SSI model (17). The SSI model aims to avoid a single point of dependency and allows individuals to take ownership of their digital identities. In SSI, there is no central authority, so users hold their own digital keys and have full control over their personal information. This information is typically carried around by the user in the digital identity wallet on his or her mobile device. The concept of SSI is becoming the next stage in the evolution of identity management systems. Various SSI systems exist, which provide solutions using a distributed ledger technology. Evernym (18), SertoID (19), and ION (20) are some examples of identity projects that are working on decentralized identity platforms. However, these sophisticated solutions are still at an early stage, where more discussions, validations, and investigations are needed (21).

SSI standards

SSI is work in progress, which includes the work on standards for SSI. There are different groups and standardization agencies working to develop new standards, frameworks, and protocols, which could be the base of the SSI architecture. These efforts come from organizations like the Decentralized Identity Foundation (DIF), the European Blockchain Services Infrastructure, the Internet Engineering Task Force, IEEE, NIST, ISO, Sovrin Foundation, OASIS, and the World Wide Web Consortium (W3C) (22). Until now, the two fundamental base standards for SSI are as follows: DIDs (23) and verifiable credentials (VCs) (24). DID is a new type of digital identifier that should be globally unique, persistent, and not requiring centralized registration authority. Its core architecture, data model, and syntax are standardized and developed by W3C DID Working Group. VC is a secure, tamper-evident digital credential that can be cryptographically verified. The W3C Credentials Community Group defines the issuance, storage, presentation, and verification of digital VCs. Moreover, DIF has several working groups that focus on authentication, secure data storage, and peer-to-peer communication in the context of SSI (25).

Privacy properties

To protect their privacy, individuals must be empowered to control their own digital identities and personal data. Blockchains provide a promising operational environment for the trend of SSI, characterized by transformation from a non-user controlled centralized model to a fully user-controlled decentralized model.


Unlinkability. Before decentralized identity management, privacy preserving was incomplete due to the existence of centralized identity authorities. Service providers and users need to grant full trust to their identity providers. In other words, centralized identity providers could see activities between users and ser-vice providers, which compromises the identity information privacy.


Decentralized data storage. A decentralized identity model empowers users to ‘bring their own storage’ and give them control of their own information. This approach provides a privacy-respecting mechanism for storing, indexing, and retrieving data with a storage provider. Removing the need for dealing with storage infrastructure (instead leaving it to a specialist service provider that is chosen by the user) allows developers to focus on the functionality of their application. It reduces the compliance burden of managing customers’ personal data in services.


User control and consent. In this new digital identity ecosystem, individuals (or entities) have full control over their digital credentials and attributes. Users can add, remove, and share digital credentials at their own discretion. Moreover, users can have one or more identifiers and can present credentials relating to those identifiers without having to go through an intermediary. Credentials made about a user can be self-asserted or asserted by a third-party whose authenticity can be independently verified by a relying party. All the credentials and personal identity information can be easily retrieved by the user when needed (21).

Security properties


No single point of failure. The aggregation of personal data in one centrally controlled data storage brings an enormous risk of data breaches. The latest evidence of such data breaches are seen in Twitter (26), Equifax (27), Cambridge Analytica (28), and First American Financial (29) cases where the identity information of millions of individuals was exposed. Some of the data leaks are through hacks, but some are through design flaws of the data flows in the systems. Under the SSI model, identities must not be held by a single third-party entity.


Encrypted data vaults. As it is declared in the specification by DIF, the priority is to ensure the privacy of an entity’s data so that it cannot be accessed by unauthorized parties, including the storage provider. The storage provider can not view, aggregate, analyze, or resell the data. To achieve this, the data must be encrypted while it is both at rest (on a storage system) and in transit (being sent over a network). This method also ensures that application data are portable and protected from storage provider data breaches (25).

DECENTRALIZED IDENTITY MANAGEMENT FOR DIGITAL HEALTHCARE APPLICATIONS

Healthcare information systems (HIS) contain medical-related data of patients that should be considered highly private. When health care is delivered both physically and digitally, it is equally important to protect the digital identity as the physical for patients in a HIS. Several blockchain-based applications and concepts for health care have been proposed (7). The digital transformation of the healthcare sector can be considered to decentralize the industry by its core; patients are generating more and more data from different personal devices, have the opportunity to receive healthcare services from a growing set of virtual healthcare providers, and medicines can now often be ordered from a variety of online pharmacies. This creates the need for patients to have the ability to digitally identify themselves more often and with more stakeholders, also outside their regular jurisdiction area (30).

In this review, we evaluate seven representative proposals for healthcare and their approach to deal with identity management. We selected these systems because they provide technical documentation, reports, and proof of concepts with the most technical details of their designs. This sample is meant to serve as an example and is not intended to be a comprehensive review of all published research in the area. By choosing seven examples with different approaches, we illustrate how identity management is tackled in a decentralized healthcare environment in the forefront of academic research and in the private sector. It is crucial to be able to verify a patient’s identity and a healthcare providers’ identity to deliver safe health services. This is as important in a digital environment as it is in a physical environment.

RELATED WORK

To our knowledge, there are no more than two published papers that present a review of decentralized identity in health care with blockchain or distributed ledgers technology (DTL) (5, 31). These two papers highlight the need for decentralized identity management for several of use cases in the healthcare sector, in particular in e-health. Although these two publications provide insights into the topic, there is a need for further exploring how blockchain-based identity management fit in a healthcare context, especially in a virtual healthcare context. The contribution of this work is to analyze the current state-of-the-art of decentralized identity management concepts and frameworks presented in academic literature and from the industry. Furthermore, the paper summarizes how identity is managed in blockchain-based healthcare concepts in the literature. Finally, our work provides guidance for future decentralized identity systems for healthcareapplications and explores the fit of the state-of-art concepts for this purpose.

STATE-OF-THE-ART IN PEER-REVIEWED LITERATURE

Medilinker (32) proposes a system built with Hyperledger Indy for the identity management, and Hyperledger Aeris was used as an application programming interface (API) to connect Indy’s identity management features to personalized encrypted digital wallets of the users. The digital wallets hold by the patients contain private keys that control consent and personal data, including identity verifications. No personal data were stored on the blockchain. With given consent from the patients, through their digital wallets, data can be shared on chain. The consent is given using the private key, which is stored in the digital wallet. Hyperledger Indy was used with the motivation that it supports World Wide Web Consortium (W3C) standards, DIDs that provides full autonomy to users over their data, and has an active and supportive developer community.

Mikula and Jacobsen (33) presents a system for identity and access management using blockchain technology to support authentication and authorization of entities in a EHR system. The proof of concept was implemented using Hyperledger Fabric, and basic authentication and authorization operations such as registration, login, grant/revoke permissions, and update of the system were implemented. The system uses traditional front-end and back-end technologies for most parts of the system, the authentications and authorizations are vali dated through the blockchain ledger. The authors concluded that their system, implemented on the consortium blockchain Hyperledger Fabric, could scale and handle data from all the physician in Denmark, assuming that Hyperledger Fabric reaches its performance goal of 100.000 transactions per second in 15 nodes consortium.

In the article by Sharm et al. (34), the authors propose a novel healthcare framework using Inter Planetary File System and smart contracts for storage and access control of EHRs and other medical documents in the context of India’s National Health Scheme. They utilized zero-knowledge proofs (ZKP) as an authentication mechanism in the proposed system to enable access to EHR in a privacy-preserving manner with the objective of increasing interoperability within the healthcare system. In the concept, the citizens of India who are entitled health instance coverage under the Prime Minister’s, People’s Health Scheme (PM-JAY) scheme (around 500 million individuals) can get access to a unique health ID controlled by a set of private/public keys. Biometrics is utilized together with national ID proofs to get access to the health ID at a service desk in any hospital. The individual is checked for eligibility in the PM-JAY scheme database through the service desk. If eligible, an e-card with the private key is issued to the individual. Together with a six-digit password this serves as a proof of eligibility of health services that can be used at any health providers in India.

The Health-ID solution presented by Javed et al. (35) runs on a consortium network based on the Ethereum blockchain. A consortium of healthcare regulators will manage the blockchain. An authority node is responsible for validating new blocks on the chain. The majority of the consortium decides the authority node. Their ID management systems have both patients and healthcare providers as users. The solutions require the patients to initially verify their identity using passports, national identity cards, or driving licenses. The healthcare providers are requested to use their practice license for the same, initial verification process. The identity owner can choose what kind of storage system to use for his or her identity attributes, and these can be either centralized systems or decentralized systems. The system tokenizes the identities of the participants, and the tokens are signed by healthcare regulators to verify the authenticity. The attributes of the identities are indexed on the blockchain.

STATE-OF-THE-ART DEVELOPMENTS IN PRACTICE

The Sovrin Foundation aims to standardize and build an infrastructure for SSI using blockchain as storage for decentralized identities. The Sovrin network is a public-permissioned blockchain that has been designed specifically for identity. Sovrin was one of the first projects that integrated and provided full support for VCs and DIDs. Moreover, a user can generate pairwise-pseudonymous DIDs (36) and public keys for every relationship, which makes each identifier unlinkable and protects his or her privacy. The credential exchange mechanism supports the selective disclosure based on an advanced privacy-enhancing technique known as a ZKP (37). To avoid security and privacy concerns, no private data, even in encrypted form, are stored on the Sovrin ledger.

The project was launched in 2017, and the open source code base was transferred to the Linux Foundation to become the Hyperledger Indy (38). The net-work relies on nodes called Stewards to achieve global consensus. The Stewards are approved by the non-profit Sovrin Foundation with a board of 12 trustees. Truu (39) is one of the Sovrin Stewards that utilizes the Sovrin technology to create a portable, trusted digital ID for healthcare professionals in the UK. The company is collaborating with National Health Service (NHS) to transform the way healthcare organizations in the UK verify staff identities, qualifications, and certifications. MediBloc is developing a blockchain-based health information platform that provides patient-centric and reliable health information. Panacea is a public blockchain optimized for health data, developed by MediBloc to provide a tamper-proof, high-performance data ecosystem. Panacea blockchain relies on Delegated Proof of Stake consensus mechanism with the Practical Byzantine Fault Tolerance algorithm, which enables block validators, that are decided by votes of network participants, to create new blocks at a high speed. The Panacea Governance Council is responsible for making major technology and business decisions on the Panacea project (40).

In the MediBloc platform, health data providers can issue VCs with DID to patients. The integrity of the credential can be verified by anyone with the DID document on Panacea. The health data are managed only by the patient, and storage of the data is with the same user. The health data are stored in the form of Merkle tree, and the root hash of Merkle tree is recorded on the Panacea blockchain. The main benefit of Merkle tree method is that the users can share parts of the data while guaranteeing its integrity (41). It enables the selective disclosure of personal data. Other services that utilize a different data format can still be integrated into MediBloc through ‘Merklizing’ the data, and MediBloc provides software tools and guides. The platform has been used by several partner hospitals in South Korea, including Good Moonhwa Hospital, Yongin Severance Hospital, and Eunseong Medical Foundation (42, 43).

Hedera is a public distributed ledger for building and deploying decentralized applications and microservices. The network is made up of permissioned nodes run by the Hedera Governing Council, which consists of various organizations and enterprises representing industry, academia, and non-profits globally. The major software changes and business decisions are governed by council members. The Hashgraph consensus algorithm enables distributed consensus on the public Hedera ledger. The Hashgraph technology relies on the ‘gossip about gossip’ protocol where all nodes on the network ‘gossip’ about transactions to construct directed acyclic graphs (DAGs). Unlike a blockchain, DAGs time-sequence transactions without bundling them into blocks. ‘Gossip’ messages contain transactions, a timestamp, cryptographic hashes of two previous events and a digital signature. This enables Hashgraph to form an asynchronous Byzantine Fault-tolerant (aBFT) consensus algorithm (44).

Hedera provides developers with the tools to issue, verify, and revoke identity credentials for subjects and devices in a standards-based and privacy-respecting manner. Hedera’s credentials follow the DIDs and VC standards, which are under development at the W3C. Credentials and related sensitive metadata are not stored on the Hedera main net. Currently, Hedera is being used for patient record management and health status verifications by Safe Health Systems and NHS (45).

DISCUSSION

The digital transformation has reached the healthcare sector, and more and more health services are delivered virtually, across jurisdictions and by an increasing amount of providers. To verify one’s identity as a patient (and healthcare professional) has always been important and is perhaps even more important when care is given virtually. Although many countries have implemented systems for national digital IDs, there are practical and theoretical challenges with such systems. The identity of an individual belongs to that person, and to be able to verify that such be considered a right, and not a privilege.

Blockchain technology has provided us with tools to decentralize applications that previously required a trusted third party. These new solutions and technologies present an opportunity to rethink how we manage identities and personal information digitally. SSI solutions provide the identity owner with full control over their identity and the ability to selectively disclose parts of that data, while keeping other parts hidden.

DIM solutions are currently under development and are evolving at a high pace. More research is needed to provide a deeper understanding of their functionalities and their role in e-health. The evaluation in ‘Decentralized identity management for digital healthcare applications’ section and its accompanying Tables 2 and 3 provide an overview of the current state of the decentralized identity landscape in healthcare sector. This review shows that different technical solutions are used, with different approaches to the utilization of blockchains. All the compared decentralized identity systems in ‘Decentralized identity management for digital healthcare applications’ section aim to give more control to patients over their identity data, and they also embrace the need for transparency and trust by providing the source code available for review. The study also reveals some unsolved challenges in developing decentralized identity solutions for healthcare applications.





Table 2.Summary of DIM solutions


	DIM solutions
	Distributed Ledger Technology
	Privacy & Data minimisation
	Identifiers & Authentication mechanism
	Data Management
	Open source
	Scalable
	Data market
	Mobile friendly
	Proof of concept





	Sovrin Foundation
	Public-permissioned Sovrin blockchain
	Pairwise identifiers; Selective disclosure using VCs; No private information on Sovrin.
	Based on DIDs and their associated verification keys.
	Cloud + local storage
	+
	+
	-
	+
	+



	Hedera
	Public distributed ledger Hedera Hashgraph (DAG)
	Credentials or any related metadata is not stored on the nodes of the Hedera mainnet.
	Based on DIDs and their associated verification keys.
	Cloud + local storage
	+
	+
	-
	-
	+



	MediBloc
	Public Panacea blockchain (DPoS)
	Data minisation is implemented by Merkle proof and root hash.
	Based on DIDs and their associated verification keys in DID document onPanacea.
	Merkle tree root as key. Key-value database (mobile device)
	+
	+
	+
	+
	+



	Mikula & Jacobsen
	Consortium Hyperledger Fabric blockchain
	Users can grant permissions and revoke when needed. But medical identity and PIN of a patient is stored in blockchain.
	The Auth- server authenticates and authorizes the user by querying the blockchain network.
	Blockchain + SQL database
	+
	+
	-
	-
	+



	Health-ID
	Consortium Ethereum blockchain
	Hash of the identity attributes are stored on the blockchain.
	Identifiers and attributes stored in a JSON Web Token.
Smart contracts are used to authenticate users.
	Blockchain + cloud storage (Dropbox, IPFS)
	+
	+
	-
	-
	+



	MediLinker
	Hyperledger Indy and Hyperleder Aries, public permissioned blockchain
	Users give consent for data sharing through their digital wallets.
	The use of DIDs and digital wallets containing users private keys.
	Blockchain + digital wallet
	-
	+
	-
	+
	+



	Sharma et al.
	Public-permissionless Ethereum blockchain (PoW)
	Privacy preserving identity verification using ZkSnarks. All the medical records are encrypted.
	Authenticate users with existing national IDs using zero-knowledge proofs and E- cards.
	IPFS and smart contracts
	+
	-
	-
	-
	+









Table 3.Evaluations of DIM solutions


	DIM solutions
	Autonomy
	Authority
	Availability
	Approval
	Confidentiality
	Tenacity
	Interoperability
	Total





	Evernym
	2
	2
	2
	3
	3
	1
	1
	14



	Hedera
	1
	1
	2
	2
	3
	1
	1
	11



	MediBloc
	1
	1
	2
	3
	2
	1
	1
	11



	MedRec
	1
	1
	3
	3
	2
	2
	1
	13



	Health-ID
	1
	2
	2
	3
	3
	2
	1
	14



	Sharma et al.
	2
	1
	3
	3
	3
	2
	2
	16



	Medilinker
	3
	2
	3
	3
	3
	3
	2
	19





KEY MANAGEMENT

Control over user’s cryptographic keys, as well as the rest of the contents of digital wallet such as credentials, is probably the single most critical element of the DIM architecture. While traditional identity management models provide a key management protocol that rely on a trusted third party, in the context of the DIM model, the responsibility of key management is assigned to the identity owners themselves. As the users are notorious for losing passwords and mobile devices, the dependency on non-technical users to keep credentials safe comes with an undeniable risk. Creating a cost-efficient, usable, and secure management of identities is not an easy task. DIM requires effective innovative and well-analyzed solutions to support it.

USABILITY

Decentralized identity systems for healthcare applications should be designed to solve the challenges faced by the end users. We can see that the existing implementations primarily focus on the underlying technology and do not pay enough attention to the user interaction. Privacy implications for users and usable interface are crucial things when building new user-centric identity systems and need to be addressed by developers. The future decentralized identity schemes with an innovative technological underpinningbut developed with impractical end-user interaction are unlikely to create widespread uptake.

INTEROPERABILITY

The results of this study show that there is still lack of a standardized implementation method for decentralized identity systems. The existing solutions have applied various methods of storage, authentication algorithms, encryption, and consent mechanisms. Due to the lack of a standardized implementation method, the evaluation and comparison of the existing solutions become challenging. However, as shown in Table 2, most of the reviewed solutions are based on W3C DIDs and VC specifications. These standards for SSI are under development and seek to achieve a unified society with methods that allow communication across systems.

SCALABILITY

Scalability challenges due to transaction throughput and latency of blockchain systems have for long time been known and recognized. In particular, the public permissionless blockchains, such as Bitcoin and Ethereum, face scalability restrictions due to high transactions costs and low throughput. There are various solutions offered for scalability of public permissionless blockchains, including layer 1 solutions (new networks such as Hedera or Solana) and layer 2 solutions that operate on top of the existing blockchains (such as Polygon and Arbitrum). Consortium or private blockchain usage can also address the scalability issues. All but one of the solutions summarized in this article use a consortium and/or private blockchain, which should enhance the scalability. Although you then need to accept a trade-off with decentralization since private and consortium blockchains are more centralized. Scalability is important to address for future work of DIM in health care.

The evaluation framework used in this article is recommended to be used by developers to ensure that their solution has a high degree of autonomy, authority, availability, approval, confidentiality, tenacity, and interoperability. The compliance to the listed criteria in Table 3 are not completely binary but rather a scale to which degree the criteria are met, the degree of compliance with a number from 0 to 3 where 0 is not at all complaint and 3 is highly compliant. Based on the outcomes and learnings from this study, the authors will develop a DIM system, tailored for a virtual healthcare environment, with the objective of improving what has been done previously.

CONCLUSION

In this article, we have reviewed the current state-of-the-art and presented the existing DIM solutions for healthcare applications. Based on the proposed criteria, we evaluated different DIM systems presented in the academic and gray literature.

Despite a wide variety of proposals for novel DIM for health care, current solutions are still limited. There exist open challenges related to privacy, usability, interoperability, and scalability that proposed systems are to address.

DIM is crucial for virtual health care as it offers novel features those traditional solutions lack. Decentralized identity management for healthcare applications is currently being explored in both the academy and the private sector. More work is needed with the aim to improve the efficiency of current mechanisms and to fully understand what technical frameworks are best suited for this particular use case.
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