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Abstract

Objective: The authors evaluated how quantum computing threatens the cryptographic primitives used in Bitcoin and other blockchain
systems. These findings were translated into a standards-aligned post-quantum migration profile for healthcare ledgers, including consent,
identity, provenance, audit, and encrypted off-chain data exchange.

Methodology: Narrative analysis, theoretical security analysis, and healthcare-oriented deployment mapping of classical public-key and
hash primitives used in blockchain protocols were paired with an implementation-oriented migration profile based on finalized National
Institute of Standards and Technology (NIST) post-quantum standards. We summarize the mathematical assumptions underlying RSA,
Elliptic Curve Cryptography/Elliptic Curve Digital Signature Algorithm (ECC/ECDSA), and Secure Hash Algorithm (SHA-2/SHA-3-
family) hash functions; analyze their susceptibility to Shor’s and Grover’s quantum algorithms; compare Federal Information Process-
ing Standards (FIPS) 203 Module-Lattice-Based Key-Encapsulation Mechanism Standard (ML-KEM), FIPS 204 Module-Lattice-Based
Digital Signature Standard (ML-DSA), and FIPS 205 Stateless Hash-Based Digital Signature Standard (SLH-DSA); and map their dis-
tinct roles to healthcare-ledger authorization, auditability, identity, and encrypted off-chain exchange. The term Advanced Hybrid Mod-
ule-LWE & Code-Based (AHMC) is used only as shorthand for a standards-aligned hybrid post-quantum cryptography (PQC) migration
profile and does not denote a proprietary product, a novel algorithm, or a new cryptographic primitive. Proposed adoption of hybrid,
quantum-resistant cryptographic primitives for cryptocurrency wallets, transaction signatures, and ledger security during an interim migra-
tion period (hybrid classical + PQC, followed by PQC-only). Qualitative and implementation-oriented assessment of (1) break feasibility
of RSA/ECC under Shor’s algorithm, (2) effective security reduction for hash functions under Grover’s algorithm, (3) security assumptions
and composition requirements of a standards-aligned hybrid migration profile, (4) transaction-size and verification-cost impact, and (5)
healthcare-specific implications for long-retention consent, identity, provenance, and audit records.

Results: Shor’s algorithm reduces integer factorization and discrete logarithms to polynomial time, directly compromising Rivest—-Shamir—
Adleman (RSA) and ECC/ECDSA once fault-tolerant, large-scale quantum computers exist. Grover’s algorithm yields a quadratic speedup
for brute-force search, effectively halving the security margin of symmetric keys and hash functions at fixed output sizes. The AHMC-L1/L3/
LS5 profiles use ML-KEM-512/768/1024 for key establishment and ML-DSA-44/65/87 for transaction authentication, with SLH-DSA as a
hash-based fallback. During a hybrid ECDSA+PQC migration, verification requires one classical and one PQC verification per authorization;
transaction-size overhead is dominated by PQC signatures, approximately 2.4 KB for ML-DSA-44, 3.3 KB for ML-DSA-65, and 4.6 KB for
ML-DSA-87 before script and encoding overhead. For healthcare ledgers, these findings support selective use of post-quantum signatures for:

* high-value state transitions,
* one-time public-key registration where possible, and
+ continued off-chain storage of protected health information.

Deployment suitability remains contingent on workflow-specific latency, storage, availability, key lifecycle, and side-channel testing.
Conclusions: Quantum risk to blockchain signatures has direct implications for healthcare systems that depend on long-lived consent,
identity, provenance, and audit records. A staged, standards-aligned migration profile can preserve authorization and ledger verifiability while
keeping protected health information off-chain. The AHMC label refers only to this migration profile, not to a new cryptographic primitive;
healthcare adoption requires open implementations, empirical benchmarking, crypto-agile key governance, and side-channel-resistant
engineering.

Plain Language Summary

Quantum computers can solve some math problems far faster than today’s computers. That matters because Bitcoin and many other
blockchains rely on hard math problems to prove who owns an account and to prevent fraud. In particular, Bitcoin’s digital signatures are
based on elliptic curve cryptography (ECDSA). A sufficiently powerful quantum computer running Shor’s algorithm could, in principle,
work backwards from a public key to the private key and then create fake signatures. That would let an attacker spend funds they do not own.
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Quantum computers could also make some brute-force searches faster via Grover’s algorithm, which reduces the safety margin of common
hash functions unless parameters are increased.

The results reported here explain which parts of cryptocurrency security are most exposed to quantum attacks and why. It then
proposes a practical staged migration path that uses post-quantum cryptography alongside existing methods during a transition
period. In this revision, AHMC is not presented as a new cryptographic primitive but rather as a migration architecture that
can be instantiated with NIST-standardized ML-KEM for encrypted key establishment where needed, ML-DSA as the primary
post-quantum transaction signature, and SLH-DSA or future code-based alternatives as fallback/diversity options. This distinction
matters because PQC signatures are much larger than ECDSA signatures, so blockchain fees, block size, and node verification
workload must be measured before deployment.

The key takeaway is that organizations using distributed ledgers for consent, audit, provenance, identity, or health data exchange
should inventory quantum-vulnerable signatures now and test standardized post-quantum alternatives before urgent migration is
required. This article uses Bitcoin and cryptocurrency as a high-stress technical benchmark, but the healthcare implication is dis-

tinct; the priorities include the following:

»  preserving the long-term authenticity of signed records,
»  keeping protected health information off-chain, and

*  ensuring that migration does not disrupt clinical or administrative workflows.

Key Takeaways

*  Quantum computing creates a long-term threat to the RSA-and ECC-based signatures used to authorize transactions and preserve

trust in distributed ledgers.

*  The relevant risks for healthcare include future verifiability of consent changes, access decisions, identity credentials, provenance

events, and audit evidence.

*  Long-term validation is important in healthcare because the evidentiary value of an event may extend beyond the active lifetime of
the original key, certificate, software platform, or ledger implementation.

Submitted: February 19, 2026, Accepted: August |, 2026, Published: August 31,2026

ryptocurrencies have become a widely adopted form
of decentralized digital value transfer, with Bitcoin
serving as the canonical example of a peer-to-peer
electronic cash system.! Most cryptocurrency systems imple-
ment a blockchain-style distributed ledger secured by cryptog-
raphy and consensus, enabling parties to transact without a
centralized authority.> In these systems, cryptography is not
ancillary; it authenticates ownership via digital signatures,
links blocks through cryptographic hashes, and provides integ-
rity guarantees that support the immutability of the ledger.>*
These guarantees have historically relied on the presumed
intractability of specific mathematical problems under classical
computation.®'> Quantum computing challenges this security
model.*!® As quantum hardware scales, quantum algorithms
can provide decisive advantages against specific cryptographic
problem classes. Shor’s algorithm can efficiently factor large
integers and solve discrete logarithms, directly undermining
Rivest-Shamir-Adleman (RSA) and elliptic-curve-based
public-key cryptography.””?* Grover’s algorithm provides a
quadratic speedup for brute-force search, reducing security
margins for symmetric primitives and cryptographic hash
functions at fixed output sizes.’'* The combination threatens
the long-term viability of cryptocurrency security assumptions
if protocol upgrades are not proactively planned.>2
Most major cryptocurrencies rely on three core cryp-
tographic building blocks. First, public-key signatures, typically
ECDSA or related elliptic-curve signatures, authorize transac-
tions and prove control of private keys, with security grounded
in the hardness of the elliptic curve discrete logarithm problem
(ECDLP).3>!12 Second, some systems and supporting infra-
structure use RSA for key management, legacy interoperability,
or ancillary services, relying on the assumed hardness of integer
factorization.” Third, cryptographic hash functions are used for
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proof-of-work, block chaining, Merkle trees, and address deri-
vation.”* Under Shor’s algorithm, the discrete logarithm prob-
lem on elliptic curves becomes polynomial-time on a sufficiently
large, fault-tolerant quantum computer.'*® In practice, once a
public key Q is revealed, where Q = dG for private scalar d and
base point G, a quantum adversary could recover d and forge
signatures. For cryptocurrency systems, forged signatures trans-
late into unauthorized spending and collapse of the transaction
authorization model.”” RSA-based mechanisms are similarly
vulnerable: once the modulus n is factored into its prime com-
ponents, the private key can be derived and signatures forged
or ciphertexts decrypted.’! Hash-based mechanisms are more
resilient but still weakened. Grover’s algorithm reduces the cost
of a generic preimage search for an n-bit hash from O(2n)
to roughly O(27(n/2)), motivating longer hashes or adjusted
parameters for long-term security. >
The standards context has changed materially. National
Institute of Standards and Technology (NIST)’s initial PQC
standardization reports are now historical background rather
than the current endpoint for deployment decisions.’> ¢ In
August 2024, NIST finalized the first three Federal Infor-
mation Processing Standards for PQC: Federal Information
Processing Standards (FIPS) 203, the Module-Lattice-Based
Key-Encapsulation Mechanism Standard (ML-KEM); FIPS
204, the Module-Lattice-Based Digital Signature Standard
(ML-DSA); and FIPS 205, the Stateless Hash-Based Digital
Signature Standard (SLH-DSA).’7** Additional candidates
may continue to be evaluated as backups or alternatives, but
this manuscript now treats ML-KEM, ML-DSA, and SLH-
DSA as the concrete baseline for comparison rather than refer-
ring generally to an ongoing standardization process.
These finalized standards change the blockchain migration
question. Blockchains no longer need to discuss PQC only as
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an open research competition; they must compare standard-
ized algorithms with existing ECDSA/Schnorr deployments in
terms of security level, signature size, public-key size, verifica-
tion cost, key-management complexity, and governance risk.*
ML-KEM is relevant to encrypted channels, custody workflows,
wallet-to-wallet secure messaging, off-chain data exchange,
and permissioned blockchain membership channels.’+# Bit-
coin-like transaction authorization, however, requires digi-
tal signatures, so ML-DSA and SLH-DSA are the immediate
NIST-standardized comparators for replacing or augmenting
ECDSA'38,39,46‘47

Accordingly, this work focuses AHMC as a conceptual
migration architecture and protocol profile, not as a novel
cryptographic  primitive.®  Production-oriented AHMC
deployments should instantiate publicly reviewed, standard-
ized components wherever possible. The previously described
code-based component is treated as a research-level diversity
option, not as a production transaction-signature recommen-
dation, unless and until a specific code-based signature or
related mechanism receives comparable cryptanalytic review,
implementation maturity, and standardization status.*->

This innovative work does not treat Bitcoin, public crypto-
currencies, and healthcare ledgers as operationally equivalent.
Bitcoin is used as a mature adversarial benchmark because
its public keys, transaction signatures, fee constraints, and
consensus rules expose the practical costs of cryptographic
migration. The healthcare translation is narrower and work-
flow-specific: permissioned ledgers may support consent sta-
tus, access logs, identity credentials, clinical-trial provenance,
pharmaceutical traceability, and integrity proofs for off-chain
electronic health record data. The shared issue is long-term
dependence on public-key signatures; the deployment priori-
ties differ because healthcare places greater weight on confi-
dentiality, identity governance, availability, revocation, audit
retention, and continuity of care than on permissionless settle-
ment and mining economics.>>

Accordingly, this paper uses cryptocurrency systems to
characterize quantum failure modes and transaction-level
overhead, then maps those findings to a healthcare-specific
migration sequence. It evaluates a standards-aligned hybrid
PQC migration profile based on FIPS 203 ML-KEM, FIPS
204 ML-DSA, and FIPS 205 SLH-DSA. For continuity with
earlier versions, the label AHMC is retained only as shorthand
for this profile; it is not presented as a proprietary algorithm,
a novel cryptographic primitive, or an independent security
assumption. The analysis provides concrete parameter profiles,
formalizes the required authorization properties, quantifies
transaction-size and verification implications, and identifies the
healthcare workflows and implementation tests needed before
deployment.”” 3% The quantum threat landscape for tradi-
tional blockchain cryptography is summarized in Figure 1.

Methods

Study Design and Scope

This manuscript is a narrative, theoretical security analysis,
and implementation-oriented cost model of the cryptographic
primitives that secure cryptocurrency transactions and block-
chains. We analyze (1) RSA-based public-key cryptography,
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(2) elliptic curve cryptography and ECDSA signatures, and
(3) cryptographic hash functions used for block linking and
proof-of-work. We then evaluate the impact of Shor’s and
Grover’s quantum algorithms on these primitives and define
AHMC as a post-quantum migration architecture for block-
chain transaction authorization, ledger integrity, encrypted
off-chain channels, and healthcare-ledger auditability.

Classical Cryptographic Primitives

RSA key generation chooses two large primes p and ¢ and com-
putes n = p X ¢ Euler’s totient is p(n) = (p—1) (¢g—1). A public
exponent e is selected with ged(e, ¢p(n))=1, and the private
exponent d is computed such that d-e = 1(mod ¢(n)). Encryp-
tion of message M (represented as an integer modulo) yields
ciphertext C = M*modn, and decryption yields. M = C?modn
RSA’s security assumption is that factoring » is computation-
ally infeasible at cryptographically relevant sizes.”*> Elliptic
Curve Cryptography (ECC) and ECDSA ECC defines a curve
over a finite field, commonly written as y*= x>+ ax + b(modp),
with parameters chosen to avoid singularities. A base point G
of large prime order n is selected. The private key is an inte-
ger d(1<d<mn) and the public key is Q = dG. In ECDSA, a
signer hashes a message m to H(m), samples a per-signature
nonce k, computes R = kG and r = x,modn, and then com-
putes s = k"' (H(m)+d-rymodn. A verifier computes w = 57!
modn,u, = H(m)-wmodn, u,= r-wmodn, and checks whether
the x-coordinate of u, G + u,Q reduced mod n equals r. The
security of ECDSA reduces to the intractability of solving for
d given Q = dG (the ECDLP) under the chosen curve param-
eters.'12 Cryptographic hash functions map arbitrary-length
inputs m to fixed-length digests /2 =hash (;7). Desired proper-
ties include preimage resistance, second-preimage resistance,
and collision resistance. In blockchains, hashes bind transac-
tions into Merkle trees and link blocks by embedding the pre-
vious block hash into the next block header.?* For an n-bit
digest, generic brute-force preimage search is O(2") and generic
collision search is O(2"?) under classical assumptions.

Quantum Threat Model

Shor’s Algorithm enables polynomial-time integer factoriza-
tion and discrete logarithms on a sufficiently large, error-cor-
rected quantum computer.'”'® As a result, RSA security
collapses once n can be factored at scale, and ECC/ECDSA
collapses once ECDLP instances can be solved for the curves
used in production cryptocurrencies.”” In cryptocurrency con-
texts, this threatens transaction authorization: if an attacker
can derive d from a revealed public key Q, they can generate
valid signatures and impersonate the key holder.?” Grover’s
Algorithm Grover’s algorithm accelerates unstructured search,
reducing O(2") brute-force search to roughly O(2"?) quan-
tum queries.?’ For symmetric primitives and hash functions,
this does not constitute an immediate “break,” but it reduces
effective security at fixed key or digest sizes, motivating param-
eter increases for long-term resilience.?>**

AHMC Scheme Design Principles

The Advanced Hybrid Module-LWE & Code-Based (AHMC)
approach is a defense-in-depth migration architecture that
combines multiple post-quantum families with distinct deploy-
ment roles. Here, AHMC is explicitly defined as a migration
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Fig. 1. The Quantum Threat Landscape for Traditional Blockchain Cryptography. (a) Shor’s Algorithm and Public-Key Collapse: A visu-
alization of the polynomial-time threat to asymmetric primitives. On a fault-tolerant quantum computer, Shor’s algorithm efficiently solves
the Elliptic Curve Discrete Logarithm Problem (ECDLP), enabling the recovery of a private key from an exposed public key, leading to
unauthorized fund transfers and a total security breach. (b) Grover’s Algorithm and Security Margin Erosion: A comparison of the com-
putational work factors for cryptographic hash functions. Under Grover’s algorithm, the brute-force search space for a 256-bit function
is quadratically reduced from to approximately operations, neessitating increased parameter sizes to maintain long-term security margins.

architecture and protocol profile, not a new cryptographic
primitive. Its security should derive from standardized, publicly
analyzed components rather than from unreviewed algorithms.
For production-oriented blockchain deployment, AHMC
binds a transaction to (i) a legacy authorization method such
as ECDSA/Schnorr during migration and (ii) a PQC signa-
ture selected from FIPS 204 ML-DSA or FIPS 205 SLH-DSA.
For key establishment and encrypted off-chain data exchange,
AHMC uses FIPS 203 ML-KEM with parameters selected
from ML-KEM-512, ML-KEM-768, and ML-KEM-1024.
This component is most relevant to wallet-to-wallet encrypted
messaging, custody workflows, healthcare off-chain record
exchange, and permissioned blockchain membership channels,
not to Bitcoin-like transaction signing itself. Signature compo-
nent. For transaction authentication, AHMC uses ML-DSA
as the default deployment profile because it offers shorter sig-
natures than SLH-DSA; SLH-DSA is treated as a conservative
hash-based fallback. The previously described code-based sig-
nature component is retained only as a research-level diversity
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option because no code-based digital-signature standard cur-
rently occupies the same implementation status as FIPS 204
or FIPS 205. Parameter selection. Table 1 provides concrete
AHMC profiles. AHMC-L3 is recommended as the default
baseline for serious migration experiments; AHMC-L1 is
suitable for testnets and constrained prototypes; AHMC-L5
is appropriate for long-lived, high-assurance healthcare audit
logs or high-value custody systems.

Formal Security Model

The security game is a multi-user ledger unforgeability game.
The adversary can observe all on-chain data, adaptively
request signatures on transactions of its choice, corrupt a
bounded set of users, submit candidate transactions to vali-
dators, and in the quantum phase, obtain Shor-style breaks
of RSA/ECC and Grover-style square-root speedups against
generic search. A successful attack is an accepted transaction
spending a non-corrupted user’s funds or altering a protected
healthcare-ledger state without an authorization signature
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Tuble 1. Concrete AHMC parameter profiles for blockchain and healthcare ledger deployment.

Profile Key establishment / encryption profile

Transaction signature profile

Deployment interpretation

AHMC-LI ML-KEM-512:n =256,q9 = 3329,k = 2;
ek/dk/ct = 800/1632/768 B; RBG >=128 bits.

AHMC-L3 ML-KEM-768:n = 256,q = 3329,k = 3;
ek/dk/ct = 1184/2400/1088 B; RBG > 192 bits.

AHMC-L5 ML-KEM-1024:n = 256,q=3329,k = 4;
ek/dk/ct = 1568/3168/1568 B; RBG >= 256 bits.

ML-DSA-44: pk/sig = 1312/2420 B.
Optional SLH-DSA-128s: pk/sig = 32/7856 B.  for long-retention healthcare records.

ML-DSA-65: pk/sig = 1952/3309 B. Optional
SLH-DSA-192s: pk/sig = 48/16224 B.

ML-DSA-87: pk/sig = 2592/4627 B. Optional
SLH-DSA-256s: pk/sig = 64/29792 B.

Testnet or compatibility profile; not preferred

Analytical baseline for pilot benchmarking for
blockchain migration experiments and health-
care-ledger pilots.

High-assurance profile for long-retention
auditability and high-value custody.

ek, encapsulation key; dk, decapsulation key; ct, ciphertext; pk, public key; sig, signature; AHMC,Advanced Hybrid Module-LWE & Code-Based; ML-KEM, Module-Lat-
tice-Based Key-Encapsulation Mechanism Standard; ML-DSA, Module-Lattice-Based Digital Signature Standard; SLH-DSA, Stateless Hash-Based Digital Signature
Standard. ML-KEM sizes follow FIPS 203; ML-DSA sizes follow FIPS 204; SLH-DSA sizes follow FIPS 205.37-3°

produced by that user. AHMC requires existential unforgeabil-
ity under chosen-message attack (EUF-CMA) for the deployed
PQC signature. During hybrid migration, a transaction is valid
only if both the legacy signature and the PQC signature verify;
under this composition, the hybrid authorization remains
unforgeable as long as at least one required signature scheme
remains unforgeable for the transaction domain.

For ML-KEM uses, the target is indistinguishability under
adaptive chosen-ciphertext attack (IND-CCAZ2) for encrypted
session establishment. Ledger integrity additionally requires
domain separation, replay protection, canonical transaction
serialization; context strings binding the chain identifier, net-
work, input index, and script state, and key-management rules
preventing cross-protocol key reuse.

Implementation Details for Blockchain Integration

Key registration: A migrating wallet generates a PQC signature
key pair and publishes either the PQC public key or a com-
mitment to it, depending on the chain’s storage model. A per-
missioned healthcare ledger can register PQC public keys in a
certificate or membership service, while a permissionless chain
may use script commitments, address-version upgrades, or
account-state fields.

Signing: The signer serializes the transaction canonically, applies
a domain-separated message hash, and signs the exact authori-
zation message with the legacy key and the PQC key during the
hybrid period. In the PQC-only period, the legacy signature is
removed, but the transaction format keeps explicit algorithm
identifiers and length checks to prevent parsing ambiguity.

Verification: A node or validator checks the key registration,
validates canonical encoding, rejects malformed lengths,
verifies the legacy signature when required, verifies the PQC
signature, and binds the accepted authorization to a single
chain and input. For healthcare ledgers, the same verifica-
tion path applies to consent-state changes, access-log entries,
provenance events, and audit records; protected health infor-
mation should remain off-chain, with only hashes, pointers,
commitments, or encrypted metadata placed on-chain.

For a healthcare-ledger deployment, the on-chain evidence
for an off-chain EHR object or consent record can be repre-
sented as a salted integrity commitment:

CEHR _ H(pi | PID] 1 H  pir;) | event ]| v, |1, | H(Ri)) (H1)

where R, is the off-chain clinical record, consent object, or
audit artifact; H(R,) is its cryptographic digest; PID; is a
Citation: Blockchain in Healthcare Today 2026, 9: 496 - https://doi.org/10.30953/bhty.v9.496

pseudonymous patient identifier; ptr, is an off-chain storage
pointer or locator; event, denotes the event type, such as con-
sent update, access event, or provenance update; v, is the record
version; 7, is the timestamp; and p, is a random salt or nonce.
Only CFM®R, metadata, and verification material are stored
onchain, while the underlying protected health information
remains off-chain.

Statistical methods

No statistical hypothesis tests were performed. Size estimates
are deterministic byte counts from published algorithm
parameters; verification cost is reported as algorithmic
operation counts and expected relative node workload rather
than as measured wall-clock time. Empirical benchmark-
ing on production blockchain clients, hardware wallets, and
healthcare-ledger testbeds remains future work.

Results

We summarize the quantum-relevant vulnerabilities of RSA,
ECC/ECDSA, and cryptographic hash functions as they are
used in cryptocurrency protocols, then evaluate AHMC with
concrete standards-aligned profiles, transaction-size overhead,
verification cost, and comparison against current NIST PQC
options.

Quantum Vulnerabilities of RSA and ECC

RSA derives security from the presumed hardness of factoring
a large composite modulus n = pxq. Shor’s algorithm provides
a polynomial-time method for integer factorization on a suffi-
ciently large quantum computer.'”!® By factoring n to recover p
and q, an attacker can compute (n) and derive the private expo-
nent d, enabling decryption of RSA-encrypted material and
forgery of RSA-based signatures. While RSA is uncommon for
transaction signing in modern cryptocurrencies, RSA remains
relevant for some legacy systems and supporting infrastructure;
any RSA-dependent component should therefore be treated as
non-viable in a post-quantum setting. Modern cryptocurrencies
primarily use ECC in the form of ECDSA for digital signa-
tures.’> ECC’s security relies on the hardness of the elliptic curve
discrete logarithm problem (ECDLP): given a base point G
and a public key Q = dG, it is classically infeasible to recover d.
Shor’s discrete logarithm algorithm for elliptic curves makes this
recovery efficient on a sufficiently powerful quantum computer."®
Once d is recovered, an attacker can forge valid ECDSA signa-
tures, authorize fraudulent transactions, and undermine block-
chain trust assumptions. Shor’s algorithm reduces factoring and
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AHMC standards-aligned migration architecture

Layer 1: ML-KEM key establishment (confidentiality)

ML-KEM public
key
FIPS 203

Encrypted off-chain
or permissioned
channel

Encapsulation
KEM-512/768/1024

Ciphertext +
shared secret

Use: wallet-to-wallet encrypted messaging, custody workflows, healthcare off-chain record exchange, and
permissioned-ledger membership channels.

Layer 2: PQC transaction signatures (authorization)

ML-DSA verification

Canonical — (default, FIPS 204) — Accept transaction only if
transaction hash SLH(-F[:EQ 5%"51;3* required PQC signature verifies

Code-based signatures are retained only as a future diversity/research option, not the current production baseline.

Layer 3: Hybrid migration and ledger finality

Hybrid authorization bundle

Quantum-resistant
ledger block
if rule passes

Validator rule
During migration:
both signatures verify

—

[ Legacy ECDSA/Schnorr signature ] —l

[ PQC signature: ML-DSA or ]
SLH-DSA

AHMC is a migration architecture and protocol profile. Its production security derives from standardized, publicly reviewed
PQC components, plus domain separation, canonical serialization, replay protection, and key-registration rules.

Fig 2. Architectural Overview of the AHMC Hybrid Framework. This schematic outlines the defense-in-depth strategy of the Advanced
Hybrid Module-LWE & Code-Based (AHMC) migration architecture. Layer 1 uses lattice-based Module-Learning With Errors (Mod-
ule-LWE), instantiated in production profiles through ML-KEM, to support quantum-resistant key establishment for encrypted off-chain
channels and permissioned-ledger communication. Layer 2 uses a standards-aligned PQC transaction-signature profile such as ML-DSA
by default, SLH-DSA or future code-based alternatives as fallback/diversity options to verify transaction authenticity. Layer 3 illustrates
the hybrid migration approach, where a legacy ECDSA signature is combined with a PQC signature during transition. This design is
intended to preserve authorization during migration if at least one required signature mechanism remains unforgeable. ML-KEM, Mod-
ule-Lattice-Based Key-Encapsulation Mechanism Standard; ML-DSA, Module-Lattice-Based Digital Signature Standard; SLH-DSA,
Stateless Hash-Based Digital Signature Standard.

discrete logarithms from sub-exponential or exponential classi-
cal cost to polynomial-time quantum cost. Key sizes commonly
used today would therefore become vulnerable once large-scale,
error-corrected quantum hardware becomes available.’

Quantum Threats to Hash Functions

Grover’s algorithm yields a quadratic speedup for unstruc-
tured search, reducing a brute-force space of size 2" to
approximately 2”2 quantum queries.?’ For hash functions,
this reduces the effective security margin for generic preim-
age search and motivates stronger parameters for long-term
safety. For example, a 256bit hash used for preimage resistance
would have its brute-force work factor reduced from roughly
2% to roughly 2'*® under idealized Grover assumptions. While
2128 remains astronomically large, the loss of security margin
is material for systems that require multidecade security or
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that may face highly resourced adversaries. In proof-of-work
mining, a quantum miner could in principle use Grover-style
search to find a block header satisfying a difficulty target
faster than a classical miner, potentially changing the eco-
nomics of mining and raising centralization risks.?"**?*+?” The
practical impact depends on quantum hardware constraints.
Nevertheless, the analysis motivates planning for longer hash
outputs, larger security parameters, or other compensating
design choices in any long-term post-quantum roadmap.

The AHMC Profile Post-Quantum Resilience

AHMC’s post-quantum resilience depends on standard-
ized components and explicit composition rules (Figure 2).
ML-KEM is an IND-CCA2 KEM derived from Module-LWE
and is used for encrypted key establishment, off-chain chan-
nels, and permissioned-ledger communication rather than as a
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Tuble 2. Overview of cryptographic techniques in cryptocurrencies.

Threats to bitcoin, cryptocurrency, blockchain

Cryptographic technique Key equations / concepts

Mathematical foundation

Used in

RSA encryption n = pq, where p, q are large primes.
o) = (b= 1)(g~1).

Choose e such that gcd(e, ¢(n)) = I.
Find d such that ed = | (mod ¢(n)).
Encryption: ¢ = m® (modn).
Decryption: m = ¢? (modn).

Elliptic curve cryptography Curve over finite field F :

y? = x* + ax + b(mod p), with
4a® + 27b*= O(mod p).
Scalar multiplication: Q = kG.
ECDSA (digital signatures) Private key d € [I,n—1].
Public key Q = dG.
Choose nonce k.
R =kG = (x, yp)-
r=x, modn
s = k™" (H(m) + dr) modn.

Verify using u, = H(m)s™' modn,u, = rs" modn;
valid if r = (u,G + u,Q), modn.

H:{0,1}* — {0,1}".
h = H(m).

Merkle tree parent:
H(h, | hy).

Hash functions (SHA-256,
Keccak-256)

Integer factorization; modular arithmetic;
multiplicative group 7"

Elliptic Curve Discrete Logarithm
Problem (ECDLP); finite field arithmetic;
elliptic-curve group operations.

ECDLP; elliptic-curve group structure;
modular inversion; hash functions.

Preimage resistance; second-preim-
age resistance; collision resistance;
compression-function or sponge
construction.

Key management; legacy encryption
and signature schemes

Public-key cryptography; basis of
ECDSA signatures such as Bitcoin,
Ethereum.

Transaction authentication in block-
chain systems.

Transaction hashing; Merkle trees;
address derivation; proof-of-work.

Equations are shown in simplified form for readability; see Methods for definitions and context. ECDSA: elliptic curve digital signature algorithm; RSA: Rivest—Shamir—

Adleman; SHA-256: Secure Hash Algorithm 256-bit.

Table 3. Quantum threats to cryptographic protocols.

Cryptographic technique ~ Threatening quantum  Mechanism of attack Impact on cryptocurrencies
algorithm
RSA Shor’s algorithm Efficiently factors n = pq in polynomial time. Breaks RSA confidentiality and enables signature

Once p and q are recovered, compute ¢(n) and

derive private key d from ed = | (mod ¢(n)).

ECC (ECDSA) Shor’s algorithm

problem.

Solves the elliptic curve discrete logarithm

forgery wherever RSA is deployed.

Enables forged ECDSA signatures and unauthorized

transactions once public keys are exposed.

Given Q = dG, recovers private key d.

Hash functions Grover’s algorithm

search.

Provides quadratic speedup for brute-force

Reduces security margin; may advantage quantum-ca-

pable miners; motivates longer hash outputs.

Reduces effective preimage resistance from 2" to

approximately 272

Grover’s impact is idealized; real-world feasibility depends on quantum hardware constraints and implementation details. ECC: Elliptic Curve Cryptography;

ECDSA: elliptic curve digital signature algorithm; RSA: Rivest—Shamir—Adleman; SHA-256: Secure Hash Algorithm 256-bit.

transaction-signature mechanism.”” ML-DSA and SLH-DSA
provide NIST-standardized transaction-signature options.***
The code-based element is not claimed as production-ready
in this manuscript; it is a future diversification path requir-
ing independent standardization, cryptanalysis, implementa-
tion review, and benchmarking. Table 2 summarizes classical
cryptographic techniques used in cryptocurrencies, Table 3
summarizes the corresponding quantum threats, and Table 4
compares PQC transaction overheads.

Analytical Benchmarking, Transaction-Size Impact, and Comparison
against Current PQC

The key deployment cost for blockchain is not only cryptan-
alytic security but also the number of bytes placed in each
Citation: Blockchain in Healthcare Today 2026, 9: 496 - https://doi.org/10.30953/bhty.v9.496

transaction and the number of verifications each node must
perform. Because this manuscript does not include a produc-
tion client implementation, the benchmark below is analyti-
cal: it uses byte sizes from FIPS 203, FIPS 204, and FIPS 205
and counts verification operations required by the proposed

validation rules.?”

Discussion

Interpretation of Findings

The analysis indicates that quantum computing poses a direct
and potentially existential risk to the public-key cryptography
that underpins transaction authorization in cryptocurrency eco-
systems. In the classical security model, RSA and elliptic-curve
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Table 4. Transaction-size and verification-cost comparison against current PQC standards.

Scheme/profile

Public key and signature/ciphertext
bytes

Verification or operation cost

Transaction-size impact

ECDSA/secp256k| baseline

ML-DSA-44

ML-DSA-65

ML-DSA-87

SLH-DSA small profiles

AHMC hybrid L3

ML-KEM (off-chain use)

Pk = 33 B compressed or 65 B uncom-
pressed; signature commonly 64-72 B
depending encoding.

pk = 1312 B;sig = 2420 B.

Pk = 1952 B;sig = 3309 B.

pk = 2592 B; sig = 4627 B.

pk = 32/48/64 B; sig =
7856/16224/29792 B for
128s/192s/256s.

ECDSA signature + ML-DSA-65
signature approx. 3.38 KB, plus PQC
public-key registration where required.
Ek = 800/1184/1568 B;

ct = 768/1088/1568 B for

One elliptic-curve signature verification
per input or authorization.

One ML-DSA verification; no ECDLP
assumption.

One ML-DSA verification; recom-
mended AHMC-L3 baseline.

One ML-DSA verification at higher
security level.

Hash-based verification; conserva-
tive assumption diversity but high
bandwidth.

One ECDSA verification and one
ML-DSA verification during migration.

Encapsulation and decapsulation, not
transaction-signature verification.

Baseline for Bitcoin-like transactions.

+approx. 2.35 KB per signature versus a
72 B ECDSA signature.

+approx. 3.24 KB per signature versus a
72 B ECDSA signature.
+approx.4.56 KB per signature versus a
72 B ECDSA signature.

+approx. 7.8 KB to 29.7 KB per signature
before encoding overhead.

For m inputs, overhead is roughly m x 3.3
KB plus key-registration data; PQC-only
removes the legacy signature.

No direct replacement for ECDSA;
useful for encrypted channels, custody

ML-KEM-512/768/1024.

workflows, and healthcare off-chain data
exchange.

Values exclude chain-specific serialization, witness/script, account-state, and public-key-registration overhead. For Bitcoin-like UTXO (unspent transaction output)
systems, the dominant cost scales with the number of signed inputs. For account-based or permissioned healthcare ledgers, PQC public keys can often be regis-
tered once and referenced by identifier, while signatures are attached to state transitions, consent updates, or audit events. AHMC, Advanced Hybrid Module-LWE
& Code-Based; ML-KEM, Module-Lattice-Based Key-Encapsulation Mechanism Standard; ML-DSA, Module-Lattice-Based Digital Signature Standard; SLH-DSA,

Stateless Hash-Based Digital Signature Standard.

cryptography, including ECDSA are trusted because the under-
lying computational problems, integer factorization for RSA
and discrete logarithms for ECC, are believed to be infeasible at
cryptographically relevant key sizes with conventional hardware.

Quantum computing alters that premise: Shor’s algorithm
provides an efficient route to solving both integer factorization
and discrete logarithms once sufficiently capable, fault-tol-
erant quantum computers become available, collapsing the
hardness assumptions that make RSA and ECC practical for
authentication and key ownership proofs.'”'* In other words,
quantum advantage is not merely a marginal speed improve-
ment; it is a structural change in complexity class that would
transform today’s “effectively impossible” attacks into attacks
that are plausible for a determined, well-resourced adversary
given adequate quantum resources.

In practical cryptocurrency deployments, this risk concen-
trates most sharply in digital signatures because signatures
are the primary mechanism used to authorize transfers and
prevent impersonation. The ledger’s integrity depends on the
assumption that only the legitimate key holder can produce a
valid signature over a transaction that spends funds. If a public
key is exposed in a way that allows an attacker to target it and
a quantum adversary can recover the corresponding private
key, the attacker can forge signatures, authorize unauthorized
transfers, and defeat the authenticity guarantees that support
the economic meaning of the ledger.”” This is not merely a
localized threat to a single wallet or a small subset of users. If
quantum-enabled key recovery becomes feasible at scale, the
resulting signature forgeries would undermine systemic trust:
the network could no longer reliably distinguish legitimate
authorization from adversarial impersonation, and the cred-
ibility of balances and settlement finality would erode. Even
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the perception that such attacks are imminent can have desta-
bilizing effects, because cryptocurrency security is inseparable
from user confidence in the immutability and enforceability of
ownership.

The operational implications extend beyond “eventual
break” scenarios. Cryptocurrencies are long-lived systems:
addresses, unspent outputs, and keys may remain relevant for
years, and the cost of migrating cryptographic primitives is
high because it must be coordinated across wallets, exchanges,
nodes, miners/validators, and governance processes. The anal-
ysis therefore supports a risk-management interpretation
rather than a purely technical one: the relevant question is not
only whether large-scale quantum computers exist today, but
whether ecosystems can credibly transition before quantum
capability reaches a threshold that creates actionable exploita-
tion risk. From that perspective, delay is itself a vulnerability,
because a rushed upgrade under time pressure raises the prob-
ability of design mistakes, contentious protocol changes, and
fragmented adoption. Accordingly, the primary finding is that
public-key components should be treated as “on the clock,”
and that the window for orderly migration is determined by
engineering and governance lead time, not only by hardware
timelines. Hash functions, by contrast, are not “broken” in
the same absolute sense by quantum computing, but they do
experience a meaningful reduction in effective security margin
under Grover’s algorithm. Grover’s algorithm provides a qua-
dratic speedup for generic unstructured search, which trans-
lates into a square-root reduction in brute-force work factors
for preimage-style attacks at fixed output lengths.?! This does
not automatically imply that hashes become unusable; rather,
it changes the security calculus for systems designed to main-
tain strong security for multi-decade horizons. A conservative

Citation: Blockchain in Healthcare Today 2026, 9: 496 - https://doi.org/10.30953/bhty.v9.496


https://doi.org/10.30953/bhty.v9.496

interpretation is that hash-based security should not be
assumed to be permanently “future-proof” without parame-
ter adjustments. If a design depends on a specific work factor
remaining out of reach even for a highly resourced adversary,
then the Grover-induced margin loss should be explicitly
addressed through longer outputs, stronger parameterization,
or architectural choices that preserve the intended security
level. This margin erosion also has protocol-level and eco-
nomic implications. Hash functions are embedded not only
in block linking and data integrity, but also in proof-of-work
mining and other consensus-related mechanisms.

In proof-of-work settings, Grover-style speedups could, in
principle, advantage quantum-capable miners by reducing the
expected search effort required to find a valid block header
under a given difficulty target, with downstream effects on
decentralization and security economics.?**?*?7 The feasibil-
ity and magnitude of any such advantage depend on practical
constraints, quantum circuit depth, error correction overhead,
and the extent to which the search can be parallelized with-
out eroding the theoretical benefit, so the conclusion is not
that quantum mining dominance is inevitable. Rather, the key
interpretation is that “hash-only reliance” is not automati-
cally safe as a long-term strategy: the ecosystem must consider
how even partial quantum advantages could alter incentives,
concentrate power, or change security assumptions. Taken
together, these findings motivate a proactive and staged
approach to quantum risk. The public-key signature layer
represents the highest-impact single point of failure because
it directly governs spending authorization and identity bind-
ing in permissionless ledgers. Hash mechanisms retain signif-
icant resilience but warrant parameter planning to maintain
intended safety margins under Grover-style reductions. The
overarching interpretation is therefore twofold: (1) quantum
risk is asymmetric across cryptographic components, and
mitigation should prioritize signature/identity primitives; and
(2) the cost of migration argues for early planning, because
security in decentralized systems is not only a matter of math-
ematical hardness but also of deployability, coordination, and
sustained trust.

Healthcare Translation of the Results and Implementation Priorities

The healthcare relevance of this analysis arises from a shared
dependence on long-lived digital signatures and verifiable led-
ger events, not from an assumption that cryptocurrency and
healthcare are operationally equivalent. Bitcoin and other
public cryptocurrencies provide mature, adversarially tested
environments in which public-key exposure, signature forgery,
transaction-size pressure, and validator workload can be ana-
lyzed explicitly. Healthcare ledgers, by contrast, are generally
identity-bound, permissioned, and integrated with clinical,
administrative, and research systems. Their principal concerns
include confidentiality, accountable identity, availability, revo-
cation, audit retention, and continuity of care. Nevertheless,
both environments depend on the assumption that only an
authorized key holder can create a valid signature. If a future
quantum adversary can recover a private key from an exposed
RSA- or ECC-based public key, a healthcare organization may
no longer be able to determine reliably whether a consent deci-
sion, identity assertion, access event, provenance record, or
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audit entry was authorized by the legitimate patient, provider,
institution, device, or custodian.!7-19-3334

The healthcare applications most directly connected to the
present results are those in which a blockchain or distributed
ledger records durable evidence about an event rather than the
underlying clinical information itself. Examples include patient
consent grants and revocations, provider and medical-device
credential status, access-log anchoring, clinical-trial protocol
and data-provenance events, pharmaceutical supply-chain
attestations, and integrity commitments associated with off-
chain electronic health record objects.”** In these applications,
the post-quantum objective is durable authenticity. A future
verifier should be able to establish that the recorded state tran-
sition was authorized by the appropriate actor and that the
related off-chain object has not been altered. Protected health
information should therefore remain within governed off-
chain repositories, while the ledger contains only the minimum
verification material required for auditability, such as hashes,
salted commitments, pseudonymous identifiers, pointers, event
types, timestamps, key identifiers, and signatures.

AHMC maps to these healthcare workflows through a sepa-
ration of cryptographic functions. Within the AHMC architec-
ture, ML-KEM supports quantum-resistant key establishment
for encrypted off-chain exchange, institutional communication
channels, custody workflows, and permissioned-ledger mem-
bership services. ML-KEM is not used as a substitute for a dig-
ital signature. ML-DSA or SLH-DSA provides post-quantum
authorization for consent changes, credential updates, prov-
enance attestations, and other signed ledger events. During
the migration period, AHMC can require both the existing
ECDSA or Schnorr signature and the applicable post-quan-
tum signature. This hybrid rule preserves continuity with
established infrastructure while requiring a quantum-resistant
authorization path. The two signatures should use indepen-
dent keys, cover the same canonical and domain-separated
authorization message, and be verified under rules that reject
ambiguous encodings, replayed events, algorithm-downgrade
attempts, and partially validated authorization bundles.’”*

The analytical transaction-size results have direct impli-
cations for healthcare deployment. The ML-DSA-44,
ML-DSA-65, and ML-DSA-87 signatures evaluated in
this study are approximately 2.4 KB, 3.3 KB, and 4.6 KB,
respectively, before ledger-specific serialization and encod-
ing overhead. The AHMC hybrid L3 configuration requires
approximately 3.38 KB for the combined ECDSA and
ML-DSA-65 signatures, in addition to any public-key-regis-
tration data. These sizes are considerably larger than conven-
tional ECDSA signatures. For healthcare systems, the relevant
question is therefore not simply whether a post-quantum algo-
rithm is secure, but whether the resulting storage, propagation,
verification, backup, and recovery costs are acceptable for the
intended workflow. A low-volume consent ledger, clinical-trial
provenance system, or institutional credential registry may
tolerate overhead that would be unsuitable for a high-volume
clinical-message stream.

Healthcare implementations should consequently apply
AHMC according to the value and retention requirements
of the event being protected. It is not necessary or desirable
to place every clinical message on a blockchain or attach a
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post-quantum ledger signature to every exchange of healthcare
data. AHMC is most relevant to high-consequence state tran-
sitions whose authenticity may be questioned years after their
creation. These can include a patient’s grant or withdrawal of
consent, the issuance or revocation of an institutional creden-
tial, an attestation concerning the origin of research data, or
an integrity commitment linked to an audit artifact. Permis-
sioned healthcare ledgers may reduce repeated storage costs
by registering public keys once and referring to them through
stable identifiers. They may also batch related events or store
large signatures in an associated audit repository, provided
that these optimizations preserve independent verification and
do not make future validation dependent on an unavailable
proprietary service.

A healthcare migration should begin with a cryptographic
inventory rather than an immediate system-wide replacement.
Organizations should identify where RSA and ECC are used
across ledger nodes, identity and certificate services, applica-
tion programming interfaces, hardware security modules, med-
ical devices, institutional gateways, and archival-verification
processes. Signed records should then be classified according
to their required trust lifetime and the consequence of forg-
ery. Consent, identity, provenance, and audit records that
may remain legally, clinically, or scientifically consequential
for many years should receive priority. A controlled AHMC
pilot can then evaluate hybrid key registration and signing for
a limited group of high-value state transitions before a broader
transition is attempted.

Long-term validation is especially important in healthcare
because the evidentiary value of an event may extend beyond
the active lifetime of the original key, certificate, software
platform, or ledger implementation. An AHMC deploy-
ment should retain the algorithm identifier, applicable pub-
lic-key-registration history, signature policy, event context,
timestamp, record version, and relevant revocation informa-
tion required to verify historical entries. Key rotation should
not make previous records unverifiable. Healthcare organi-
zations should also define procedures for compromised keys,
unavailable signers, emergency access, re-signing or archival
protection of older evidence, and migration from hybrid autho-
rization to post-quantum-only authorization. These controls
should be established before the original cryptographic mech-
anisms become operationally unsafe rather than during an
emergency cutover.’ 34

AHMC alone does not establish healthcare security, pri-
vacy, or regulatory compliance. Its cryptographic protections
must operate together with identity proofing, role- and attri-
bute-based access controls, least-privilege authorization, key
custody, revocation, data minimization, secure time-stamp-
ing, audit review, software-supply-chain controls, incident
response, and continuity procedures. Implementations must
also address practical vulnerabilities such as weak random-
ness, parsing errors, timing leakage, cache leakage, power anal-
ysis, fault injection, replay, and downgrade attacks.”*>’ The
AHMC profiles evaluated here should therefore be understood
as candidates for controlled technical and workflow evaluation
rather than as claims of immediate clinical readiness.

The healthcare contribution of the present analysis is conse-
quently a migration decision framework. It identifies the types
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of long-lived healthcare assertions that could become unreli-
able if classical public-key cryptography is broken; maps the
distinct AHMC components to authorization and encrypted
communication functions; quantifies the signature-size and
verification consequences of migration; and identifies the
operational controls required to preserve confidentiality,
availability, accountable identity, and long-term auditability.
Cryptocurrency provides a demanding benchmark for cryp-
tographic overhead and adversarial exposure, while healthcare
determines whether the same migration architecture can sup-
port durable trust without disrupting clinical and administra-
tive operations.

Limitations

This innovative work remains implementation-oriented rather
than a completely deployed protocol. AHMC is not a new
cryptographic primitive; it is a conceptual migration architec-
ture that must be instantiated with standardized components
for production. The code-based component is not recom-
mended for production transaction signing until a concrete
standardized code-based signature or related mechanism is
selected, cryptanalyzed, implemented, and benchmarked. The
cost model uses published byte sizes and verification steps, but
it does not include empirical node benchmarks, mempool fee
simulations, hardware-wallet measurements, or side-channel
testing. Real-world quantum attack feasibility depends on
quantum hardware scale, error correction, and operational
cost, and these factors remain uncertain. Implementation secu-
rity is also critical: even mathematically sound PQC schemes
can be compromised by timing, cache, power, fault-injection,
or randomness failures if engineering is insufficient.>¢’

Future Directions

Future work should prioritize (1) producing open, audited
AHMC-L3 reference implementations for wallets, nodes, hard-
ware wallets, and permissioned healthcare ledgers; (2) bench-
marking key generation, signing, verification, transaction
propagation, block validation, storage growth, and fee impact
under ML-DSA-44/65/87 and SLH-DSA alternatives; (3) for-
mally verifying hybrid authorization rules, domain separation,
replay protection, and key-registration logic; (4) comparing
AHMC against direct ML-DSA-only, SLH-DSA-only, and
ECDSA+ML-DSA migration paths on public testnets; and
(5) engineering side-channel-resistant implementations with
constant-time parsing, robust randomness, secure key era-
sure, and hardware-wallet support. Healthcare pilots should
additionally evaluate consent-update latency, audit-log veri-
fication, off-chain encrypted record exchange, and regulatory
requirements for long-term signature validation.

Conclusions

Quantum computing creates a long-term threat to the RSA-
and ECC-based signatures used to authorize transactions
and preserve trust in distributed ledgers.!”" For healthcare,
the relevant risk is not cryptocurrency price or mining perfor-
mance, but the future verifiability of consent changes, access
decisions, identity credentials, provenance events, and audit
evidence that may remain consequential for many years. This
review uses Bitcoin and cryptocurrency systems as an adver-
sarial benchmark for cryptographic failure and deployment
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overhead, then translates the findings into a standards-aligned
hybrid PQC migration profile based on FIPS 203 ML-KEM,
FIPS 204 ML-DSA, and FIPS 205 SLH-DSA 3™

The AHMC label denotes this migration profile only; it is
not a proprietary algorithm or a new cryptographic primitive.
Healthcare adoption should proceed through cryptographic
inventory, risk-based prioritization, limited hybrid pilots,
empirical performance testing, key-lifecycle governance, and
side-channel-resistant implementation, with protected health
information retained off-chain. These steps provide a practical
basis for preserving long-term authenticity and auditability
without conflating permissionless cryptocurrency deployment
with healthcare operations.
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