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Abstract

Metaverse is heralded by some as the next iteration of the internet. It offers three-dimensional, immersive vir-
tual spaces, where users, represented as avatars, can synchronously work, play, interact, and transact. Initially 
developed within the realm of massive multiplayer online role-playing games, the metaverse now extends into 
sectors such as music, entertainment, retail, real estate, and, more recently, healthcare. Users engage in the 
metaverse using augmented reality or virtual reality (AR/VR) headsets that interoperate with other sensory 
devices to integrate biofeedback and multimodal data streams.1 In this article, the authors offer a concep-
tual synthesis and anticipatory policy analysis grounded in a narrative review of current trends reported in 
public-facing news reports as well as interdisciplinary sources from bioethics, law, digital-health policy, and 
science-and-technology studies. There are seven key ethical, legal, and social issue areas for consideration in 
the delivery of metaverse-enabled healthcare. We additionally issue a call to action to explore the metaverse 
through a bioethics lens. The authors begin by providing a primer on the metaverse, including the various 
forces shaping its development. Next, the authors describe what distinguishes the metaverse from other digi-
tal-health technologies and illustrate emerging use cases for the metaverse. We then outline what we consider 
the most pressing ethical issues raised as the metaverse matures in parallel with (or in advance of) policy guid-
ance and regulation. Finally, we conclude with a research agenda that treats the metaverse as a serious topic 
of normative and empirical inquiry and argue for sustained engagement from diverse user communities to 
support its ethical design and development.
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The focus of  this article is on emerging trends 
and ethical issues raised by metaverse-enabled 
healthcare, or what we call the metaverse. The 

“metaverse” is anticipated to become a significant driver 
of  the metaverse economy as more investors, users, and 
industries engage with and invest in this technology. 
The metaverse is being envisioned as a new frontier 
for virtual patient consultation and therapy, personal-
ized healthcare,2 medical education,3 and biomedical 
research and testing.4 Developers are also seeking to 
shape the metaverse as a forum for gamifying health 
and wellness, delivering real-time care, and providing 

an immersive experience for patients, among other envi-
sioned applications. 

Valuable and novel features that separate the metaverse 
from existing digital technology systems include virtual 
immersion of the patient experience anytime and any-
where. In this way, the metaverse promises an immersive, 
shared, and synchronous experience that exceeds the 
two-dimensional (2D), screen-mediated experience of 
contemporary telehealth services. This distinction reflects 
what classic social presence theory identifies as the degree 
to which users feel “real” others are present and respon-
sive within a mediated environment.5
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Later work on the presence and co-presence in immer-
sive virtual environments expanded this idea, describ-
ing how multisensory cues, spatial embodiment, and 
synchronous interaction enhance the feeling of  “being 
there together.”6 In a healthcare context, these mech-
anisms could help recover aspects of  empathy, trust, 
and relational immediacy that are often diminished in 
2D telehealth encounters. Real-time multisensory social 
interactions can generate greater value and interaction 
quality than what was previously possible.7 A metaverse 
equipped with new spatial computing capacities8 might 
also be more impactful than telehealth in that it allows 
for deep phenotyping, a wider range of  motion (e.g. 
during clinical examinations), and broader cognitive 
focus.9

Comprehensive governance for the metaverse is emerg-
ing. Existing frameworks, such as the U.S. Food and Drug 
Administration’s Digital Health and Software as a Med-
ical Device (SaMD) guidance,10 the European Commis-
sion’s Artificial Intelligence (AI) Act11 and General Data 
Protection Regulation (GDPR), and the U.S. National 
Institute of Standards and Technology’s AI Risk Man-
agement Framework,12 offer partial scaffolding for regu-
lating immersive, data-intensive technologies. However, 
these frameworks were designed for specific contexts (e.g. 
telehealth, AI risk, or data protection) and do not yet 
fully address the hybrid clinical, commercial, and expe-
riential dimensions of the metaverse. More fundamen-
tally, the metaverse raises core ethical questions about the 
nature of human health and disease (e.g. can patients be 
sick in the real world but healthy in the metaverse or vice 
versa?), the scope of the patient-provider relationship (e.g. 
what are the processes for licensure  in the metaverse?), 
and how privacy rights, informed consent, and data pro-
tections translate to virtual healthcare spaces (e.g. who 
owns an avatar’s health data, and what protections, if  any, 
do real patients have if  their avatars are harmed in the 
metaverse?). These and other pressing questions compel 
embedded ethical, legal, and social implications research 
and anticipatory governance of the metaverse. Its ethical 
analysis benefits from science and technology studies and 
human-computer interaction frameworks, for example, 
sociotechnical imaginaries,13 value-sensitive design,14 and 
contextual integrity,15 alongside presence/embodiment 
theories from virtual reality (VR).16,17 Normative and 
empirical works are needed if  the metaverse is to help us 
reimagine a state-of-the-art healthcare system that does 
not reproduce the systemic inequities and inefficiencies 
that persist in the real world. We intend for this article to 
launch such a research agenda.

Defining the Metaverse
Version 2.0 of the internet (Web2) was released on Janu-
ary 1, 1983. Since then, the internet has altered the course 

of human existence and transformed the way information 
is transmitted, managed, and exchanged. A comparable 
evolution appears to be underway as developers lay the 
foundation for a faster, three-dimensional platform for 
information exchange and processing by creating immer-
sive virtual spaces. This next phase of socio-technical 
evolution reflects not only advances in computing and 
interface design but also the emergence of new sociotech-
nical imaginaries: collective visions of how technologies 
will shape and be shaped by society.

These imaginaries inform the design of  immersive 
platforms, the values embedded in their infrastruc-
tures, and the forms of  embodiment and presence they 
enable. Neal Stephenson first introduced the concept of 
the metaverse in his 1992 novel Snow Crash,18 which 
he described as a vast virtual environment that coexists 
with the physical world. Matthew Ball proposed a more 
technologically detailed definition of  the metaverse as 
a “massively scaled and interoperable network of  real-
time rendered 3D virtual worlds that can be experi-
enced synchronously and persistently by an effectively 
unlimited number of  users with an individual sense of 
presence, and with continuity of  data, such as identity, 
history, entitlements, objects, communications and 
payments.”19

A key feature of  Ball’s definition is its focus on syn-
chronous experience between many users in a shared vir-
tual environment, but it fails to capture the nuances of 
more intimate interactions between, say, a patient and 
their provider in a clinical encounter. Herman Naru-
la’s conception of  the metaverse takes account of  this 
experience as a “collection of  realities, including the real 
world or ‘home reality’ and a series of  other worlds that 
a society imbues with meaning,”20 and emphasizes how 
“events, objects, and identities can exist in and be mod-
ified by multiple worlds in the metaverse”20 where the 
“interplay between worlds, and the associated ongoing 
creation and transfer of  value, is the foundation for vir-
tual society.”20

Challenges of Building the Metaverse
Experts believe that the metaverse is on track to become 
a “corporate internet,” and the race to commercialize 
is underway. Web 3.0 development has been driven pri-
marily by private equity and built using proprietary data 
ecosystems. Some reports estimate that private equity 
investments in the metaverse reached more than $38–120 
billion (€ 33–103 billion) since 2020 and are expected to 
balloon to $5 trillion (€ 4.3 trillion) by 2030.21 Despite 
these massive investments, mainstream development and 
adoption of the metaverse remain on the fringe.

There are practical and policy reasons for this. The pro-
hibitive costs of necessary compute and hardware to func-
tionally scale Web 3.0 (e.g. graphics processing units and 

https://doi.org/10.30953/bhty.v8.456


Citation: Blockchain in Healthcare Today 2025, 8: 456 - https://doi.org/10.30953/bhty.v8.456 3
(page number not for citation purpose)

Issues in metaverse-enabled healthcare

microchips) limit participation in metaverse development 
to the most powerful and largest tech companies. Indeed, 
Tim Sweeney, CEO and founder of Fortnite maker Epic 
Games, commented, “This metaverse is going to be far 
more pervasive and powerful than anything else. If  one 
central company gains control of this, they will become 
more powerful than any government and be a God on 
Earth.”22

Participation in the metaverse also relies on users 
acquiring costly enabling technologies, such as aug-
mented reality (AR) or VR devices, AI-based sensory sys-
tems, and robust broadband internet connections. These 
infrastructural requirements inevitably limit participation 
to those users able to afford the enabling technologies 
needed to engage fully in the metaverse (see Access and 
Equity below). These challenges contribute to concerns 
about the consolidation of infrastructural power in digi-
tal economies that potentially exclude large swaths of the 
population.23,24

New government regulations in the U.S. and Euro-
pean Union (EU) are also shaping how industry builds 
out the metaverse. Specifically, the EU Digital Markets 
Act (DMA) expands existing antitrust principles to 
restrict companies from controlling platform service 
delivery in ways that inhibit market competition.25 These 
actions reflect long-standing concerns about the concen-
tration of  infrastructural power in digital economies. As 
Zuboff26 observes, contemporary platform models derive 
much of  their value from the continuous extraction 
and monetization of  behavioral data, positioning users 
as data sources rather than active participants. In the 
context of  the metaverse, such dynamics could give rise 
to new forms of  “digital enclosure,” in which access to 
virtual health environments, data streams, and interac-
tion standards is restricted by proprietary architectures. 
Ensuring an open and trustworthy metaverse will there-
fore require deliberate attention to interoperability, open 
protocols, and participatory models of  governance.23,24 
Absent these safeguards, the metaverse risks reproduc-
ing, if  not amplifying, the monopolistic and opaque 
structures that characterize much of  today’s Web 2.0 
landscape. The DMA’s restrictions on Very Large 
Online Platforms will likely also affect how companies 
are legally permitted to develop the metaverse. In the 
U.S., the Federal Trade Commission (FTC) has intro-
duced new merger and acquisition regulations among 
technology companies. Proposed changes to the Hart-
Scott-Rodino Act, which mandates the reporting of 
large-scale transactions to the FTC and the U.S. Depart-
ment of  Justice, could challenge efforts by tech firms to 
monopolize metaverse infrastructure and its underlying 
data networks.

Despite these challenges, metaverse services are rapidly 
emerging. Paragraphs 1 to 4 detail four emerging use cases 

for the metaverse and comment on their common ethical, 
legal, and social issues in the sections later.

Health and Wellness Monitoring
AR or virtual reality now enables immersive health and 
wellness experiences. For example, emerging platforms 
offer virtual exercise classes (see, for example, Play Inno-
vation UK https://playinnovation.co.uk/), meditation 
and mindfulness sanctuaries, and therapeutic healing ses-
sions.27 These spaces allow users to engage in health-pro-
moting activities and to monitor health states, often with 
the aid of wearable sensor technologies. A wide range of 
consumer digital devices now effectively analyze real-time 
physiological data, including blood sugar, respiration 
rates, blood pressure, temperature, and pulse oxygen. 
Skin patches, rings and earbuds, and intelligent clothing 
(see, for example, Wearablex and Senoria Fitness) provide 
digital and haptic feedback used to support health and 
wellness monitoring.28,29 Furthermore, these devices allow 
diverse types of health information from the real world 
to be bundled and transmitted through digital representa-
tions to better understand how wellness activities impact 
health and wellness. As data streams from wearable sen-
sors, intelligent clothing, and avatars become increasingly 
granular, they enable inferences about mood, cognition, 
and physiology that may extend beyond the data individ-
uals knowingly share. Such inferential privacy risks high-
light the need for governance mechanisms that limit or at 
least make transparent the kinds of conclusions that can 
be drawn from combined data sources.30

Gamification and Health Tokens
Gamification, or the application of game-design factors 
in non-game contexts, can be effective for promoting 
behavior changes,31 eating well,32,33 and adhering to med-
ications.34 Studies have found that receiving points and 
badges,35 pursuing quests and challenges, storytelling,36 
and cultivating social connections with other players37,38 
can also positively impact individuals’ engagement in 
health behaviors. The metaverse can heighten these moti-
vating elements.39,40 Individuals can also earn monetary 
rewards in applications that allow for “play-to-earn,” 
“exercise-to-earn,” or “move-to-earn” schemes,41 typ-
ically through the use of tokenized incentives or credits 
redeemale for cash prizes or products. This integration 
of “tokenomics” establishes not only a set of economic 
incentives for participation but also a set of micro-econ-
omies within the metaverse that serve to keep players 
earning and spending in circular fashion within games 
or platforms (see Gamefi.org). When properly orches-
trated, these virtual economies may spur members to 
achieve health and wellness goals and potentially make 
better health choices in the real world. However, gami-
fication has also been critiqued for its overreliance on 
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extrinsic versus intrinsic incentives for health and behav-
ior change.42 Insights from Self-Determination Theory43 
emphasize that lasting behavior change depends on inter-
nalized motivation (autonomy, competence, and related-
ness) rather than external rewards. Integrating evidence 
from frameworks like the Behavior Change Technique 
taxonomy44 or lessons from the persuasive technology 
literature45 may help designers identify mechanisms that 
support intrinsic motivation while avoiding manipulative 
or coercive design practices.

Exposure Therapy Using Virtual/Augmented Reality
Developers envision that future patients will be able 
to pursue treatments and therapies for various mental 
health conditions with licensed professionals inside the 
metaverse.27 Virtual Reality Exposure Therapy (VRET) 
and Augmented Reality Exposure Therapy (ARET), for 
example, can be supported in the metaverse by simulat-
ing contact with fear-inducing stimuli through visual 
and aural sensory channels. V/ARET technologies have 
demonstrated promise in managing post-traumatic stress 
disorder (PTSD), notably combat-related trauma among 
military veterans, or other sources of distress, such as 
agoraphobic avoidance and social anxiety in patients with 
psychosis.46 There is growing recognition that people treat 
virtual experiences as real enough (akin to those produced 
by real-world scenarios47) to have observable effects on 
their emotional and physiological responses. This phe-
nomenon aligns with the Proteus effect, in which users’ 
behaviors and self-perceptions are shaped by the attri-
butes of their avatars48 and with neuroscientific evidence 
on body ownership and embodiment in virtual environ-
ments.49 This suggests that the metaverse, and its enabling 
technologies, may offer therapeutic mental health inter-
ventions for addressing paranoia and cravings,50 anxiety51 
and fear52), among other conditions. Virtual technologies 
have also shown to have some benefits for pain man-
agement, for example using simulated environments to 
help manage chronic pain.53 AR also shows promise for 
enhancing patient education54 and motivation.55 As the 
metaverse continues to develop, these technologies offer 
immense therapeutic promise but hinge on collecting sen-
sitive psychological and biometric data.

Preoperative Planning and Collaboration
AR or virtual reality systems are also being used for pre-
operative planning, enabling surgeons from across the 
globe to collaborate on surgical cases using synchronous 
virtual imaging systems and real-time communication. 
Holographic software can help surgeons and patients visu-
alize a procedure together.56 For example, the holographic 
stereotactic neurosurgery research tool56 integrates 
patient-specific brain models into virtual environments, 
where clinicians can collaboratively plan approaches to 

therapeutic neuromodulation. Some researchers57 have 
shown that importing personalized 3D models of organ 
systems into the metaverse (e.g. using https://www.anoth-
ereality.io/) can help surgeons consult with one another 
as avatars and collaboratively analyze a patient’s surgical 
needs. These applications reflect a growing integration of 
digital twin technologies (high-fidelity, data-driven models 
that mirror patient anatomy or device performance)58 and 
their convergence with in silico clinical trials that simulate 
therapeutic outcomes before real-world intervention.59 
They foreshadow a metaverse capable of uniting personal-
ized modeling, surgical rehearsal, and predictive analytics 
within a shared virtual environment.

In Silico Simulation and Testing
The metaverse is also emerging as a forum for in silico 
clinical trials and simulation. Wang et al.60 present the 
metaverse as a virtual space “enriched by effectively unlim-
ited data” and capable of driving significant innovations in 
medical technology and AI/machine language (ML). The 
authors envision that the metaverse will be populated with 
data based on patient avatars that will support dynamic 
evaluation of AI-based SaMD and innovations in med-
ical device development tools. The metaverse may offer 
virtual environments in which clinical researchers can col-
laboratively learn via virtual simulation and in silico mod-
eling and testing, using digital twins.61 Digital twins may 
eventually allow for seamless connection and real-time 
data exchange between digital and physical entities using 
data fusion techniques, high-dimensional data process-
ing, big data analytics, and cloud computing to store and 
elaborate voluminous data for the purpose of monitoring, 
maintaining, and optimizing the performance of physical 
systems (including human systems). By integrating these 
multiple, diverse technologies, the metaverse promises to 
advance clinical knowledge and research as well as per-
sonalized medicine.

Immersive Medical Simulation and Training
Healthcare education is another trending use case for 
the metaverse. Together with VR/AR, the metaverse can 
help training practitioners to improve their skills at lower 
costs and with more opportunities to practice risky or 
highly specialized procedures without causing physical 
or psychological harm to real patients. Applications like 
Medical Holodeck’s Dissection Master XR (https://www.
medicalholodeck.com/en/) offer digital twin renderings 
of a human body to allow medical students to perform 
virtual dissections. Other systems (e.g. fundamental VR) 
add haptic feedback to facilitate motor skill acquisition 
like suturing, knot tying, and fine dissection, simulat-
ing the sensation of cutting into soft tissue, muscle, and 
bone.62 While still nascent, a systematic review63 recently 
showed that competency, user opinion and post-operative 

https://doi.org/10.30953/bhty.v8.456
https://www.anothereality.io/
https://www.anothereality.io/
https://www.medicalholodeck.com/en/
https://www.medicalholodeck.com/en/


Citation: Blockchain in Healthcare Today 2025, 8: 456 - https://doi.org/10.30953/bhty.v8.456 5
(page number not for citation purpose)

Issues in metaverse-enabled healthcare

complication rates are improved when using AR-based 
surgical teaching over traditional techniques. The 
metaverse would allow for multiple trainees and educators 
to be present in the same virtual spaces at once, facilitat-
ing knowledge exchange.

Through gamification and realistic imagery, the 
metaverse also allows healthcare professionals to reverse 
roles and put themselves in the position of their patients64 
as an empathy-building intervention. The immersive expe-
rience of the metaverse along with high-quality graphics 
using VR/AR can also enhance simulation-based training 
and pre-post intervention knowledge for different types 
of healthcare professional learners.65

Ethical, Legal, and Social Issues of the Metaverse
We argue that the metaverse raises distinct ethical consid-
erations that deserve focused attention from bioethicists 
and highlight seven high-priority areas for consideration: 
access and equity, avatar rights, data privacy and protec-
tion, data control and ownership, consent, medical licen-
sure and liability, and medical billing.

Access & Equity
The COVID-19 pandemic demonstrated that telehealth 
can effectively overcome many of the physical barriers to 
clinical care. Remote monitoring capabilities made possi-
ble through telehealth were also shown to improve both 
care quality and access for many geographically isolated 
populations during lockdown periods. The telehealth 
proof of concept ushered in by the pandemic primed the 
stage for the metaverse. However, new barriers to entry 
are emerging. Unequal access to costly technologies that 
enable individuals to access the metaverse (e.g. VR/AR 
headsets and powerful broadband internet) risks com-
pounding existing inequities linked to a “digital divide.”66 
Moreover, the lack of equitable access to privacy-preserv-
ing technologies, such as encrypted data sharing tools or 
dynamic consent models, could exclude vulnerable pop-
ulations from meaningful participation in the metaverse. 
These health inequities may be further exacerbated if  
public and private investments in the metaverse compete 
with funding for public health initiatives in the real world.

On the other hand, treatment seeking in the metaverse 
in the form of an avatar might also offer novel opportu-
nities to mitigate provider bias and other forms of dis-
crimination linked to health inequities. A patient who 
experienced discrimination at the point of care based on 
their physical appearance may find appeal in the pseudon-
ymous nature of healthcare interactions in the metaverse. 
The extent to which the pursuit of healthcare services 
might be liberated from bias or other forms of socioeco-
nomic or cultural stigma will also remain constrained by 
practical considerations such as the ability to pay for vir-
tual care (see section on Billing and Payment).

If  the metaverse indeed emerges as a desirable and clini-
cally effective platform for care delivery, corporations may 
selectively curate public engagement in ways that may not 
benefit all users equitably. For example, companies might 
offer free or discounted services in exchange for user data 
to expand metaverse services, raising significant ethical 
concerns. As Prainsack and Forgó67 have argued, paying 
for personal data puts poor communities at dispropor-
tionate risk for data disclosure and exploitation compared 
to those who can afford to pay more for greater data pro-
tections. This phenomenon is already observed in public 
Large Language Models such as OpenAI’s ChatGPT. 
Only paid subscribers are granted access to higher per-
formance tools and the option to delete their data. These 
trends in open-source generative AI tools foretell possible 
equity issues for the metaverse. Policymakers and develop-
ers must therefore actively strategize avenues for respon-
sible and equitable access to the metaverse, particularly in 
these early stages before financial incentive structures are 
established.

Avatar Rights
Altundas and Karaarslan68 suggest that in the future, 
avatars will be “our entry point of our data in the digi-
tal world,” helping to integrate and convey information 
from wearables, the Internet of Things, and other bioin-
formatics data streams. This convergence amplifies ethical 
concerns about the governance, ownership, and security 
of health data used to generate avatars using from real 
patient data. Photorealistic “deepfakes” further compli-
cate these dynamics. Avatars, generated using real-world 
user data, blur the boundaries between personal identity 
and virtual representation. An avatar empowers users to 
operate under the guise of a persona other than them-
selves. Avatars can provide access to otherwise inaccessi-
ble spaces and introduce a degree of distance between the 
user and their virtual identity. However, this distance does 
not absolve users—or the platforms hosting them—of 
the responsibility for protecting user data. For instance, 
avatars that conceal the identity of their operator may 
still enable unethical actions, such as unauthorized data 
collection or breaches of medical confidentiality. It may 
be argued that avatars representing certain roles in the 
metaverse (e.g. doctors) should never be fully anony-
mous. This might be especially important in the domain 
of healthcare, where a code of medical ethics is well 
established.

Many avatars will serve as digital representations of 
real patients, tethered to real-world individuals via their 
health data. Extant patient and consumer rights, protec-
tions, and due processes owed to patients and consumers 
in the real world should serve as default guidelines for how 
to treat avatars in the metaverse. For instance, breaches of 
privacy or misuses of health data used to generate avatars 
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used in metaverse applications could result in significant 
real-world harm for individuals. Our position that basic 
rights should be extended to avatars in the metaverse and 
that these rights in turn create ethical responsibilities is 
further supported by Martinez and Cho,69 who specifically 
caution, to the extent that digital simulacra are seen as 
posing low or minimal risk because they operate on data 
as opposed to humans, and the moral distance potentially 
afforded by digital simulacra could reduce researchers’ 
sense of responsibility to the people and groups behind 
the data. While the use of digital simulacra provides a 
benefit in minimizing physical risks to individuals from 
medical research, there remains a concern that enduring 
responsibilities to promote social benefit and minimize 
group-level risks may become less visible to researchers.

As a general point, we propose that ethical obligations 
toward avatars should carry over to the metaverse, includ-
ing obligations to act in their best interests, to do no harm, 
and to ensure fair treatment and just allocation of goods 
and healthcare services. The degree of twinning between 
actual patients and their avatars through bioinformatics 
data amplifies these ethical obligations. What happens to 
an avatar might increasingly be felt in physical and psy-
chological ways by real human users. Indeed, reports of 
harms experienced in virtual worlds (e.g. Second Life)70 
offer evidence that distress inflicted in the metaverse is 
likely to have real-world negative impacts.

While a primary goal of extending rights to avatars is 
to protect their human counterparts, even avatars created 
from entirely simulated data deserve basic protections. At 
least two types of avatars fit into this category: avatars 
that are fully simulated (digitally designed, as with other 
forms of digital art) versus those synthesized using data 
from real-world patients. This distinction has important 
implications for moral status, given that they are tethered 
by varying degrees to real humans whose data should be 
protected. Avatars developed from simulated data may 
have symbolic links to real humans but do not contain 
any patient-related data. Synthesized avatars, on the other 
hand, represent inferences derived from real-world patient 
data and are not just composed of a surface image but 
of both data points and models. Wagg and colleagues 
provide a helpful explanation and schematic of the differ-
ences.71 While the question concerning ethical treatment 
of simulated versus synthetic avatars deserves further nor-
mative exploration, we propose the scope of rights and 
ethical obligations afforded to avatars should correspond 
to the degree of “tethering” to humans and their bioin-
formatic data. In particular, the greater the tethering, the 
stronger the ethical obligations to safeguard privacy and 
data integrity. Given that avatars operate as informational 
bodies, that is, digital composites that materialize per-
sonal, biometric, and behavioral data,72 breaches of these 
representations can produce both individual and group 

harms, as patterned inferences reveal collective traits or 
vulnerabilities.73 Addressing such risks requires revisiting 
how moral standing and accountability apply to hybrid 
digital entities that represent persons, even when not sen-
tient.74 Furthermore, maintaining verifiable attribution for 
professional avatars is essential to prevent impersonation, 
misinformation, and harm. Technical measures for audit-
ability and traceability within socio-technical systems,75 as 
well as privacy-preserving design strategies in augmented 
and mixed reality,76 can help balance transparency with 
appropriate protections for personal identity and contex-
tual privacy.

A second justification for extending rights to “non-teth-
ered” or “distantly tethered” avatars is that codes of con-
duct serve to protect those who experienced harm as well 
as to preserve a social order. The lack of moral standing 
of avatars in the real world does not justify treating them 
with violence or contempt in the virtual world.77 Permit-
ting dehumanizing behavior in the metaverse may invite 
negative or harmful habits that can undermine respectful 
interactions among entities with moral status in the real 
world. Similar moral reasonings have been adopted in 
robotics. Encouraging respectful behavior toward robots 
(entities without recognized moral status) is supported,78 
not only for the robot’s sake but also for modeling respect 
toward other humans.77 These issues raise compelling 
questions about distinctions between patient-as-ava-
tar and avatar-as-patient and their candidacy for rights. 
While many of the philosophical debates around the digi-
tized ‘self ’ are beyond the scope of this paper, they are dis-
cussed in a robust body of legal (Day 2009) and medical 
internet (Graber and Graber 2010) literature.

The metaverse frustrates at least three regulatory mech-
anisms we depend on in the real world to ensure patient 
safety, protect health information, and maintain afford-
ability of care. These mechanisms include legislation and 
policies around data privacy and protection, medical 
licensure, and healthcare payment and billing. For-profit 
entities principally involved in building out the metaverse 
will likely establish rules and standards that best serve 
their interests and may not be easily overturned by post-
hoc regulations, policies, or advocacy if  challenged in the 
future. We therefore advocate for anticipatory governance 
of the metaverse, broadly, in ways that prevent nefarious 
actors from exploiting future users.

Data Privacy, Control & Ownership
Efforts to scale the metaverse introduce new risks to 
patient privacy and data security. It remains unclear 
whether data generated in the metaverse are protected in 
the same ways that data are governed by privacy regula-
tions in the real world. The multisensory, real-time data 
collection capacities and new spatial computing capaci-
ties of the metaverse’s8 enable continuous behavioral and 
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physiological monitoring, supporting highly personalized 
care and deep phenotyping. However, these same features 
also pose ethical challenges related to the storage, owner-
ship, and secondary use of highly sensitive health data.

Entirely simulated or synthetic data can be generated 
in the metaverse (e.g. using Nvidia’s Omniverse platform) 
alongside real-world patient data for analysis, exchange, 
or training of clinical models. In both instances, the 
metaverse functions as a jurisdiction-less computing 
environment, complicating the application of existing 
privacy laws and enforcement mechanisms. Although syn-
thetic data are often assumed to be de-identified, recent 
research79,80 shows that the identities of real people can 
still be inferred through data triangulation and linkage. 
Avatars (embodied, interactive representations of individ-
uals within immersive environments19) and digital twins 
(i.e. data-driven, computational models that replicate 
patient anatomy, physiology, or device performance for 
simulation and decision support61) maintain bidirectional 
ties with real-world patients. As such, insights from vir-
tual care can directly shape clinical decisions, compelling 
regulators to clarify what ethical and legal protections 
ought to extend to data generated in virtual environments 
and who bears oversight responsibility.

Traditional data protection models assume clear bound-
aries between contexts of data collection and use. The 
principle of contextual integrity15 is instructive, empha-
sizing that privacy depends on maintaining appropriate 
information flows relative to social roles and expectations. 
As metaverse data traverse national and regulatory bor-
ders, transborder data governance frameworks81 will be 
essential to harmonize protections and prevent jurisdic-
tional gaps in user rights and accountability. Adapting 
Europe’s GDPR82 principle of applying protections where 
data are processed, rather than where they originate, 
could provide an early operational model. Comparable 
precedents in cloud-based data sharing suggest that trans-
parent encryption standards, secure storage verification, 
and informed consent across points of virtual care will be 
key to maintaining user trust.

Beyond protection, the metaverse also redefines own-
ership. Avatars in the metaverse might be twinned to 
varying degrees with real patients, where multimodal 
datasets are sourced together from molecular, pheno-
typic, and other human behavioral data that are person-
ally identifying. As avatars, which are the partial or full 
product of  synthetic data, can contain data that preserve 
some characteristics of  real patients, unwanted disclo-
sure can result in individual or group harms. Continuous, 
multimodal data collection supports clinically relevant 
information, drawing insights from the field of  digital 
phenotyping83 and the creation of  “digital twins”61 that 
can inform real-world decision making.84 Improved data 
provenance and permissions tracking invite alternative 

ownership models, for example based on blockchain-en-
abled data licensure or “data loans,”85 in which users tem-
porarily grant others access to their data while retaining 
underlying ownership rights—analogous to lending art-
work to a museum. These proposed governance mech-
anisms align closely with emerging Web 3.0 principles 
of  decentralization, verifiability, and user-centric con-
trol. Distributed-ledger technologies could technically 
enable these models by providing immutable audit trails 
for data provenance, programmable smart contracts for 
dynamic consent management, and tokenized licensing 
frameworks that allow data sharing without centralized 
intermediaries. These models rely on dynamic consent 
and create opportunities for users to benefit materially 
from data sharing.

However, paying individuals for their data risks creating 
exploitative or inequitable markets67 (as discussed under 
Access and Equity). Emerging governance mechanisms 
such as data trusts86,87 and data commons88 offer collective 
approaches to ownership that balance individual control 
with shared stewardship. Embedding these principles into 
metaverse design could shift data from being private com-
modities toward shared public goods that support innova-
tion, transparency, and equity.

Consent
Despite the potential sensitivity of data generated in the 
metaverse and the associated need for protections, obtain-
ing informed consent for the collection or use of avatar 
data is complicated.

First, it is unclear whether avatars should provide this 
consent or their human controllers. There are no legal 
precedents to support the enforceability of consent con-
tracts signed by avatars (pseudonyms) unless also signed 
with a person’s legal name. There might be exemptions 
under contract law if  an avatar has a verifiable public 
affiliation with a legal entity, but further consideration 
is needed. Second, in cases where spatial computing or 
ambient intelligence89 enables passive collection of avatar 
data from collective spaces without direct consent from 
avatars or their human controllers, what consent pro-
cesses, if  any, should apply in such cases or before entering 
shared virtual spaces? For example, a commercial retailer 
might collect eye-tracking and other behavioral data from 
avatar shoppers and use these data for marketing, sale, or 
exchange. Human users might be required to accept the 
retailer’s terms and agreements before their avatar can 
enter the virtual store. A metaverse equivalent might be 
that a human patient is required to give broad consent to 
the use of any data collected during their virtual clinical 
visit before receiving care. Examples include actively or 
passively collected data, with varying levels of sensitivity 
and enabling inferences that may not be directly related 
to a patient’s care. As such, should patients be given the 
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opportunity to offer distinct or granular consent to shar-
ing passively collected data? If  they decline to share, will 
they be denied service?

This is one example of how informed consent proce-
dures employed in real-world clinical visits may not easily 
transpose to consent practices in the metaverse. Consent 
agreements provided to patients during clinical visits in 
the physical world do not distinguish among the differ-
ent types of health data collected nor the means through 
which they were collected. However, ambient health data 
collection and analysis are likely to be embedded in the 
very fabric of the metaverse and raise considerations 
about whether new approaches to consent are more 
appropriate to cover metaverse visits. Ensuring privacy 
and safety when involving ambient technologies will 
also depend on aligning emerging metaverse standards 
with existing governance frameworks such as the NIST 
AI Risk Management Framework (2023) and ISO/IEC 
23894:2023 outlining concrete processes for identifying, 
measuring, and mitigating AI-related risks across the sys-
tem life cycle, as well as the American Medical Associa-
tion’s (2022) Privacy Principles for Health Data Outside 
The Health Insurance Portability and Accountability 
Act of 1996 (HIPAA) highlighting accountability gaps in 
non-HIPAA contexts.

Indeed, the metaverse and other Web3-enabled plat-
forms present opportunities to develop novel consent 
models.90 New data tagging capabilities will be main-
stream in the metaverse, meaning users could have more 
granular control over the scale and scope of their data 
sharing permissions. In so doing, the metaverse could help 
to catalyze a shift toward dynamic consent as the default 
model over explicit or broad consent that currently pro-
vides only narrow choices for data contributors.

Medical Licensure and Liability
According to a 2023 report by PricewaterhouseCoopers,91 
the Emirates Health Service became the first healthcare 
authority to scale a metaverse platform called Meta-
Health.92 A fully functional metaverse hospital has been 
under development by the Thumbay group, whose leaders 
promise a metaverse-enabled hospital where the patients 
can seek care for their avatars.93 With the potential for 
hospital-based service delivery on the horizon, proper 
licensing and translation of clinical standards of care in 
the metaverse are highly consequential issues for patient 
safety. However, credentialing bodies that mandate appro-
priate licensure of all clinicians are likely to be (at least 
initially) inoperable in the metaverse in the near term. 

Requirements for medical licensure are jurisdiction-spe-
cific and unlikely to apply uniformly to virtual spaces that 
are geographically (and geopolitically) unconstrained. 
Determining whether licensure is required and how it 
is verified in the metaverse are at present ambiguous, 

heightening concerns about medical negligence and 
patient safety. Regulators and licensing bodies must con-
sider new standards that encompass not only clinical com-
petencies but also adherence to data protection protocols, 
ensuring that digital patient records are maintained with 
the same rigor as traditional health records.

Ethical principles of beneficence and nonmaleficence 
rest on treating patients based on the best interest stan-
dard. Healthcare professionals are thus held to a standard 
of care that would need to be adapted to the metaverse 
environment, given that no evidence-based standards of 
care exist for virtual environments and accommodated 
to meet the specifications of virtual patient treatment. 
Ensuring equivalence in these quality-of-care standards 
will be important for metaverse users to avoid liability for 
injury or medical negligence.

Many questions surrounding licensure and account-
ability in the metaverse mirror those in telemedicine. 
The Interstate Medical Licensure Compact established 
by the Federation of  State Medical Boards (2023) offers 
a partial model for cross-jurisdictional practice, though 
variation across states continues to obscure standards 
of  care. As telemedicine scholarship94 notes, malprac-
tice in virtual settings often hinges on whether clinicians 
meet the professional expectations appropriate to the 
mode of  delivery. Following the expansion of  telehealth 
during COVID-19, some95 have called for adaptive stan-
dards that reflect how digital environments mediate 
clinical judgment, consent, and documentation. Stan-
dards may have to adapt to changing notions of  harm 
(bodily, psychological, and dignity-related) in line with 
new understandings of  human-avatar relationships and 
avatar rights in the metaverse. This evolution of  stan-
dards must explicitly integrate data ethics concerns, 
addressing the risks associated with unauthorized data 
access or the ethical implications of  cross-border data 
flows inherent to a decentralized virtual healthcare 
environment.

Billing and Payment
The metaverse also invites new payment models and 
approaches for assessing actuarial risk for virtual patients, 
assets, and services. Coverage and reimbursement for 
metaverse-based care will likely follow the precedents set 
by telehealth policy. The Centers for Medicare & Med-
icaid Services continues to expand and refine the list of 
covered Medicare telehealth services through annual 
updates to the physician fee schedule. However, valuation 
frameworks have not kept up with technological capabil-
ity, as most payment models were designed for episodic, 
in-person encounters rather than continuous or hybrid 
virtual interactions. Evidence from recent telemedicine 
studies96–98 suggests that while remote care can achieve 
comparable quality outcomes, cost savings depend on 
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integration with existing clinical pathways and appropri-
ate triage mechanisms. New reimbursement models for 
digital therapeutics and virtual interventions are begin-
ning to emerge,99 but translating these precedents to the 
metaverse will require more granular definitions of “vir-
tual service” and clearer standards for documenting time, 
supervision, and medical necessity.

As virtual health assets, such as digital medical equip-
ment and virtual clinics, become valuable and routinely 
used in the metaverse, insurers are likely to need new 
tools to protect these assets against loss, damage, or cyber 
threats. To mitigate financial risk, insurers (either gov-
ernment or private) might evaluate encryption methods 
and access controls in an effort to safeguard transaction 
data. Metaverse-enabled hospitals could, like in the real 
world, require protections against financial liabilities. 
This might involve using dedicated secure platforms for 
managing financial records alongside clinical data to pre-
vent data-related discrepancies in billing. Insurers might 
also consider adapting their coverage models to include 
virtual healthcare services, virtual diagnostics, and other 
forms of remote medical care, as well as developing new 
methods for assessing provider error in virtual diagnostics 
or treatment provided within the metaverse. Drawing on 
lessons learned in telehealth during the COVID-19 pan-
demic, health services sought out of state or out of net-
work might not be covered, even if  accessible to patients 
in the metaverse. This situation suggests that evaluating 
cross-jurisdictional data sharing protocols, such as veri-
fying secure data transfer agreements between providers, 
may be useful in mitigating risks.

As Narula describes, a “true” metaverse can only be 
realized if  and when the activities that take place in virtual 
spaces generate value for those in the real/physical world.20 
If  treatment seeking in the metaverse becomes routine, 
insurers will undoubtedly want to evaluate whether health 
services rendered in the metaverse demonstrate measur-
able cost savings, value, efficacy, and/or necessity, similar 
to how coverage of telemedicine services was negotiated 
during the COVID-19 pandemic. 

A Bioethics Research Agenda for the Metaverse
Metaverse-enabled healthcare constitutes a new virtual 
paradigm for healthcare delivery that evokes both tech-
nological optimism and skepticism. The metaverse is in 
part powered by technologies like AI, virtual/AR, and 
computational modeling and simulation (e.g. data synthe-
sis), which, separately, have garnered empirical and policy 
attention from bioethicists but not in the aggregate in the 
context of the metaverse. In this article, we have exam-
ined what we view to be pressing ethical considerations 
raised by a convergence of these enabling technologies 
for pursuing healthcare and research in the metaverse 
(Appendix A). Our synthesis is not, however, exhaustive. 

We outlined aspects that distinguish the metaverse from 
other digital-health technologies available to date and 
highlighted promising applications and ethical challenges 
associated with designing, experiencing, and operating in 
these new virtual spaces. We recommend developing stan-
dardized protocols for data handling in virtual environ-
ments, including measures such as regular audits of data 
usage and strict verification of data provenance to better 
protect real and synthetic patient data from misuse.

In our view, some of the most pressing ethical issues 
pertain to the protection of patients in the real-world who 
may turn to the metaverse as an alternative to existing 
forms of care. A better understanding of these patients’ 
needs and why they may be better met in virtual rather 
than real-world clinical environments will be essential for 
designing patient-centered services in the metaverse. This 
could involve pilot studies that assess patient outcomes in 
virtual care settings and the use of secure data collection 
tools to monitor patient feedback in real time.

In parallel, bioethicists and policymakers should view 
the metaverse as an opportunity to build more effective 
and equitable systems of  care, integrating innovative 
models of  consent, data ownership, and protection that 
improve upon rather than replicate long-standing inequi-
ties and inefficiencies of  many healthcare systems in the 
real world. Concrete recommendations include designing 
dynamic consent frameworks that allow patients granu-
lar control over how their digital-health data are shared 
and used, as well as implementing interoperable data 
standards that ensure secure, cross-platform data trans-
fers. Importantly, we issue a call to action for bioethicists 
to proactively engage in both normative and empirical 
research needed to address these evolving ethical issues 
as the metaverse landscape is actively being constructed.
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