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Abstract

In today’s digital era, secure and efficient management of health information is a critical challenge. 
Centralized health data systems often expose sensitive information to security risks, enabling unauthorized 
access, modifications, and data sharing without patients’ consent. These challenges require a patient-centric, 
standardized approach to managing health data. This article presents a decentralized health information 
exchange framework that leverages blockchain technology to address these issues. The framework combines 
the Interplanetary File System for scalable data storage with Ethereum (ETH) smart contracts to enforce 
secure and transparent access control. By integrating these technologies, the proposed solution presented here 
enhances data security, transparency, and interoperability while reducing costs and reliance on intermediaries. 
Experiments conducted on the ETH blockchain demonstrate the framework’s efficiency, with smart contracts 
evaluated for transaction costs and accuracy. In addition to examining scalability and security, the authors 
discuss the framework’s limitations and its potential for broader application. To foster further research and 
collaboration, the source code for the smart contracts is openly available on GitHub.

Plain Language Summary

Centralized health information systems are susceptible to breaches, unauthorized alterations, and 
non-consensual data sharing. This article presents a decentralized framework employing blockchain for 
patient-centric data management. It integrates the Interplanetary File System for scalable, distributed storage 
and Ethereum smart contracts for granular, transparent access control. This approach enhances security, 
interoperability, and cost-efficiency by eliminating intermediaries. Empirical evaluation on the Ethereum 
(ETH) blockchain confirms low gas costs (the computational fee, measured in gwei and paid in ETH, for 
executing transactions and smart contracts), high execution accuracy, scalability, and resilience against threats, 
addressing key limitations of traditional systems.
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Health information exchange (HIE) sys-
tems play a pivotal role in modern health-
care in sharing patient information between 

different healthcare providers with guaranteed 
security and efficiency. These systems provide im-
proved patient care, a reduction in the occurrence of 
medical errors, and thus an enhancement in healthcare 
delivery. 

Most of the HIE applications depend on the central ar-
chitecture-based models, which introduce several critical 
challenges. These include vulnerability to data breaches, 
lack of scalability, and limited interoperability. In addi-
tion, centralized control often compromises patient data 
confidentiality, because it always remains at the mercy of 
one controlling authority that can misuse or provide un-
authorized access to sensitive health information.
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Recent advancements in blockchain technologies 
provide a decentralized solution to such problems. Be-
cause of  its inherently immutable and transparent nature 
and its maintenance of  a distributed ledger, blockchain 
provides a secure and trusted basis for the exchange of 
healthcare data. When combined with the Interplan-
etary File System (IPFS), blockchain frameworks can 
transcend the storage limitations native to on-chain sys-
tems, enabling scalable off-chain storage of  large medi-
cal datasets.

In this article, the authors address these challenges by 
proposing a framework for HIE that leverages blockchain 
and IPFS in facilitating secure, scalable, and patient- 
centric data exchange. Specific contributions of the study 
are outlined as follows: 

1.	 A distributed architecture, comprising blockchain and 
IPFS, is developed in order to meet both security and 
scalability requirements for the storage and exchange 
of data. 

2.	 Efficient encryption mechanisms will be developed 
along with a key management framework in order to 
ensure confidentiality and also control access to a 
patient’s data. 

3.	 Extensive experiments will be carried out for the proof 
of the proposed system, which reduces the transaction 
costs as well as increases the scalability over the tradi-
tional frameworks. 

4.	 This contribution will surpass the current state of the 
art, as it will provide insights into how blockchain 
technology can be leveraged to improve interoperabil-
ity and efficiency in healthcare data.

While several blockchain–IPFS-based HIE models exist, 
most face limitations such as high gas consumption, fixed 
access control models, limited update mechanisms for pa-
tient records, and minimal compliance with health data 

standards such as Health Level Seven, Fast Healthcare 
Interoperability Resources (HL7-FHIR). In contrast, our 
framework introduces a dynamic, patient-driven permis-
sion model, an encrypted incremental update process for 
off-chain data, and a cost-optimized smart contract archi-
tecture. These features directly address the shortcomings 
identified in Section 2, as summarized in the comparative 
analysis (Table 1), clearly position our work as an ad-
vancement over prior designs.

The structure of  this article is as follows: Section 2 
examines existing research and determines limitations 
in the HIE systems in use today. Section 3 presents the 
proposed framework, including its architecture and 
key components. Section 4 details the implementation 
process and experimental evaluation of  the system. 
Section 5 examines the scalability and performance of 
the framework under varying workloads. Finally, Sec-
tion 6 concludes with key findings and directions for 
future research. 

Traditionally, healthcare stakeholders have used 
HIE for the transmission of  healthcare data. The 
COVID-19 pandemic accelerated technical changes in 
healthcare, with more organizations focusing on data 
interoperability. Today, in response to the pandemic, 
HIEs across the country are adapting to improve the 
flow of  patient data, an essential aspect that will slow 
the spread of  the virus. Research shows that more than 
96 of  the non-federal acute care hospitals in the U.S. 
have already integrated HIE.1 The HIE ensures patient 
information is kept securely in a database and trans-
mitted through digital media, thereby reducing the in-
stances of  prescription errors and data inaccuracies. It 
allows physicians to coordinate patient care and avoid 
redundant procedures and expensive errors. 

Digitization of  data storage eliminates the use of  pa-
per-bound processes, hence improving efficiency and 
productivity. It also increases patient involvement and 

Table 1.  Key contributions, limitations, and advancements of five related articles in the field, providing a clear comparison of existing solutions 
and the improvements introduced by this study. 

Reference Key contributions Limitations Advancements in this work

6. Zhuang, et al. (2018) Developed a clinical trail system integrating 
blockchain for autoamtion

Relied on on-chain data storage, 
causing scalability

Introduces IPFS for off-chain storage 
to enhance scalability

7. Li & Han. (2019) Enahanced Secure data sharing with  
cryptographic techniques

Did not address interoperability 
or scalability challenges

Leveraged HL7 standards for  
improved data interperability

8. Nguyen, et al. (2019) Proposed a decentralized patient record 
system using mobile cloud computing

Lacked a robust mechanism for 
real-time data updateability

Added mechanisms for real-time 
data updates on IPFS

9. Sharma, et al. (2020) Implemented zero-knowledge proofs for 
data privacy

High computational overhead due 
to encryption methods

Reduced costs with lightweight 
encryption techniques

10. Jabbar, et al. (2020) Focused on improving shared EHR  
interoperability and integrity

Entirely stored data on the  
blockchain, leading to high  
costs and limited scalability

Combined blockchain with IPFS 
and reduce on-chain storage 
requirements

EHR: electronic health record; HL7: Health Level Seven; IPFS: Interplanetary File System.

https://doi.org/10.30953/bhty.v8.423


Citation: Blockchain in Healthcare Today 2026, 8: 423 - https://doi.org/10.30953/bhty.v8.423 3
(page number not for citation purpose)

Health information exchange automation system

education. In contrast, nearly all health-related infor-
mation is centralized in computer databases, where 
data integrity and confidentiality are violated. Central-
ization enables a controlling authority to access and 
alter data without seeking permission from a patient, 
allowing identity theft and data breaches. Moreover, a 
central database is a point of  failure wherein data may 
get lost and result in system crashes.

Utilizing blockchain technology can solve the prob-
lems of  centralized servers or databases. Each block in 
a blockchain is cryptographically linked to the previ-
ous and subsequent blocks, ensuring data integrity. If  
there is any alteration of  data, the blockchain authen-
ticates this alteration with the network. If  most peers 
in the network sense tampering, the affected node must 
update its blockchain. The blockchain-based algo-
rithms that can be activated to fulfill specific criteria 
can be programmed over the blockchain network. Such 
contracts allow authorized parties to access and mod-
ify records safely. Patients can manage their personal 
health record information and grant specific organi-
zations permission to update and access their records 
securely.

Decentralized apps, also known as “dApps,” can 
be created on top of  the open-source, decentralized 
blockchain technology known as Ethereum (ETH). 
Compared to Bitcoin, a more inflexible blockchain 
technology, ETH is more adaptive and versatile. 
The ETH network uses its coinage, ETH, to pay for 
transactions and computational services. A sizable 
and engaged developer community is continually 
striving to enhance ETH and develop new dApps. 
In addition, ETH is well-known for its smart con-
tract features, which let programmers design self- 
executing contracts that may be used for a variety of 
situations. ETH initially operated on a proof-of-work  
consensus technique, which makes it slower and limits 
the number of  transactions it can process per second 
to about 25 to 30. However, by 2023, when ETH has 
switched to Proof  of  Stack (PoS), it will be able to 
process 100,000 transactions per second,2 and the size 
of  the ETH block will also increase from 2 to 8 MB, 
which makes the network more effective and assists in 
the resolution of  the blockchain scalability issue. Size 
is always the constraint of  blockchain. The IPFS offers 
a similar decentralized storage way to store data and 
can solve scalability issues with the blockchain. 

The IPFS is a peer-to-peer, content-addressed file 
system. The system is primarily designed to be used 
in decentralized, versioned file storage. Regarding 
applications such as websites, online businesses, and 
payment systems, IPFS can be utilized as a distributed 
web protocol with a fast and secure distributed data-
base.3 This concept implements data retrieval and file 

storage. Instead of  giving directions to the data, you 
simply submit a request, and it is found and acquired 
on your behalf. The fact that the data are distributed 
across numerous computers allows each of  them to 
feed your computer small amounts of  the data concur-
rently, much like a torrent download. 

The intention is to accomplish this to reduce latency, 
bandwidth, and bottlenecks caused by a single, central 
server.4 A file is divided into smaller bits before being 
stored in IPFS, which is a distributed file system. A 
distinctive identifier called the content identification 
(CID) is produced using a cryptographic hash method. 
The IPFS employs a Distributed Hash Table—a dis-
tributed system that links CIDs to peers’ Internet Pro-
tocol addresses and ports that carry the material via 
key-value mapping. Each node in IPFS has its own 
unique identity, which is the hash of  its public key. In-
formation can be pinned with the goal of  seeding and 
preserving it indefinitely. Unpinned content will be re-
moved after a specific period of  time in order to save 
storage space. As a result, each node is in charge of  the 
data it stores and seeds.

Related Work
The current medical information management sys-
tems have the potential for significant advancements 
and important changes due to blockchain technology. 
Several researchers created blockchain-based systems 
from scratch. To connect with patients and doctors, 
Zhuang et al.5 employed two smart contracts, namely 
the clinical trial smart contract and the HIE smart 
contract. The hospital, any company, or any central-
ized data server stores actual health information. They 
demonstrated how blockchain technology might en-
able a third-party-free automated validation mecha-
nism for HIE and clinical trials. 

Blockchain enables executing HIE from distrib-
uted databases in a safe setting using smart contracts. 
Moreover, it could ensure data protection and authen-
ticity. By encrypting the data and requests, the article’s 
authors6 have improved secure transmission. They also 
carried out load testing and data tampering success 
probability and applied their methodology. Neverthe-
less, because they employed on-chain storage, they also 
had scalability problems.

Nguyen et al.7 proposed that an EHR sharing 
scheme is possible by mobile cloud computing and 
blockchain. They identified key challenges, for exam-
ple, flexibility, availability, decentralized access, iden-
tity management, integrity of  user authentication, 
and privacy, and devised a prototype implementation 
of  their model. The authors are primarily concerned 
with creating a reliable access control system based 
on a single smart contract to regulate user access and 
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ensure effective and secure EHR exchange. To repli-
cate the system, they employed the ETH blockchain on 
the Amazon cloud and performance tests. They used a 
peer-to-peer IPFS storage solution with blockchain to 
achieve decentralized data storage and sharing to ad-
dress the scalability issue. The record updateability to 
the IPFS network, transaction cost analysis, and load 
testing are missing in their article.

Both Madine et al.8 and Sharma et al.9 suggested 
a cutting-edge healthcare structure. They recognized 
the obstacles to the “conventional” blockchain/
cloud EHR sharing architecture’s deployment in a 
country such as India and recommended a practical 
E-card-based alternative. They made use of  the proxy 
re-encryption technique. To get around the drawbacks 
of  proxy re-encryption, which serves as an access 
control mechanism, a hybrid encryption model that 
combines symmetric and asymmetric encryption is 
utilized.8 

Sharma et al.9 included two additional entities to 
safely retrieve, store, and distribute patient medical 
information, for example, trustworthy oracles and rep-
utation systems. They also performed a cost investi-
gation because they significantly reduced transaction 
costs compared to Madine et al.8 The main disadvan-
tage is that each hospital or organization must deploy 
a first controller each time they start the framework, 
and using that controller, patients and doctors must 
register. This causes a problem with standardization. 
Several controllers must be deployed for this system to 
be expanded worldwide.

To enhance shared HER interoperability and integ-
rity with a solution and deploy a smart contract pro-
totype on ETH’s TestNet, Jabbar et al.10 implemented 
their prototype into operation and did cost and time 
analyses for several functions. The main disadvantage 
of  this architecture is that transaction costs are high, 
and the authors say nothing about data transfer safety. 
In addition, data are stored on the blockchain node, 
which creates a scaling problem.

In the model by Zhuang et al.,1 the transmission 
and receiving records are processed using a blockchain 
adapter. A hashing technique is used to guarantee data 
consistency. The patient has full control over their data 
and also establishes a contact point for the doctor to 
access the records. The primary drawback is the setup 
needed in each healthcare facility. Each healthcare in-
stitution must finish the process of  transforming serv-
ers into blockchain adapters and contribute at least 
one node to the blockchain. They must also use a cen-
tralized database to store health data.

Mani et al.,11 deployed the framework over the 
Hyperledger blockchain platform. They design, im-
plement, and evaluate patient-centered health data 

management. Numerous HIE problems, including com-
patibility, scalability, and privacy, have been resolved. 
Moreover, it features a decreasing access control sys-
tem that meets patient privacy laws and regulations. 
However, the main issue is that this framework was 
implemented on the private Hyperledger blockchain. 
Moreover, a private blockchain is not considered as 
secure as a public blockchain. The speed and latency 
of  Hyperledger are comparatively faster as compared 
to the ETH blockchain. Pawar et al.12 also built on the 
Hyperledger blockchain. They implemented their In-
ternet of  Things (IoT)-based medical data collection 
approach. Moreover, the authors do not verify or ana-
lyze their approach.

An organized EHR in the healthcare network is 
proposed by Jayabalan et al.13 It is effectively a block-
chain-based framework, which integrates IPFS for 
off-chain storage. Implementation is not done for the 
proposed framework. Cost analysis is also missing. 
Another drawback of  their work is that they have not 
created a method for record updateability back to the 
IPFS. In addition, standardization issues still exist. By 
utilizing HL7 FHIR standards and a blockchain-based 
HIE platform, Bae et al.14 attempted to address the 
issue of  HIE standardization. Their primary objective 
was to demonstrate how the HIE uses HL7 standards. 
Cost analysis and performance testing have not yet 
been completed. Moreover, no decentralized network 
stores real data.

The work discussed above has laid the foundation for 
utilizing blockchain in healthcare but is constrained by 
issues such as reliance on on-chain storage, high com-
putational costs, and limited scalability. While several 
studies attempt to enhance data security and privacy, 
they often neglect critical aspects such as cost effi-
ciency, real-time update mechanisms, and global stan-
dardization (Table 2).

This study addresses these gaps by providing a novel 
blockchain-based HIE framework that integrates IPFS 
for off-chain storage, implements robust encryption 
for patient data security, and incorporates HL7 stan-
dards for improved interoperability. The experimental 
results demonstrate substantial improvement over ex-
isting systems in terms of  scalability, transaction costs, 
and system efficiency.

To further clarify the distinctions between our pro-
posed HIE framework and existing blockchain-based 
systems, Table 3 presents a detailed feature-wise com-
parison. Unlike prior work that often relies solely on 
on-chain storage with limited scalability or provides 
only basic and costly privacy mechanisms, our frame-
work leverages IPFS for scalable off-chain data storage 
combined with optimized lightweight smart contracts 
to reduce gas costs significantly.
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Furthermore, our approach supports efficient, en-
crypted incremental updates to patient records, ad-
dressing a key limitation in previous systems that either 
lacked real-time update capabilities or incurred high 
computational overhead. We also explicitly implement 
interoperability with HL7 FHIR standards, which re-
mains only partially or superficially addressed in most 
related works. In terms of  privacy and access control, 
our dynamic, patient-driven permission model cou-
pled with optimized encryption techniques enhances 
data confidentiality beyond basic cryptographic or on-
chain access controls found elsewhere. 

Additionally, our system uniquely incorporates 
robust key management and error recovery proto-
cols, often unaddressed in other blockchain HIE 
frameworks.

Finally, multiinstitution workflows—critical 
for practical deployment across diverse healthcare 
providers—are fully supported through proxy server 
integration, setting our framework apart from most 
existing solutions that offer no or minimal support for 
such collaborative environments.

Overall, this comparison underscores the technical 
advancements and practical benefits of  our proposed 

framework, positioning it as a comprehensive and scal-
able solution for secure, interoperable, and patient-cen-
tric health data exchange.

Proposed Framework
Architecture Overview
We developed an ETH blockchain-based system with 
multiple smart contract functions to leverage blockchain 
technology for HIE. The system architecture, shown in 
Figure 1, includes two smart contracts: the “authori-
zation contract” (main controller) and the “user smart 
contract.” Only one authorization contract is needed to 
run the system, while the user smart contract is used by 
both patients and doctors for registration. The number of 
users in the smart contracts corresponds to the number 
of patients and physicians in the system. Doctors have a 
touchpoint to request patient records. To address the lim-
ited storage capacity of ETH blockchain nodes, we use a 
decentralized IPFS network for large file storage. Data are  
protected in IPFS using asymmetric public and private 
key pairs generated by the Rivest-Shamir-Adleman (RSA) 
technique. The same encryption method is used for data 
transfer from patient to doctor. Detailed descriptions and 
algorithms are provided in subsequent sections.

Environment Setup
The proposed framework requires the ETH blockchain 
for deployment. All smart contracts are deployed on 
the ETH blockchain, and a connection to the IPFS 
network is established. Upon application launch, an 
authorization smart contract is deployed to manage 
all entities. Patients register with the authorization 

Table 2.  Comparative analysis of blockchain-IPFS HIE frameworks.

Feature / capability Blockchain 
clinical trials

Crypto-secure 
sharing

Mobile cloud 
decentralized 
EHR

Zero-knowledge 
privacy

Blockchain EHR 
interop

This work (proposed 
framework)

Storage Scalability On-chain only 
(limited)

Not addressed Partial, some 
off-chain

On-chain 
(expensive)

On-chain (limited) IPFS Off-chain (scalable)

Real-Time Data 
Update

No No Not robust Computationally 
expensive

No Efficient, encrypted 
incremental updates

Interoperability 
(HL7/FHIR)

No HL7 basics No No Partial, not 
explicit

Explicit HL7 FHIR 
compatibility

Privacy & Access 
Control

Basic, on-chain Cryptographic, 
but limited

Basic, not robust Strong, but high 
cost

Basic Dynamic, patient-driven 
permissions; optimized 
encryption

Cost Efficiency High gas cost Not measured Not measured High computation 
costs

High blockchain 
costs

Low gas cost, lightweight 
contracts

Error Handling/
Recovery

Not addressed Not addressed Not addressed Not addressed Not addressed Included (robust key 
management, recovery 
protocols)

Multi-Institution 
Workflows

No No No No Partial Supported (proxy server 
integration)

EHR: electronic health record; HIE: health information exchange; HL7: health level seven; IPFS: InterPlanetary File System. 

Table 3.  System entities of the proposed framework.

Number System entities of the proposed framework

1. Patient

2. Doctor

3. Proxy Server
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contract, and a user-smart contract is deployed for 
each patient. Doctors follow the same registration pro-
cess using the user contract. Asymmetric public and 
private keys are generated for users and uploaded to 
the smart contract during deployment. Table 3 shows 
that the proposed system requires fewer entities com-
pared to earlier frameworks. 

Patients and doctors are the two entities using this sys-
tem to securely exchange health information. The proxy 
server temporarily stores encrypted data after the patient 
approves the doctor’s request for access. If  a doctor wants 
to make changes, the updates are first saved on the proxy 
server. The patient is notified of the modifications and 
must approve them before the data are updated on the 
IPFS network.

Authorization Smart Contract
The system’s primary controller is an authorization 
smart contract. It includes all of  the user’s personal 
data, including their addresses for smart contracts that 
will be saved in this smart contract. As soon as users 
log into the system, they must first get authorized 
using this authorization contract. Once authorized, 
the address of  the user contract returns, allowing the 
user to access their contract and make updates, dele-
tions, and approvals of  doctor requests. Authorization 
smart contracts have various methods depending on 
the usage.

add_user(), getSC_hash(), getUser(), isUserExists(), 
and authenticate() 

are the methods provided. The add user method is used 
to add new users, as the name suggests. This method can 
only be called by the administrator. The authenticate 
method is used to verify the user, which is also called 

by the admin. Get user is called immediately following 
user authentication, and the user exists method is used 
to determine whether or not the user exists. The doctor 
frequently uses the get smart contract hash technique to 
obtain the patient’s contract address so that a subsequent 
doctor may ask the user for access to the record.

User Smart Contract
This user’s smart contract is used by patients and 
physicians. 

addData(), AddKeys(), GetPublicKey(), GetPrivate-
Key(), GetFileNames(), GetFileHash(), ChangeFileHash(), 
SendRequest(), GetRequest(), and ApproveRequest() 

are the methods that are included in the user 
contract. The IPFS node hash and file name are added 
to the contract using the addData() method. The 
public and private key pairs were also kept in the user 
contract. The addKeys() function can add this and the 
user can retrieve these keys using the get methods. It 
is possible for doctors to access the public key using 
the getPublicKey method. This contract will also store 
the filenames, and these filenames can be accessed by 
getFileNames method. When the doctor is requested 
to the file using the sendRequest method, that request 
is stored inside a mapping variable. In addition, 
patients can get all requests using the getRequest 
method. And patients can approve the request using 
the approveRequest method. Once the patient has 
approved the request for the health data, then the en-
crypted data are sent to the proxy server. The doctor 
can update anything on the proxy server; once done, 
the patient can approve the latest changes and update 
the old IPFS hash to a new hash using the changeFile-
Hash method.

Fig. 1.  Proposed HIE framework. HIE: health information exchange, IPFS: Interplanetary File System, Upu: parallel processing unit.
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Security Mechanism
The framework employs advanced encryption and secure 
key management to mitigate vulnerabilities. 

•	 Data Encryption: Health records are encrypted using 
asymmetric cryptography before being stored on IPFS. 
Public and private keys are generated for each user to 
ensure secure access. 

•	 Key Management: Keys are securely managed and 
stored on the ETH blockchain to prevent exposure. 
Access to private keys is restricted to the data owners. 

•	 Access Control: Authorization smart contracts enforce 
granular permissions, ensuring only approved entities 
can access or modify medical records.

Design Enhancements
To address limitations in existing frameworks, the 
proposed system incorporates the following enhance-
ments: (1) Decentralized off-chain storage using IPFS 
to overcome blockchain’s storage limitations. (2) Elim-
ination of  plain-text passwords or key storage in smart 
contracts to enhance security. (3) Support for real-time 
data updates through seamless interactions between 
IPFS and ETH blockchain components. (4) Scalabil-
ity to handle concurrent user operations with minimal 
performance degradation.

Implementation and Analysis
The implementation of our smart contracts uses Solidity. 
The code is created and deployed with Ganache, tested, 
and analyzed using Remix Integrated Development 
Environment. The graphical user interfaces (GUIs) and 
application programming interface (API) are developed 
with Node.js and other web technologies. We use the 
Web3 library to interact with smart contracts and the 
IPFS-CORE library to handle IPFS. Each component is 
detailed next. 

Ganache
Ganache is a software that provides a local 
in-memory blockchain.15 It simulates the func-
tionality of  an actual ETH network, including the 
availability of  many test accounts that are financed 
with actual ETH. Ganache is available in two forms: 
a command-line tool and a desktop program with a 
user interface and command-line interface. To imple-
ment the framework, we used a Ganache provider with 
Web3. The gas limit of  the Ganache ETH blockchain 
is set to 6,721,975. And other settings are also kept as 
default configurations.

Web3.js
We utilized the web3.js library16 to connect the 
Node JS application to the Ganache provider. It is 

a JavaScript library that enables developers to use 
Hypertext Transfer Protocol (HTTP), interprocess 
communication, or a web socket to communicate with 
the local or remote ETH network. Hence, interact-
ing with the blockchain is possible using this library 
client. We may deploy, send, or call any smart contract 
method or execute any blockchain transaction using 
this library.

IPFS-Core
The IPFS basic functionality is provided by the IPFS-
core library collection for a variety of  programming 
languages, including JavaScript, C#, VB, F#, etc.17 
Without the need to launch external processes or 
control API ports and servers, the fundamental 
objects of  IPFS are designed to be utilized to run 
an IPFS node as a component of  your application. 
A collection of  composable peer-to-peer protocols 
called the IPFS Core API is used in decentralized 
file systems for addressing, routing, and transferring 
content-addressed data. It enables the development of 
fully distributed applications and seeks to speed up, 
secure, and open the web. We use this library to upload, 
read, and update documents to the IPFS network.

System Functionality
Users must enroll for the authorization smart con-
tract in order to participate in the HIE blockchain. 
Many transactions are completed during the regis-
tration process, which makes it costly. Initial patient 
contract deployment involves some gases, and subse-
quent key addition and controller entry also require 
gas consumption. That has to be done once for all the 
new users. 

We generate an RSA key pair with a 2048-bit modulus 
and a 0x10101 public exponent. The SubjectPublicKey 
Info (SPKI) and Privacy-Enhanced Mail formats 
are used for the public key, based on the public key 
encoding option. The private key should be encoded in 
PKCS#8 format, according to the private key encoding 
option. Appendix A8 shows the sample-generated key 
pair; later it will be added to the patient contract. 
Algorithm A shows the complete step-by-step flow of 
registration. We created the user interface to register 
and log in (Appendix A). The user must choose 
their role—patient or doctor—and complete all other 
necessary information during registration. After 
successfully registering, the user can log in using their 
credentials. The dashboard of  the patient and the 
dashboard of  the doctor are shown in Figures 2, 3, 4. 
The patient is not required to remember their account 
identification (ID) or contract hash, which solves 
the issue with a previously suggested framework 
that requires users or patients to remember them.  
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When a user logs into the system, the authorization 
contract returns their account ID and contract address 
since everything is stored inside the authorization con-
tract of  the proposed model.

After successfully logging into the system, the patient 
has the option to upload their records to the IPFS net-
work. The user can read and delete records from the 
IPFS network once they have been uploaded. In addi-
tion, the patient may view the doctor’s request for a spe-
cific file. Doctors can only view the patient records when 

the patient approves their requests. Doctors can further 
request for their records only when they have access to 
the patient’s ID. Once the patient ID is authenticated 
using the parallel processing unit, the doctor is granted 
access to the touchpoint, where they may choose the 
files they want to access. But at this time I am unable to 
access the file. Only with the patient’s consent may they 
view the records. The record will be stored on the proxy 
server in an encrypted form after the patient authorizes 
the request. Once patients store the updated information, 
doctors can read and update records on the proxy server 
and then send update requests to patients. Only after the 
patient approves the request is the updated record stored 
on the IPFS network.

The core system workflows of the proposed HIE 
framework are formalized using Algorithms 1–5. 
Algorithm 1 describes the user registration and smart 
contract deployment process. Algorithm 2 presents 
the procedure for encrypting and uploading medical 
records to the IPFS network. Algorithm 3 outlines the 
record access request workflow initiated by doctors, while 
Algorithm 4 details the patient-side approval mechanism. 
Finally, Algorithm 5 illustrates the secure access of 
medical records by authorized doctors.

Algorithm 1.  Registration user.

Ppu: Patient public key, Ppr: Patient private key. 

Algorithm 2.  Upload Record.

IPFS: Interplanetary File System, Ppu: Patient public key.

Fig. 3.  Patient dashboard interface.

Fig. 4.  Doctor dashboard interface.

Fig. 2.  User login/signup interface.
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Algorithm 3.  Request record.

Algorithm 4.  Approve request.

Dpu: Doctor public key.

Algorithm 5.  Access record.

Dpr: Doctor private key.

All of  the algorithms provided refer to the user ID, 
patient UserID, or doctor UserID as a single, distinc-
tive identifier; in our implementation, this identifier is 
an email ID. The user cannot be registered again with 
the same email ID. Users can upload multiple files with 
different sizes. Doctors may also request multiple files 
from the user. Additionally, doctors may request mul-
tiple patients to share their records. However, a doctor 
can only access the touchpoint of  a single patient. The 
same applies to patients, for example, patients cannot see 
more than one request from multiple doctors at a time. 
A patient can share single records with multiple doctors. 
However, if  both doctors have modified the content of 
the files, it will save only the last doctor-modified data. 
This system is designed to help doctors and patients 
manage medical records more efficiently. By allowing 
users to upload multiple files with different sizes and 
enabling doctors to request multiple files from patients, 
this system makes it easier for doctors to access patient 
records and provide better care. Patients can also share 
their records with multiple doctors, which helps ensure 
that all healthcare providers have access to the same in-
formation. However, this system is designed to ensure 
that only one doctor can access a patient’s touchpoint 
at a time, which helps to protect patient privacy and pre-
vent unauthorized access.

For users, a GUI (a Graphical User Interface) is 
provided to interact with the DApp. While building an 
application, the AJAX (Asynchronous JavaScript and 
XML) framework is used to communicate data between 
the front end and the back end, and all transmission 
happens in the JSON format. The GitHub repository 
has the Smart contract for the suggested framework.

https://github.com/Rohit-dev-coder/HIE_Smart​
Contracts

Analysis and Results
Two smart contracts have been created, deployed, and 
used. Table 4 lists the transaction costs for the opera-
tions and the miner’s execution costs. All the transac-
tion costs and the execution costs are comparable and 
less than the work of  Madine et al.,8 which was the last 
article based on the public ETH blockchain and IPFS 
network. A framework that was previously presented 
by numerous authors uses more gas than paper.8 In the 
proposal framework, only the submit record function 
used considerably more gas; the second time the pa-
tient’s record was submitted, the transaction cost and 
execution cost were about 71,445 and 50,007 INR, re-
spectively. As we intended, adding a patient and a doc-
tor imposes just execution costs. Updating files, getting 
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file hashes, and getting names are some new methods 
that are introduced in the proposed framework. With 
the use of  blockchain technology, the proposed frame-
work aims to make managing medical records more ef-
fective. This framework can assist in lowering expenses 
and enhancing security by utilizing smart contracts to 
govern interactions between patients and doctors. In 
comparison to earlier frameworks based on the public 
ETH blockchain and the IPFS network, this frame-
work has lower transaction costs and execution costs. 
To make this framework more versatile, new methods 
such as updating files and obtaining file hashes and 
names have been included.

We used JMeter to test the execution time of the appli-
cation. JMeter is a performance testing tool that is open-
source and available as well. To evaluate the durability of 
servers, networks, or other objects or to assess overall per-
formance under various load types, it may simulate sig-
nificant loads on such items. We built a simulation of 50 
users, calling the patient registration procedure at a spe-
cific moment. The simulation is done with the following 
system configuration: Intel® CoreTM i5-7200U Processor 

at 2.50 or 2.70 GHz, with 8 GB of RAM. The execution 
time of the transaction is shown in Figure 5. Almost 12 to 
14 s pass between transactions on average, which includes 
time of generating and storing keys, deploying the user 
contract, and adding details to the authorization con-
tract. Only 1 of transactions took longer than 14 s; the 
majority were completed in less time. Since blockchain is 
a repository, the proposed blockchain system consumes 
less memory than traditional systems when comparing 
memory consumption.

The amount of time needed to upload the files to the 
IPFS network is shown in Figure 6. Obtaining the public 
key, encrypting the file, uploading it to IPFS, and stor-
ing the hash in the user contract all take time. Time is 
increased since several techniques are used when upload-
ing. We evaluated the uploading speed of files with sizes 
of 13, 26, 103, 512, and 1,024 kilobytes. The time it takes 
to upload a file increases as its size does. Because larger 
files demand more computing power and bandwidth to 
transfer, the uploading process takes longer.

The HIE system analyzes if  it is possible to commu-
nicate safe medical data using the suggested HIE system 
and successfully responds to security concerns. Medical 
data can be obtained by an external attacker via a sniff-
ing or eavesdropping assault when they are exchanged 
across a network. If  medical information is compromised, 
the patient’s electronic medical record privacy may also 

Fig. 5.  The execution time of the transaction (see text for a fuller discussion).

Fig. 6.  Time to upload record to IPFS (Interplanetary File 
System). 

Table 4.  Gas of smart contract function.

Function name 2020 Cost (000, INR)8 Proposed Cost (000, INR) 

Transaction Execution Transaction Execution 

Controller 
contract

872 621 457 376

Patient contract 1,193 862 705 609

Add patient 46 25 - 12

Add doctor 46 25 - 12

Submit record 81 57 89 67

Request record 141 119 91 70

Respond to 
request

38 16 29 8

Update file - - 27 6

Get file hash - - - 3

Get file names - - - 10

Gas: fee paid in cryptocurrency to compensate the network for com-
putational resources.
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be compromised.18 The proposed HIE system encrypts 
medical data using a unique encryption key to ensure 
that it may be shared safely. The information included in 
the encrypted health data is kept private even if  the data 
are stolen since only the patient or a user authorized by 
the patient may decode the data. The attacker can try to 
attack directly to the IPFS network, but even if  they get a 
file hash or get access to the content, they cannot read the 
file because the file is stored in an encrypted file using the 
cryptographic hash. 

Security Evaluation
Our system employs a comprehensive security strat-
egy combining cryptographic safeguards and smart 
contract-enforced permissions. The RSA encryption 
is applied to all patient data before off-chain storage 
in IPFS, ensuring that no plaintext data are exposed 
externally. Smart contracts govern access based on pa-
tient-driven authorization, and each access request is 
cryptographically verified, effectively preventing unau-
thorized data retrieval. The framework also incorpo-
rates coding best practices to harden contracts against 
known vulnerabilities such as re-entrancy and integer 
overflow. Testing of  unauthorized access attempts 
confirmed that the system successfully denies all ac-
cess lacking proper permissions, demonstrating robust 
protection mechanisms.

Error Handling and Recovery
To maintain data integrity and reliability, our frame-
work integrates several error management features. 
ETH blockchain transaction failures trigger auto-
mated retry protocols to preserve synchronization 
between blockchain states and off-chain IPFS data. 
Additionally, a key management recovery process sup-
ports patients in restoring access in the event of  key 
loss or compromise, utilizing proxy server intermediar-
ies for secure credential restoration. Simulated scenar-
ios of  transaction interruptions and key loss verified 
that these mechanisms function effectively without 
risking data loss or breach.

Interoperability Testing
Explicit support for HL7 FHIR standards underpins 
our system’s interoperability with existing healthcare in-
frastructures. We modelled patient data as standardized 
FHIR JSON bundles, which were transmitted and manip-
ulated within our framework without loss of structural 
integrity, as validated in a controlled integration test en-
vironment. The modular API architecture allows seam-
less interaction with legacy EHR systems and federated 
provider directories, illustrating the framework’s readi-
ness for practical deployment and data exchange within 
heterogeneous healthcare ecosystems. 

Security and Threat Analysis
Protecting patient data is critical in any healthcare 
system, and this is especially true for blockchain and 
IPFS-based HIE frameworks due to the sensitive na-
ture of  medical records. In designing our system, we 
carefully considered potential security threats and 
incorporated multiple layers of  defense to safeguard 
data privacy and system integrity.

We recognize several key risks that our framework 
must address, including man-in-the-middle attacks 
where communication might be intercepted or altered; 
Sybil attacks where malicious actors create fake identi-
ties to manipulate the network; insider threats such as 
collusion among healthcare providers aiming to access 
data they shouldn’t; denial-of-service attacks targeting 
blockchain nodes or IPFS storage to disrupt service; 
replay attacks that attempt to reuse valid transactions 
maliciously; and common smart contract vulnerabili-
ties like re-entrancy and integer overflow errors.

To guard against these, our system encrypts all 
patient data off-chain using RSA encryption before 
storing it in IPFS. Every access or update request is 
cryptographically signed and validated on the block-
chain, making it extremely difficult for an attacker 
to impersonate a legitimate user or tamper with data 
undetected. Access control is tightly managed through 
smart contracts that place the patient at the center of 
permission decisions, minimizing risks from collusion 
or unauthorized data sharing. Our contracts are writ-
ten with security best practices in mind—protecting 
against well-known vulnerabilities such as re-entrancy 
attacks and ensuring safe arithmetic operations.

To reduce Sybil attacks, our system requires robust 
identity verification for network participants, ensuring 
that only verified healthcare providers and patients can 
interact with the system. We also incorporate gas lim-
its and efficient contract logic to minimize the chances 
of  denial-of-service attacks on the blockchain, while 
IPFS’s inherent redundancy helps to resist node fail-
ures or overloads.

Replay attacks are prevented by embedding nonce 
or timestamp-based checks within transactions to en-
sure each request is unique and cannot be maliciously 
replayed. Furthermore, we regularly verify data hashes 
stored on-chain against the actual data in IPFS to de-
tect any tampering attempts, with automatic synchro-
nization protocols to maintain data consistency.

While comprehensive penetration testing is ongoing, 
our initial security assessments show that unauthorized 
access attempts are effectively blocked. Automated 
vulnerability scans detected no critical issues in our 
smart contract or key management setup, providing 
confidence in the robustness of  our design. Consider-
ing the stringent privacy and regulatory requirements 
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in healthcare, the security of  patient data is non-nego-
tiable. Our multifaceted approach balances the open-
ness needed for data sharing with the strict controls 
necessary for confidentiality, ensuring patients can 
trust the system while enabling healthcare providers to 
access data securely and efficiently.

Scalability and Usability
Scalability and usability are essential for the long-term 
success and practical adoption of  any HIE system. While  
our experiments tested up to 50 concurrent users, the 
underlying architecture is designed to support much 
larger scales. By leveraging IPFS for off-chain data 
storage, the framework reduces on-chain bottlenecks, 
enabling horizontal scaling of  storage nodes. The use 
of  lightweight smart contracts further optimizes trans-
action throughput and cost, which are critical factors 
when extending to hundreds or thousands of  simulta-
neous users.

From a usability perspective, the system’s patient- 
centric permission model simplifies control over data 
sharing, allowing users to easily grant or revoke access 
without requiring specialized technical knowledge. 
The minimal transaction fees and moderate execution 
times help to ensure that responsiveness remains suit-
able for routine clinical workflows. Informal feedback 
from preliminary user interface tests with healthcare 
professionals indicated that the interface aligns with 
their day-to-day needs and reduces the burden of  man-
aging permissions manually.

Although blockchain transaction delays can be a 
concern, the average transaction time of  around 12 to 
14 s may be acceptable in many clinical contexts where 
immediate real-time response is not critical. Ongoing 
improvements in blockchain infrastructure and poten-
tial layer-2 scaling solutions offer promising avenues 
to further reduce latency, improving overall user ex-
perience. Future work will involve stress testing with 
larger user populations, as well as pilot deployments in 
clinical environments to gather detailed usability data 
and fine-tune system parameters.

Limitations and Future Work
Our proposed HIE framework moves us closer to secure 
and scalable sharing of medical data, but it is not without 
its shortcomings. Several areas will need further attention 
before such a system could be deployed at scale in real 
healthcare environments.

Security Threats
Even with strong encryption, patient‑controlled ac-
cess, and verified participant identities in place, no 
system can claim to be completely immune to attack. 
Large‑scale denial‑of‑service attempts on the ETH 

network or IPFS nodes, coordinated insider misuse, 
and unforeseen vulnerabilities in blockchain protocols 
remain possible risks. Addressing these will require on-
going monitoring, periodic penetration tests, and in-
dependent code and security audits to keep pace with 
new threats.

Scalability and Performance
Our current evaluation, involving up to 50 concurrent 
users, offers only a glimpse of  how the system behaves 
under load. Real‑world health networks may involve 
thousands of  transactions happening simultaneously, 
and handling that scale will demand further optimi-
zation—whether by refining smart contract code, 
batching transactions, or adopting layer‑two scaling 
techniques. More extensive load tests with larger data-
sets will be an important next step.

Interoperability and Integration
While we have modeled patient records using HL7 
FHIR resources, connecting seamlessly with the variety 
of  EHR systems in use today brings its own challenges. 
Differences in how hospitals implement EHRs, vary-
ing patient ID schemes, and local data policies mean 
our APIs and data‑mapping processes will need to be 
highly adaptable. Middleware that can bridge these dif-
ferences may prove essential for practical rollout.

Usability and Adoption
Finally, a technically sound system does not automati-
cally translate into one that patients and clinicians will 
adopt. Usability testing, refining consent workflows, 
and ensuring the system satisfies regulatory and com-
pliance requirements will be critical in building trust. 
Training and outreach will also help stakeholders un-
derstand the benefits of  a decentralized HIE platform.

By being transparent about these limitations and 
setting out a path to address them, we hope to encour-
age further development and real‑world piloting of 
blockchain‑enabled health data exchange systems.

Conclusion
This article presents a decentralized, transparent, and 
secure blockchain-based framework that empowers in-
dividuals to control their medical information. By le-
veraging ETH smart contracts, we enable automated 
and trustworthy authorization and user management 
for health data exchange. Our system integrates IPFS, 
proxy servers, and reputation mechanisms to safely 
store, retrieve, and share patient records while support-
ing broad interoperability across healthcare networks. 

We evaluated the proposed solution within a HIE 
context, demonstrating reduced gas consumption com-
pared to existing approaches. While recognizing some 
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limitations, our framework is designed with flexibility 
to function on both permissioned and permissionless 
blockchain platforms. This study contributes a novel 
model that addresses key challenges in managing 
healthcare data with scalable off-chain storage. Future 
work will focus on conducting real-world pilot deploy-
ments and comprehensive scalability evaluations to 
rigorously assess the system’s effectiveness and opera-
tional viability across diverse clinical settings.
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Appendix A.  Asymmetric public and private key pair.
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