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Abstract

This systematic review examines critical usability factors that influence the adoption of mobile health (appli-
cations among older adults) and identifies gaps in current usability models, including ISO 9241-11, Nielsen’s
heuristics, and Panicoideae, Aristidoideae, Chloridoideae, Micrairoideae, Arundinoideae, Danthonioideae.
This review also explores the potential role of blockchain technology in enhancing multimodal medical data
systems within mHealth applications. A comprehensive search across six databases yielded 1,073 studies, with
60 meeting the inclusion criteria. Studies were analyzed through thematic synthesis to identify key success fac-
tors (RQ1) and comparative analysis to assess limitations in existing frameworks (RQ2). Key factors promot-
ing mHealth adoption included ease of use, efficiency, error prevention, learnability, memorability, and user
satisfaction. Blockchain integration emerged as a promising approach to improve data security, interoperabil-
ity, and user trust, particularly for older adults who engage with complex, multimodal health data. Findings
from RQ2 highlighted gaps in usability models, such as the lack of age-specific guidance for multimodal inter-
action, error recovery, and data privacy. These results underscore the need to define a new usability framework
and incorporate blockchain to meet the unique needs of older adults in mHealth applications, supporting
both secure and accessible healthcare management.

Plain Language Summary

This review investigates mobile health application’s integration with blockchain. This review explores us-
er-friendly mHealth applications for older adults and also explores how blockchain can improve data systems
in these applications. After analyzing 60 studies, key factors for the adoption of information technology were
identified, including ease of use, efficiency, error prevention, and user satisfaction. The researchers discovered
that blockchain enhances data security, interoperability, and trust of mHealth applications. Moreover, existing
usability models lack elderly specific guidance, particularly for handling errors and privacy in mHealth appli-
cations. These findings highlight the need for a new usability framework tailored to older adults, integrating
blockchain to ensure secure, accessible, and user-friendly healthcare management.
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ore than 100,000 mobile health (mHealth)
Mapplications are available in the Android and

i0S app stores, and this number is continually
rising with the rapid development of new applications.!
The mHealth applications demonstrated substantial util-
ity by aiding in prevention, early detection, screening, and
public education. These applications became an essential
tool in managing the COVID-19 outbreak by offering
accessible information and supporting treatment proto-
cols.? For instance, a symptom tracker app was launched
in the United Kingdom to collect self-reported COVID-
19 symptoms, enabling the identification of positive cases
even among individuals who had not been tested.?

The adoption of information technology in healthcare
has effectively addressed gaps in access and quality within
healthcare systems.* Current digital health trends, including
mHealth, focus on empowering patients, consumers, clini-
cians, and researchers with mobile technology to improve
overall health outcomes.>® Widely used by hospitals, medical
students, and allied health workers, mHealth applications fa-
cilitate rapid dissemination of health information, news, and
critical updates.” These applications enhance medical care
and bolster public health by promoting healthy lifestyles
and supporting chronic disease management through tools
for tracking fitness, diet, diabetes management, and medica-
tion adherence. The mHealth market was valued at approx-
imately USD 40 billion in 2020, with an estimated annual
growth rate of 17.7% from 2021 to 2028, driven by its ability
to improve patient lifestyles and healthcare outcomes.'

According to recent classifications, mHealth applica-
tions are categorized into fields such as tracking, com-
munication, decision support, education, awareness, and
monitoring.!! These categories reflect the ways mHealth
applications cater to the needs of users and healthcare
providers, by assisting physicians in selecting applica-
tions tailored to specific health conditions (as shown in
Table 1).!? Compared to traditional healthcare processes,
mHealth applications enhance data collection,'® improve
care delivery, foster patient engagement, and allow for re-
al-time monitoring of medications and health metrics.'

Despite the growth and potential of mHealth applica-
tions, nearly a quarter of these apps remain unused after
installation.'> Many applications are developed with insuf-
ficient attention to quality or user-centered design (UCD),
leading to poor usability, particularly among older adults.'®
Blockchain technology, integrated within mHealth applica-
tions, offers a solution to some of these challenges.

Blockchain’s decentralized and secure framework can
enhance data security, ensure patient privacy, and im-
prove interoperability within multimodal medical data
systems. By enabling users to control their data and fa-
cilitating seamless data exchange across healthcare plat-
forms, blockchain can increase trust, transparency, and
overall user engagement with mHealth applications.!’
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The integration of blockchain in multimodal data
systems can thus address essential usability concerns,
particularly for older adults managing complex health
conditions through multiple digital platforms. This inno-
vative approach underscores the potential of mHealth to
provide efficient, secure healthcare solutions and redefine

digital health for a broader, more engaged audience.

Objectives

The primary goal of this literature review is to present
studies on mHealth applications, usability guidelines,
and European Union (EU) standards for adopting health
information technologies, with a specific focus on block-
chain integration in multimodal medical data systems.

This research addresses the following research questions:

RQ/: Success Factors

What are the critical success factors that enhance the
adoption of mHealth applications among older adults,
considering their unique needs, preferences, and limita-
tions, and how might blockchain technology support

these factors?

RQ2: Gaps in Existing Usability

What are the gaps in existing usability models and guide-
lines for mHealth applications, particularly concerning
the adoption, usability, and security of these applications

among older adults in multimodal data environments?

Presented here is a comprehensive systematic litera-
ture review (SLR) on usability frameworks and guide-
lines for mHealth applications, with an emphasis on
adoption among older adults and the role of blockchain
technology in enhancing usability, security, and data

interoperability.

This is followed by a discussion of the eligibility cri-
teria, including inclusion and exclusion parameters, in-
formation sources, selection processes, data items, and
synthesis methods used in the review. It provides an in-
depth discussion on RQ1, exploring topics such as accep-
tance and adherence to digital interventions in mHealth
Apps, European Usability Guidelines for Health Informa-
tion Technologies, and key usability standards and frame-

works for developing mobile applications.

Additionally, it discusses the synthesis for RQ2, ad-
dressing critical issues including age-related usability
challenges, cultural diversity in blockchain integration,
the need for empirical evidence in UCD alongside block-
chain’s potential, and the gap in comprehensive usability

frameworks.

The results section presents details on study selection,
characteristics, individual study results, and synthesis
findings for both RQ1 and RQ2, following Preferred Re-
porting Items for Systematic reviews and Meta-Analyses

(PRISMA) guidelines.
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Tuble 1. Most common categories of mHealth applications

Blockchain integration for mobile health

Reference

Sources for defining categories of mHealth applications Categories

Ventola CL. (2014)'®

Burke, L. et al. (2015)"°

Industry, N (2015)%
tions are categorized

Barton AJ

(2012)* tion regions

Use of mHealth devices and apps by healthcare professionals * Information management

* Reference and information gathering

* Time management

* Clinical decision-making

* Health record maintenance and access
* Patient monitoring

*  Communication and consulting

* Medical education training

mHealth applications for IOS device developer perspectives * Medical information reference

* Drug or medical information database
¢ Decision support
e Tracking tools

¢ Medical calculator

IMS Institute for Healthcare Informatics (2015), mHealth applica- * Healthcare Provider/Insurance

* Medication Reminders & Info
*  Women’s Health & Pregnancy
* Disease Specific

e Fitness

e Lifestyle & Stress

¢ Diet & Nutrition

The Royal Tropical Institute characterized eight mHealth applica- ¢ Education and awareness system

* Point of care support and diagnostic
¢ Patient monitoring

* Disease and epidemic

* Emergency medical response system
¢ Health information system

* mLearning

* Health financing applications

A discussion of the findings, with suggestions for future
research directions to enhance mHealth usability and se-
curity for older adults.

Overall, this review provides valuable insights into the
usability landscape of mHealth applications, underscor-
ing the need for adaptable frameworks that accommodate
the specific needs and data security expectations of older
adult users.

Methods

This article presents a SLR of mHealth applications,
usability frameworks, and usability guidelines, with a
particular focus on integrating blockchain technology
for enhanced security and data interoperability in mul-
timodal medical data systems. A total of 60 relevant
studies were analyzed to explore usability evaluation
frameworks, guidelines, models, and design factors. The
review identified that two core approaches significantly
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influence the success of any software application: us-
ability and user experience (UX). Usability focuses on
software efficiency, effectiveness, and user satisfaction,
while UX assesses user perceptions and emotional re-
sponses through various feedback methods, including
questionnaires.

Eligibility Criteria (Section 2)

This systematic review included studies examining
mHealth usability and data security, integrating block-
chain’s role where applicable. Studies from peer-reviewed
journals, conferences, and authoritative usability stan-
dards (e.g., International Standardization Organization
through the Vienna Agreement (ISO) standards, EU
guidelines) were considered. Studies conducted in sim-
ulated environments were excluded, as they do not fully
represent real-world application scenarios. The eligibility

criteria for this review are listed in Table 2.
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Tuable 2. The eligibility criteria for this review

Inclusion criteria Defined

Usability Focus
ulation or older adults.

Studies that discuss or evaluate usability factors in mHealth applications, including those focused on the general pop-

Research exploring the role of blockchain to improve data security, interoperability, and user trust within mHealth

systems was prioritized.
Types of Studies
usability.

Timeframe

Language
Online Availability

Peer-reviewed journal articles and conference proceedings, as well as ISO and EU standards or guidelines related to

Studies published between 1992 and 2023, ensuring the review captures both recent advancements and historical
developments in usability and data security.

Only English-language studies were included to maintain consistency in data interpretation and evaluation.

Studies were limited to those accessible online to ensure ease of review and reproducibility.

Exclusion criteria Defined
Simulated Environments

Non-English Publications
interpretable.

Studies conducted in simulated, non-real-world settings were excluded to ensure applicability to real user scenarios.

Non-English studies were excluded due to translation challenges, ensuring that all content reviewed was directly

Technical Development Focus ~ Studies focused solely on technical development without usability evaluation or end-user interaction considerations

were excluded.

EU: European Union; ISO: International Standardization Organization through the Vienna Agreement; mHealth: mobile health.

Information Sources

For the literature review, a thorough search was con-
ducted across multiple online repositories and research
databases. The goal was to identify papers that made sig-
nificant contributions to the usability of healthcare ap-
plications. The following library databases were searched:

Springer Link (https://link.springer.com/)

Wiley InterScience (www.interscience.wiley.com/)
Elsevier Science Direct (https://www.sciencedirect.com/)
Google Scholar (https://scholar.google.com/)

ACM Digital Library (www.portal.acm.org/dl.cfm)

. IEEE Xplore (https://ieecexplore.icee.org/Xplore/home.jsp)

AN S e

The search terms of the strategy were combined with
Boolean operators (AND, OR). Search strategy and key-
word hits in the databases are given in Table 3. These da-
tabases were chosen for their comprehensive coverage of
healthcare technology and usability research. Each source
was thoroughly explored to ensure that relevant studies
on mHealth applications, usability frameworks, and re-
lated design factors were identified.

Search Strategy

A well-structured search strategy was employed to re-
trieve relevant studies. The search terms were carefully
selected and combined using Boolean operators (AND,
OR) to maximize the relevance of the search results. The
keywords and search terms used in this study are summa-
rized in Table 4.

The search strategy was applied across all the databases
listed in the Information Sources above, with search que-
ries tailored to the search engine of each database to ensure
optimal results. No filters were applied for gender, specific

4
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Tuable 3. Search terms used in this study

Type Category Keywords

| Mobile Health Apps * mHealth applications
* eHealth
e mHealth literacy
* mHealth applications evaluation
* Medical applications

¢ mHealth application evaluation metrics

2 Usability Frameworks ¢ Usability evaluation
e Heuristic evaluation
*  Usability frameworks

*  Usability frameworks evaluation
3 Usability Guidelines *  ISO usability guidelines

* Nielsen guidelines
* mHealth application guidelines
¢ Interaction design guideline

e User experience

eHealth: electronic health; ISO: International Standardization Organiza-
tion through the Vienna Agreement; mHealth: mobile health.

health conditions, or types of applications. This ensured a
broad representation of mHealth usability evaluations.

After applying the search strategy, a total of 1,073 pa-
pers were identified as potentially relevant. The titles and
abstracts of these papers were reviewed to assess their
relevance to the research topic. Duplicates were identi-
fied and removed using EndNote reference management
software, which resulted in the exclusion of 396 dupli-
cate articles. This left 677 papers for the next stage of
screening.
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Tuble 4. The keywords and search terms used in this study

Blockchain integration for mobile health

Search terms Keywords

Mobile Health Apps
evaluation metrics.

Usability Frameworks

Usability Guidelines

mHealth applications, eHealth, mHealth literacy, mHealth applications evaluation, medical applications, mHealth application

Usability evaluation, heuristic evaluation, usability frameworks, usability frameworks evaluation.

ISO usability guidelines, Nielsen guidelines, mHealth application guidelines, interaction design guidelines, user experience.

eHealth: electronic health; ISO: International Standardization Organization through the Vienna Agreement; mHealth: mobile health.

Selection Process
The selection process for this systematic review followed
a structured and methodical approach. Initially, 1,073
studies were identified through the comprehensive search
strategy described earlier. The references were imported
into EndNote, where duplicates were automatically re-
moved. This process reduced the number of articles to 677
unique studies.

The selection process was conducted in multiple stages:

Stage |:Title Screening

The titles of all 677 papers were reviewed by two inde-
pendent reviewers to assess their relevance to the research
topic. This first stage aimed to exclude papers that clearly
did not relate to mHealth usability, older adult populations,
or usability frameworks/models. After this stage, 607 pa-
pers were retained for further review, while 70 papers were
excluded for being irrelevant or misleading in their titles.

Stage 2:Abstract Screening

The abstracts of the remaining 607 papers were examined.
This stage aimed to eliminate papers that did not explic-
itly discuss existing or novel frameworks for evaluating the
usability of mHealth applications. During this stage, 421
papers were excluded because they focused on individual
application designs without significant discussion on us-
ability frameworks, models, or guidelines. Consequently,
186 papers were passed on for full-text review.

Stage 3: Full-Text Review

Full-text versions of the remaining 186 papers were as-
sessed based on the predefined inclusion and exclusion
criteria. This stage involved a thorough examination of
the methodologies, usability parameters discussed, and
relevance to the study objectives. Of these, 126 papers
were excluded, as they did not evaluate usability frame-
works or models or failed to address the key usability pa-
rameters outlined for mHealth applications. A final set of
60 papers was included in the systematic review.

The entire selection process is illustrated in the
PRISMA for flow diagram (Figure 1), which shows the
steps of identification, screening, eligibility assessment,
and final inclusion. This detailed process ensured that
only the most relevant studies were included for synthesis.
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Fig. 1. The selection process of primary papers.

Data Items

The main outcomes of interest in this review were usabil-
ity metrics critical for evaluating the user-friendliness,
security, and effectiveness of mHealth applications, par-
ticularly in the context of blockchain-integrated mul-
timodal medical data systems. The primary data items
included error prevention, assessing how well applications
are designed to minimize user errors, provide clear error
messages, and support users in recovering from mistakes.
This is especially important in blockchain-enabled sys-
tems, where data entries are immutable, and correcting
errors may require additional steps.

Another essential metric was learnability, which mea-
sured how easily new users could navigate and operate the
application, with a focus on blockchain-related features
like data privacy settings and transaction transparency.
Studies assessing learnability examined the onboarding
experience for users in blockchain-integrated environ-
ments, as well as the time required to understand these
systems’ unique functionalities.

Additional primary data items included memorability,
reflecting users’ ability to recall how to use the application
after a period of non-use. This metric is particularly rel-
evant for older adults who might interact with mHealth
applications intermittently, especially if they need to man-
age blockchain-based permissions or access controls. User

(page number not for citation purpose)


https://doi.org/10.30953/bhty.v7.357

Irum Feroz et al.

satisfaction was another key outcome, typically gathered
through surveys, questionnaires, or qualitative feedback,
capturing the overall experience with the application and
specific blockchain features that influenced positive or
negative perceptions, such as data control and security
transparency. Finally, efficiency was measured by the time
and effort required to complete tasks within the appli-
cation, including navigating blockchain-based data veri-
fication processes. Efficient design is critical in mHealth
applications, as it directly impacts user engagement and
sustained usage.

In addition to the primary usability metrics, second-
ary data items were collected to provide a comprehensive
context for mHealth usability, especially within block-
chain-integrated systems. These items included participant
characteristics, such as age, gender, cognitive abilities, and
physical capabilities, with particular attention to older
adults who might have unique usability needs in manag-
ing blockchain-secured health data.

The specific mHealth application type evaluated in
each study was documented, covering areas such as fitness
tracking, chronic disease management, mental health sup-
port, and medication adherence, especially where these
applications incorporated blockchain technology for se-
cure data handling. This categorization helped identify
usability challenges unique to each type of health applica-
tion, particularly in handling sensitive multimodal health
data across interconnected platforms.

Another secondary data item was the study context or
setting, indicating whether evaluations were conducted
in clinical settings, real-world environments, or through
remote testing. This context provided insights into how
different settings impact usability, especially when block-
chain functionality (e.g., secure data sharing) is a key
feature.

Additional usability-related factors, including system
reliability, ease of navigation, and data security, were re-
corded. Blockchain was evaluated as a mechanism to en-
hance data security and user trust, especially concerning
privacy control and tamper-resistant data storage. Trust
in the application was a crucial factor, as blockchain’s de-
centralized structure offers transparency, fostering user
confidence, especially in sensitive health applications.
Finally, the review documented specific usability frame-
works and models referenced in each study, such as the
ISO 9241-11, Nielsen’s heuristics, and Panicoideae, Aris-
tidoideae, Chloridoideae, Micrairoideae, Arundinoideae,
Danthonioideae (PACMAD), comparing their adapt-
ability to blockchain-integrated mHealth applications for
older adults.

By systematically collecting and categorizing these
primary and secondary data items, this review provides
a comprehensive view of the usability landscape for
blockchain-enabled mHealth applications. This approach
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highlights potential improvements in usability frame-
works and guidelines tailored to meet the data security
and accessibility needs of older adult users in block-

chain-integrated medical data systems.

Synthesis Methods

The synthesis for this systematic review was designed to
address two research questions: RQl, identifying critical
success factors in the adoption of mHealth applications,
and RQ2, analyzing gaps in existing usability models
and guidelines for mHealth applications, with a focus on
blockchain integration in multimodal medical data sys-
tems. Each question was addressed through a structured
synthesis process involving thematic categorization and
comparative analysis. This approach aimed to distill find-
ings from 60 selected studies, ensuring a comprehensive
examination of usability parameters, data security needs,
and their implications for mHealth application design,
particularly for older adults engaging with blockchain-en-

abled, multimodal health data systems.

The Synthesis for RQI

The RQI1 deals with critical success factors in the adop-
tion of mHealth applications (RQ1) and blockchain in-
tegration. To address RQI, studies were selected based
on specific criteria to ensure relevance in understanding
critical usability success factors for mHealth applications
among older adults, especially in contexts that could ben-
efit from blockchain integration in multimodal medical
data systems. Only studies that directly assessed usability
parameters such as ease of use, efficiency, error preven-
tion, learnability, memorability, and user satisfaction were
included. Studies providing quantitative or qualitative
assessments of these factors were prioritized, offering a
comprehensive view of usability issues older adults face in
adopting mHealth applications, particularly those requir-

ing secure and interoperable data management.

For RQI1, a thematic synthesis approach was used to
identify and analyze recurring usability themes related to
mHealth adoption among older adults, while also consid-
ering the potential impact of blockchain-enhanced data
security and transparency. Data preparation involved cat-
egorizing usability parameters from each study, including
ease of use, efficiency, error prevention, learnability, mem-
orability, and user satisfaction. Organizing studies around
these parameters enabled a focused analysis on how spe-
cific design features and blockchain-integrated data man-
agement contribute to user engagement and satisfaction,
fostering trust in mHealth applications for older adults.
This thematic synthesis revealed how blockchain can
support secure, transparent interactions with multimodal
health data, thus addressing common usability challenges
and enhancing sustained app adoption among older adult

populations.
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Mobile health refers to the use of mobile communi-
cation to manage health and well-being, a term coined
by Robert Istepanian.”? The World Health Organization
(WHO) defines mHealth as ‘medical and public health
practice supported by mobile devices such as mobile
phones, personal digital assistants, patient monitoring
devices, and other wireless devices’.”* For example, the
Global Observation eHealth program highlights the role
of mHealth applications in delivering relevant health in-
formation and monitoring health statuses for paramedical
and support staff.* The primary aim of mHealth appli-
cations is to simplify users’ lives by supporting lifestyle
management, nutrition, daily activities, physical exercise,
and medication adherence.”® However, many mHealth ap-
plications are developed without sufficient consideration
of end-user needs,*** as they often overlook user require-
ments and fail to involve users in the design process.”
According to Wildenbos et al., mHealth applications fa-
cilitate various aspects of well-being, such as monitoring
daily activities, fitness, and disease management. None-
theless, usability issues are prevalent in many mHealth
applications,® stemming from the lack of comprehensive
usability parameters.?!

Most existing frameworks primarily focus on the gen-
eral population or specific user groups, neglecting the
specific requirements of older adults.’> Existing usability
models and guidelines often overlook age-related cogni-
tive and physical limitations, such as declining memory
and visual acuity.** For instance, Nielsen’s model, widely
used in usability evaluations, does not explicitly consider
memorability as a usability parameter, which is particu-
larly relevant for older adults who may have difficulties
recalling complex interactions.** The lack of specific
guidelines to accommodate these age-related limitations
leads to suboptimal usability and low adoption rates
among older users. Another notable gap pertains to the
usability models’ focus on efficiency and effectiveness,
often disregarding factors like learnability, satisfaction,
and cognitive load.? Older adults may require more time
and effort to learn how to use mHealth applications ef-
fectively, and their satisfaction with the application’s in-
terface and content is crucial for sustained engagement.’
The absence of comprehensive guidelines that consider
these usability dimensions impedes older adults’ success-
ful adoption and continued use of mHealth applications.
Additionally, the existing usability models and guidelines
may not adequately address the privacy and security con-
cerns of older adults when using mHealth applications.’’

Blockchain integration in multimodal medical data sys-
tems could help address several of these challenges, partic-
ularly in supporting user control and data security within
mHealth applications. Many applications overlook the
unique needs of older users, who often encounter difficul-
ties with login procedures, navigating interfaces, receiving
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appropriate guidance, managing complex data updates,
and ensuring data privacy and security.’® Blockchain’s
decentralized framework offers secure, tamper-resistant
data management that can address privacy concerns and
streamline data access. By enabling secure, interoperable
data sharing across devices, blockchain can support user
trust and facilitate ease of use in mHealth applications,
which is particularly beneficial for older adults managing
complex, multimodal health data.

From the literature review, it is evident that existing us-
ability models and guidelines, such as those by Nielsen,***
Shneiderman,* Preece,*'*> Shackel and Constantine®
and ISO standards,* do not encompass all aspects of
usability. Key usability parameters such as error preven-
tion, learnability, and memorability are often neglected in
mHealth frameworks and models.* In the context of this
research, blockchain integration could enhance usability
by securely managing health information technologies
and addressing critical success factors such as ease of use,
efficiency, user satisfaction, motivation, acceptance, trust,
and confidence in use.

RQI1 of this research aims to identify the critical suc-
cess factors that facilitate the adoption of mHealth ap-
plications among older adults. The literature reveals
that, while mHealth applications play a significant role
in health and well-being management, many usability is-
sues stem from inadequate end-user consideration during
the design phase. Furthermore, existing usability models
lack comprehensive guidelines for older adults. Therefore,
critical success factors for mHealth adoption among older
users should prioritize usability parameters such as error
prevention, learnability, and memorability. Additionally,
the potential of blockchain to improve data security,
transparency, and interoperability can reinforce ease of
use, efficiency, user satisfaction, motivation, acceptance,
trust, and confidence, making mHealth applications more
adaptable for older adults.

Acceptance and Adherence to Digital Interventions in mhealth
Apps

The usability of mHealth applications significantly influ-
ences the acceptance and adherence to digital interven-
tions. Designing user-friendly, intuitive, and accessible
mHealth apps is essential for catering to a broad audi-
ence. Key usability factors include ease of navigation,
concise instructions, efficient task completion, and an
appealing interface. Prioritizing these usability aspects
enhances the overall UX, encouraging users to engage
with digital health interventions.*® Integrating blockchain
into these systems can further boost user trust, particu-
larly through data transparency and privacy controls,
which are essential for sustained engagement among older
adults. Blockchain’s secure data framework can reduce
the learning curve associated with mHealth applications,
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increasing acceptance and sustained adherence to digital
interventions.

The acceptance of mHealth apps depends heavily on
perceived usability. A well-designed, user-friendly inter-
face can instill user confidence, making adoption and
continued use more likely.*” Conversely, poor usability
often leads to frustration, confusion, and eventual aban-
donment of the app.” Thus, usability testing and iterative
design processes are crucial to identifying and address-
ing usability issues, ensuring that mHealth applications
meet diverse user needs. By incorporating user feedback
throughout development, developers can create appli-
cations that align with user expectations, promote ac-
ceptance, and foster adherence to digital interventions.
Blockchain-enhanced security features can further ad-
dress user concerns regarding privacy, which is critical
for encouraging long-term use, particularly among older
adults.

Adherence to digital interventions is closely linked to
the usability of mHealth applications. When an app is
easy to navigate, provides clear instructions, and offers a
seamless UX, individuals are more likely to engage with
the intervention consistently and adhere to prescribed
protocols. Intuitive features like reminders, personalized
notifications, and progress tracking can further enhance
adherence by promoting regular usage and providing
users with a sense of accomplishment.?® Blockchain tech-
nology can support these adherence factors by ensuring
that data remain secure, transparent, and accessible to
users, empowering them to manage their health data ef-
fectively. By recognizing the role of usability and block-
chain in facilitating adherence, developers can optimize
mHealth applications to support users in achieving im-
proved health outcomes and sustained engagement with
digital health interventions.*

European Usability Guidelines in Health Information Technologies
The EU actively supports personalized healthcare
through portable and wearable devices. The EU ad-
opted WHO’s definition of mHealth and expanded it
to include lifestyle and wellness applications, which
may connect to medical devices or sensors, providing
personal guidance, health information, and medication
reminders via short message service and telemedicine
services.*

To address the growing number of mHealth applica-
tions in patient care and clinical use, the European Com-
mission published a Green Paper tackling challenges
related to mHealth applications within Europe. In April
2014, the Commission launched a dialogue involving
healthcare professionals, patients, organizations, and in-
dustry representatives to gather insights on the challenges
and barriers of mHealth adoption. The Green Paper out-
lined critical factors impacting the adoption of health
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information technologies, including data protection, pa-
tient safety, equal access, interoperability, liability, data re-
liability, international cooperation, and quality standards.
Blockchain technology, as part of multimodal medical
data systems, can play a pivotal role in addressing several
of these factors by enhancing data security, interoperabil-

ity, and patient trust.

Data Protection and Big Data

According to Article 8 of the Charter of Fundamental
Rights of the EU and Article 16(1) of the Treaty on the
Functioning of the EU, protecting personal data—in-
cluding health data—is a fundamental right in Europe.
With the rapid advancement of mHealth applications,
blockchain offers a secure, decentralized approach to
data management, reducing risks of unauthorized access
and leakage.*® In the context of big data, blockchain can
provide a tamper-resistant system that ensures data pri-
vacy and integrity, addressing the EU’s focus on secure
health-related data collection. Blockchain’s potential
for transparent and secure data handling aligns with the
eHealth Action Plan 2012-2020, which emphasizes big

data protection in health research and innovation.

Patient Safety

The European Parliament’s eHealth Action Plan 2012-
2020 emphasizes the importance of well-being and
mHealth applications and calls for a clear legal frame-
work to ensure their safe development. Among the
97,000+ mHealth applications globally, blockchain could
improve patient safety by offering an immutable record of
all health data exchanges. Such transparency can assure
users about the source and reliability of data, which is es-
sential given that current mHealth applications often lack
information regarding the development processes and
adherence to medical guidelines. Safety guidelines focus-
ing on transparency could be further strengthened with
blockchain, ensuring the verifiable integrity of mHealth

data.

Equal Access and Interoperability

The EU recognizes that the full potential of mHealth ap-

plications has yet to be realized in European healthcare.

Blockchain’s decentralized nature enables interoperabil-
ity across platforms, supporting seamless data exchange
among healthcare providers and patients, especially
across member states. The eHealth Network, developed
under Directive 2011/24/EU, enhances interoperability
in mHealth systems to maintain high-quality healthcare
services across Europe. Blockchain integration would
support this initiative by providing a uniform, secure
structure for data exchanges that respects patient rights
and promotes equal access to health information across

borders.
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Liability, Reimbursement Model, and Research
Limited innovation and few reimbursement models are
key obstacles preventing mHealth applications from be-
coming mainstream healthcare solutions. National regu-
lations often restrict reimbursements to in-person medical
consultations, impeding mHealth adoption. Blockchain
could address liability issues by ensuring traceable data
transactions, reducing ambiguity over responsibilities re-
lated to device faults, IT expertise, or user error. Block-
chain’s transparent structure could provide legal clarity
in mHealth application development, supporting pro-
fessionals, developers, and manufacturers in establishing
defined responsibilities and accountability for app-related
risks.®

Some mHealth applications are popular among the
consumer, such as fitness and well-being apps, but there
is a need for research to determine whether these appli-
cations provide useful information to the users. Research
and innovation should be continued on mHealth appli-
cations and should continuously cover broader aspects
of patient’s safety. The mHealth application’s funding is
prioritized in Horizon 2020 EU’s research funding call.

Access and International Cooperation

For effective data privacy and security in mHealth ap-
plications, it is critical that the EU follows international
standards and fosters collaboration among stakeholders.*!
Blockchain’s secure infrastructure could play a significant
role in building a platform for experience-sharing, involv-
ing entrepreneurs, and advancing mHealth. Existing EU
guidelines on data privacy in mHealth applications can
be further strengthened with blockchain, ensuring that
developers adhere to privacy codes and data protection
requirements, which are essential to build user trust.
Blockchain provides additional security through data im-
mutability and user control over data sharing, ensuring
compliance with the EU’s privacy code of conduct.

Validity and Reliability of Data

To address data validity and reliability, the EU developed
specific guidelines in February 2016, involving around 20
organizations to set standards for mHealth data qual-
ity. The ability of blockchain to create an immutable,
time-stamped record of all interactions supports data
validation, ensuring that health data stored in mHealth
applications are reliable and verifiable. This system
could enhance the EU’s goal of establishing consistent,
high-quality data management practices in health appli-
cations, ensuring that health providers and patients rely
on accurate data for medical decision-making.

Quality Criteria for mhealth and Wellness Applications
The EU’s 2016 Rolling Plan on information and com-

munication technologies (ICT) standardization includes
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quality criteria for mHealth applications, covering func-
tionality, usability, and reliability. Blockchain can further
these standards by securing each step in the application’s
development and user interaction cycle, ensuring privacy
and transparency. The British Standards Institution de-
veloped PAS 277:2015, which recommends quality crite-
ria such as functionality, usability, privacy, and security
across the development life cycle. Blockchain enhances
compliance with these criteria by offering data integrity,
verifiability, and decentralized control, ensuring that
mHealth applications meet high standards of reliability,
performance, and safety.

Product Safety

The EU Commission is exploring ways to adjust the
product safety framework for digital applications, includ-
ing a public consultation on the safety of mHealth apps.
Blockchain integration can contribute to product safety
by securing medical data within mHealth systems, ensur-
ing data authenticity and reducing the risk of software
tampering or unauthorized data changes.

Supporting Research Under Horizon 2020

Horizon 2020 prioritizes research funding for mHealth
innovations, big data, and digital security in health data,
providing a foundation for integrating blockchain into se-
cure health data systems. Blockchain can support the EU’s
research goals by providing a robust platform for securely
managing vast amounts of health data, thereby enhancing
the safety, privacy, and functionality of mHealth applica-
tions. Adoption of information technology in healthcare
would benefit from incorporating EU policy guidelines
and blockchain capabilities in mHealth application de-
sign and development, addressing security, usability, and
transparency for both patients and healthcare providers.

Identifying Parameters from Usability Guidelines and Models
In this theme, usability standards and parameters (met-
rics) are examined to understand what should be in-
cluded in the development of a comprehensive usability
framework. The objective of usability standards and pa-
rameters is to identify factors that contribute to creating
user-friendly applications. Preece emphasized that usabil-
ity is based on observing, experimenting, and testing with
users. This research aims to understand users’ specific re-
quirements and define the quality of a skilled experience,
as illustrated in Figure 2. The International Standards
Organization defines usability as the ‘extent to which a
product can be used by specified users to achieve specific
goals with effectiveness, efficiency, and satisfaction in a
specified context of use’.

Over the past 35 years,*® various usability models have
been proposed. One of the foundational models was in-
troduced by Shneiderman in his book Designing the User

(page number not for citation purpose)


https://doi.org/10.30953/bhty.v7.357

Irum Feroz et al.

Interface in 1992.% where he outlined eight golden rules
for interface design, including striving for consistency, en-
abling shortcuts for frequent users, offering informative
feedback, designing dialogs to yield closure, providing
simple error handling, allowing easy action reversal, sup-
porting an internal locus of control, and reducing short-
term memory load. These guidelines were based on the
collective experience of developers and aimed at creating
intuitive and reliable interfaces.

In 1994, Nielsen*** identified five essential usability pa-
rameters—efficiency, satisfaction, learnability, memora-
bility, and error handling—arguing that these are vital for
software design. Following this, Preece et al.*! introduced
classifications that included efficiency, effectiveness, and
enjoyment, later expanding to include flexibility, through-
put, and learnability.* These evolving models highlight
the importance of creating user-centered applications that
are both functional and easy to use.

The ISO further defines usability as the ‘extent to which
a product can be used by a specified user to achieve a spec-
ified goal with satisfaction, effectiveness, and efficiency in a
specified context’.* Blockchain technology offers an oppor-
tunity to enhance these usability models by providing secure,
decentralized data handling and improving user control over
sensitive health information. For example, blockchain’s im-
mutability and transparency align well with usability goals,
fostering user trust and enabling consistent and secure inter-
actions across multimodal health data platforms.

ISO 9241-11 Usability Standard

The ISO 9241-11 standard, established in 1998, provides a
framework for measuring usability through decomposed

/
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attributes such as effectiveness, efficiency, and satisfaction.
Each component is divided into measurable and verifiable
sub-components. Blockchain integration could enhance
this model by ensuring the data integrity and security
of each user interaction, which is especially beneficial in
mHealth applications that involve sensitive health data.
Blockchain’s decentralized framework ensures that usabil-
ity is adaptable to different contexts of use, considering
factors like users, tasks, equipment, and environments
that can affect product usability (Figure 3). By securing
data within these contexts, blockchain supports the devel-
opment of trust-based applications that empower users to
manage their data safely and autonomously, aligning with
ISO’s principles for context-specific usability.

Georgson and Staggers? utilized the ISO 9241-11
standard to conduct usability testing among 2,317 pa-
tients with diabetes across 18 primary care clinics in the
metropolitan area of Utah. The study evaluated task
performance, satisfaction, and efficiency, mapping these
outcomes to user characteristics. The average satisfaction
score of 80.5 indicated good usability, though it left room
for improvement. The study also highlighted demographic
differences, such as higher task completion rates among
males and younger participants. Integrating blockchain
technology within such mHealth systems could enhance
usability by providing secure, reliable access to health data
and supporting patient-centered control over personal
health records. Blockchain’s transparent, tamper-resis-
tant data management aligns well with ISO’s emphasis
on usability tailored to specific user needs and contexts,
as it fosters trust and supports secure interactions within
mHealth applications.
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ISO 9126-1 Usability Standard
The ISO 9126-1 standard focuses on software product
quality, defining both internal/external quality and qual-
ity in use. It distinguishes six internal and external quality
factors in software usability, which are given in Figure 4.
This ISO 9126-1 standard lacks consideration for usabil-
ity parameters like memorability, learnability, and error
handling—areas where blockchain could be instrumen-
tal. Blockchain’s secure framework for data verification
and integrity complements the ISO 9126-1 standard by
enhancing external quality and ensuring data reliability
in health applications. This capability is particularly use-
ful for mHealth applications that require dependable data
sharing across multiple devices.

Blockchain could also address usability gaps noted in
other usability models, such as Nielsen’s, by enhancing
data security and error recovery in mHealth applications.

Context of Use

Product

Intended
r‘ - - -
Objective
Equipment
Interaction

Blockchain integration for mobile health

For instance, blockchain’s decentralized ledger offers an
audit trail for error tracking, which supports error pre-
vention and recovery—critical usability aspects for users
managing sensitive health data. Additionally, models like
those proposed by Condos et al.** for mobile commerce
applications, which emphasize usability dimensions like
content, information architecture, and error prevention,
can benefit from blockchain by ensuring secure, consis-
tent data access and reducing the cognitive load on users
who interact with these applications in various settings.
The mobile goal question metric (MGQM) model, in-
troduced by Basili et al. in 1994,% and expanded by Hus-
sain and Kutar,* is rooted in the ISO 9241-11 standard
and assesses usability based on effectiveness, efficiency,
and satisfaction. It extends these foundational parame-
ters by introducing six specific usability characteristics:
accuracy, attractiveness, features, safety, time taken, and

-> Goals

.>|

Usability: Extent to which goals are achieved
with effectiveness, efficiency, and satisfaction.

Effectiveness

Efficiency

Satisfaction

I |

Useability Measures

Fig 3. 1SO 9241-11 Usability framework. ISO: International Standardization Organization through the Vienna Agreement.

External
& Internal
Quality
[ [ | | | |
Functionality Reliability Usability Efficacy M::;::;;In' f Portability
Suitability Maturity Understandability | Time behavior | Time behavior | Adaptability
Accuracy Fault Tolerance Learnability Resource Changeability Installability
Interoperability Recoverability Opera.bility Utilization Stabil_ilt_y Co-existence
Security Reliability Attractiveness Efficiency Testability o
L Compliance Usability - Maintainability | Maintainability
Fictionality 0 Compliance i Compliance
Compliance Compliance Compliance
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simplicity. The MGQM model leverages both qualitative
and quantitative usability metrics, offering a compre-
hensive framework for evaluating mHealth applications.
Integrating blockchain technology within the MGQM
framework could enhance data safety and accuracy, two
core metrics in MGQM, by ensuring secure, verifiable,
and tamper-resistant data transactions. This enhancement
could improve user trust and data integrity, especially for
older adults managing sensitive health data across multi-
modal platforms.

PACMAD Usability Model

The PACMAD (People At the Centre of Mobile Ap-
plication Development) usability model was developed
to address limitations in earlier usability models.’” Un-
like traditional models, PACMAD integrates both ISO
and Nielsen’s usability attributes, adding cognitive load
as a critical usability factor for mobile applications.
The model identifies three primary components—user,
tasks, and context of use—that influence overall usabil-
ity. Blockchain integration could support PACMAD’s
cognitive load considerations by reducing the mental
effort needed for data verification and access, as block-
chain’s transparent structure simplifies secure data
handling. This is especially beneficial for older adults,
as it provides secure, controlled access to health infor-
mation without repeated verifications, lowering cogni-
tive strain.

In mobile applications, the ‘context of use’ is par-
ticularly significant, as users may access mHealth ap-
plications across different environments and tasks.
Blockchain’s decentralized architecture can accom-
modate these varied contexts by securely sharing data
across devices while maintaining user control over data
permissions, which aligns with PACMAD’s focus on
effectiveness, efficiency, satisfaction, learnability, mem-
orability, error management, and cognitive load sum-
marized in Figure 5. Blockchain-enabled transparency
and security can enhance error management and mem-
orability, allowing users to confidently re-engage with
mHealth applications over time. Integrating blockchain
within usability models like MGQM and PACMAD
thus reinforces the usability of mHealth applications,
meeting the specific needs of users who rely on secure,
interoperable, and user-friendly interfaces for health
management.

The PACMAD model describes the seven attributes as
effectiveness, efficiency, satisfaction, learnability, memo-
rability, errors, and cognitive load. All these features have
a great impact on usability of application.

Effectiveness: The time a user takes to complete a task
in a specific context is called effectiveness. To check if
those tasks can be completed in the given time, effective-
ness is very necessary.
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Efficiency: Efficiency is the ability to complete the proj-
ect with speed and accuracy. This feature gives a very easy
route for the user to use the application. Efficiency can be
measured by: Time for the task to be done and keystrokes
to get a task done.

Satisfaction: The process of satisfaction is user based,
if the given software is comfortable for the user to use and
is completely cost effective. This is made for individual
users on how well they feel satisfied after using the appli-
cation. To ask for the reviews of the user, we typically use
questionnaires.

Learnability: From a research survey, we have noticed>
that users spend an average of 5 min or less learning to
use a mobile application. If an application is not complete
and the users using the application face a different prob-
lem, they may simply select a different option of applica-
tion. This attribute was suggested by Nielsen.

Memorability: The research also found that mobile ap-
plications are used on a rare basis, and only once a month,
50% of the application used by the participants. Thus, users
cannot easily recall how to use the application. Memorabil-
ity is also suggested by the Nielsen usability model.

Errors: Nielsen defined that users make less error
during the use of a system, and if user make errors, they
can able to easily improve from them. The usability model
PACMAD considers the nature of errors along with the
frequency of occurrence, so it is possible to prevent these
errors from occurring in future application.

Cognitive load: To use the application, cognitive pro-
cessing is essential for the user. The common idea of the
usability is that the user can perform any task easily with-
out acquiring external help.

In the modern era, users often perform multiple tasks
in parallel, which increases cognitive load and poses chal-
lenges for usability in mobile applications.”® Developing
a self-directed application that effectively serves a tech-
nologically unfamiliar target group, such as older adults
or individuals with disabilities (e.g., physical disabilities
or cognitive impairments like dementia), is especially
difficult. Usability becomes critical for these users, as
mHealth applications must be intuitive and accessible.
Brown et al.* highlight two key challenges impeding the
thorough usability testing of mHealth technology. The
first challenge is the limitations of mobile devices, includ-
ing slow operating systems, low-resolution screens, lack
of traditional input devices (like a mouse or keyboard),
and inconsistent connectivity. The second challenge is the
rapid technological advancements in mHealth, which out-
pace the development of end-user testing resources and
software.

Usability Frameworks for the Development of Mobile Applications
Frameworks contribute toward the administration
of usability evaluations by presenting a structured
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conceptualization of the factors that influence usability
and the relations between them. The usability framework
of mobile application helps in the development of com-
prehensive usability evaluation, which involves usability
goals, guidelines, metrics, and questions. A framework
also contributes toward the evaluation of the usability
by presenting structure tools like questionnaires and heu-
ristics. Kaufman et al.* stated that the frameworks are
considered as a set of principles (such as assumptions, con-
structs, quality criteria, and ideas that guide research and
development) and strategies (such as hands-on guidelines,
design heuristics, and methods to assist the development
process to increase the quality of eHealth technology).®
Some existing frameworks® such as Health IT Usability
Evaluation Model (ITUEM) were introduced by Yen in
20109, and the main purpose was to identify the gap and
problems in prior usability models. According to Brown
III et al.,* the Health-ITUEM framework offers to under-
stand the usability issues and barriers related to mHealth
technology. The authors used nine concepts in the Health-
ITUEM framework, for example, error prevention, com-
pleteness, memorability, information needs, flexibility/
customizability, learnability, performance speed, and com-
petency for evaluating the usability of the mHealth appli-
cations and developing the data analysis codes.®%
Wildenbos et al. in 2018 developed the MOLD-US
framework, which identified four aging barriers, such as
cognition, less motivation, perception, and physical abil-
ities.5 Another framework is Information System Re-
search (ISR), which is used as a guideline for the designing
mHealth applications.”” The ISR framework is an iterative
process, which includes functional requirement identifica-
tion, need assessment, rapid prototyping, and user inter-
face design, each of these techniques have been used for
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the development of the software in the past. It consists of
three cycles, that is, relevance (in which the focus is on tar-
get end-user), rigor (identify the technology), and design
(usability-based method involved). The ISR framework
also identifies that the user_centered design process is ef-
fective in designing m_health applications. It also includes
both end-user feedback (focus groups, participatory design
sessions, and usability evaluation methods) and multiple
UCD methods to update the design of mHealth applica-
tions.””?® The MGQM defines the user goals,” refines the
goals into questions, and defines the metric, which pro-
vides information to answer the questions. MGQM is a
generic model, which can be used for the measurement of
issues in mobile applications.® Wildenbos et al. in 2018 in-
troduced a framework for the analysis of the usability of
mHealth applications for the older people, in which their
analysis suggested that learnability and poor visual acuity
were the most common issues that affected motivation for
the adoption of mHealth applications in older people.” In
this regard, the evaluation of existing usability guideline
for mHealth does not address age-related cognitive lim-
itations, motivational issues as a psychological construct,
perception (such as small font size on-screen),* and phys-
ical impairment, which is commonly associated with older
people® that resulted in poor adoption of the technology.
Electronic health records (EHRs) are unsystematic
due to the lack of usability frameworks.®” Jiajie and Mu-
hammad in 2011 presented a unified framework for EHR
usability, which is based on four important usability com-
ponents, such as task, user, representation, and function
(TURF).%® The author stated that usability can not only
be defined scientifically under a coherent unified frame-
work but should be measured objectively and systemat-
ically. This research defines how TURF can be used to
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improve the usability of EHRs and also increase their ef-
ficiency. In subsequent sections, the gaps that existed in
relevant studies are presented.

Synthesis for RQ2

The RQ2 deals with gaps in existing usability models and
guidelines. For RQ2, studies were selected based on their
evaluation of usability models and guidelines relevant to
digital health applications, with a focus on frameworks
such as ISO 9241-11, Nielsen’s heuristics, and the PAC-
MAD model. Studies that highlighted specific gaps or
limitations in these frameworks when applied to mHealth
applications, particularly for older adults, were priori-
tized. This selection allowed for a comparative analysis
to assess how well current models address—or fail to ad-
dress—the usability needs of older adults.

A structured comparative analysis of these models
was conducted to evaluate their strengths and limita-
tions in addressing unique usability requirements for
older adults in mHealth applications. Data preparation
involved organizing studies by the usability model eval-
uated and extracting key information on each model’s
strengths, limitations, and applicability to mHealth. This
organization enabled a direct comparison across frame-
works, focusing on usability aspects like error preven-
tion, learnability, multimodal interaction, and cognitive
load management. The comparative synthesis identified
areas where existing models lack specific guidance for
older users, offering insights into how usability frame-
works could be adapted or expanded to better meet this
demographic’s needs.

Blockchain integration within mHealth applications
could address some of these identified gaps by enhancing
data security, simplifying user authentication processes,
and supporting seamless interoperability, all of which
contribute to usability. For instance, ISO 9241-11 empha-
sizes effectiveness, efficiency, and satisfaction, yet it lacks
specific provisions for user-centered data control and
transparency—elements that blockchain could improve
by allowing users to securely manage and track access to
their health data across platforms. Blockchain’s secure,
decentralized framework supports trust and control over
data, which are crucial for older adults who may have con-
cerns about privacy and security in digital health system:s.

Nielsen’s heuristics provide foundational principles for
usability, including error prevention and user satisfaction,
but they fall short in addressing multimodal interaction
and adaptive support tailored to older adults’ needs.
Blockchain’s transparent, tamper-resistant data handling
could mitigate these issues by ensuring secure data ex-
changes across devices and enabling consistent, traceable
interactions, thus supporting ease of use and reducing
the cognitive burden associated with managing health
information.
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The PACMAD model incorporates cognitive load
considerations and aligns with blockchain’s potential for
simplifying data handling, particularly in contexts that
require multiple devices and secure controlled data inter-
actions. Blockchain’s capability to streamline data man-
agement processes could help minimize cognitive load,
making mHealth applications more accessible to older

adults and improving their overall usability experience.

Overall, the comparative synthesis emphasizes the need
to adapt existing usability frameworks to address older
adults’ unique usability requirements. Many mHealth
applications are designed with insufficient end-user con-
sideration,”?® and research indicates a lack of user in-
volvement in the design process. Usability, as defined by
the ISO standard, involves ‘the effectiveness, efficiency,
and satisfaction with which a specified user achieves spec-
ified goals in a particular environment’. This is essential
to ensure users can perform tasks effectively, as dissatis-
faction with an interface can impact market acceptance.
Complex interfaces have been shown to reduce user inter-
est and engagement when performing tasks.** Blockchain
integration offers a promising solution by enhancing data
security, transparency, and user control, thus potentially
addressing many of the usability challenges that persist in

existing frameworks.

Age-related Usability Issues

In the current market, the majority of mobile devices
use touchscreen technology, a transition from traditional
physical buttons that can be confusing for many users, es-
pecially older adults. While screen-based buttons and dis-
play icons are effective in modern design, they are often
not optimized for individuals with disabilities. Although
features such as adjustable font sizes can help mitigate
vision-related issues, many usability challenges remain,
which require a comprehensive approach to address.* Re-
search has identified specific capabilities and limitations
of older adults when interacting with mobile technology,
leading to the recommendation of key design principles
that can better meet this population’s needs. By incor-
porating these insights into interface design, developers
can create applications that are more accessible and us-

er-friendly for older adults.®®

Blockchain technology can further enhance usability
for older adults by offering simplified and secure data in-
teractions, which are essential for maintaining user trust
in mHealth applications. For instance, blockchain’s trans-
parent, decentralized framework reduces the complexity
associated with traditional data management systems,
allowing older users to manage health data securely with-
out complex authentication steps. This design approach
supports user independence and minimizes the cognitive
load, making mHealth applications more suitable for

older adults dealing with age-related usability issues.
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Cultural Diversity and Blockchain Integration

Culturally diverse environments pose additional chal-
lenges in identifying frequently used features and manag-
ing applications in multiple languages. Wildenbos et al.
emphasize the importance of online navigation structures
that cater to diverse cultural behaviors and preferences.®
Kim et al. argue that cultural usability is as essential as
any other usability factor when designing effective sys-
tems.” Studies by Ahmad et al.”’ highlight the significance
of usability problems in many mHealth applications and
emphasize the need for comprehensive usability frame-
works to address the unique needs of older users. An-
other important factor is user involvement in the design
process. Studies such as Saparamadu et al.”! and Duque
et al.”> emphasize that involving older adults in the devel-
opment and design of mHealth applications leads to bet-
ter alignment with their requirements and preferences. By
engaging older users throughout the development cycle,
developers can gain valuable insights into their needs and
challenges, resulting in more user-centered applications
that are more likely to be adopted.

Designers must consider cultural norms, societal
impacts, beliefs, trends, and perceptions to create us-
er-friendly, culturally adaptive applications.”’””* Research
reveals that language differences may necessitate signif-
icant technical adjustments in software development,
highlighting the need for adaptive and context-aware de-
signs.™ Blockchain technology can support these diverse
needs by providing a standardized yet secure data man-
agement framework that accommodates multi-language
interfaces and culturally specific interactions, enhancing
cross-cultural usability and reducing the technical com-
plexity associated with localization.

Blockchain’s decentralized nature can also help address
back-compatibility issues by offering a consistent, secure
data structure that remains accessible across different
cultural and linguistic contexts. This universal data for-
mat can facilitate market solutions adaptable to diverse
user bases, enhancing accessibility and ensuring that
mHealth applications are suitable for a variety of cultural
backgrounds.

Lack of Empirical Evidence in UCD and Blockchain’s Potential

Khan and Donthula point out that while UCD enhances
the commercial success of products, more research is
needed to quantify its economic benefits, such as increased
sales, customer loyalty, and user engagement.?” They rec-
ommend further studies to evaluate UCD’s impact on fos-
tering innovation and promoting collaboration between
designers, developers, and users. Blockchain’s integration
could complement UCD by adding a layer of security
and data transparency that aligns with UCD principles,
supporting user trust and engagement in mHealth ap-
plications. Blockchain enables secure, user-centered data
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control, allowing end-users more autonomy over their
health information while maintaining the privacy and in-
tegrity of their data.

Research exploring the combined impact of UCD
and blockchain on product success, user satisfaction,
and trust could provide valuable insights into optimizing
UCD implementation. Blockchain’s transparent and us-
er-controlled data management framework could further
support the UCD approach, fostering a collaborative de-
velopment process that prioritizes end-user needs in digi-
tal health solutions.

Lack of Comprehensive Usability Framework

Saleh and Ismail emphasized the need for consistent us-
ability guidelines and standards across various systems
and contexts, which includes interaction, visual, and con-
tent design standards, as well as ISO 9241 for usability
evaluation and improvement.”’””> They suggested that
usability frameworks should consider user character-
istics—such as age, education level, and cultural back-
ground—and should be based on clear usability goals to
assess design success and guide improvements. Integrat-
ing these elements, they argued, would help designers cre-
ate systems that are effective, efficient, and satisfying for
users.”

Gupta et al.’! highlighted a major challenge in evaluat-
ing mHealth applications: the absence of a comprehensive
usability framework specifically for mHealth, despite its
potential to improve health outcomes. They noted a lack
of consensus on effective quality models and usability
frameworks for mHealth, which complicates evaluating
these applications and ensuring they meet user needs. The
authors called for further research to identify the most
appropriate usability frameworks to support the user-cen-
tered mHealth application design.’' Table 5 highlights re-
search gaps in mHealth applications, including the needs
for user-centered and inclusive design, comprehensive
usability frameworks, and tailored guidelines for older
adults. It also notes limitations in current evaluation mod-
els, such as high costs and limited user input.

Blockchain integration within usability frameworks
could address some of these challenges by providing se-
cure, transparent data management and consistent stan-
dards across devices. Blockchain’s decentralized approach
promotes user trust and control over health data, sup-
porting usability in diverse user contexts and enabling
the development of more reliable, user-focused mHealth
solutions.

A review of various research papers revealed that no
relevant study in the last two decades has introduced a
comprehensive usability evaluation framework.* Such a
framework should encompass usability models, guide-
lines, characteristics, and goals to be effective.”” There
is an urgent need to design a usability framework that
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Tuable 5. Research gaps identified in literature

Relevant studies

Gaps identified

Khan K,and Donthula S (2019)*'
Liew MS et al. (2019)"
Schnall R et al, 2016

Wildenbos et al. (2015)%°

Yen PY, and Bakken S. (2012)¢

Saleh AM, and Ismail RB (2015)”
Gupta et al. (2014)*
Tahir R, and Arif F. (2014)*

Brown et al. (2013),%*

Li C, et al. (2021)”

Hussain A, Kutar M (2012)"®

There is still need for further research directed at how user-centered design is contributing to the devel-
opment of helpful applications.

A need to identify gaps regarding mobile application’s inclusive design, assessment from subject experts, and
feedback from consumers.

The ISR framework presented by the authors provided some guidelines for designing mHealth applications.
The major drawback in the ISR framework is that it can be time-consuming and costly.

The existing mHealth’s guidelines do not address the barriers related to the complexity of mobile interfaces,
which cause problems for old age patients. Need to identify gaps regarding mobile application’s inclusive
design, assessment from subject experts, and feedback from consumers.

The researcher and the developers need to use the automatic evaluation tools for identifying the usability
barriers as the existing 73% of people’s research is based on the interviews and questionnaires for the eval-
uation of the mHealth applications, which are more error-prone.

The comprehensive usability framework should be based on the usability model, guidelines, characteristics,
and goals.

For the evaluation of mHealth applications, the main challenge is the selection of quality models and inade-
quate support of appropriate comprehensive usability framework for designing.

From the literature review, the existing usability models or guidelines such as ISO standards do not cover
all aspects of usability.

The Health IT Usability Evaluation Model was introduced with the primary purpose of identifying the gaps
and problems in prior usability models. The drawback of this framework is that few users were involved in
the data collection process, while the framework is not tested.

There is a lack of specific usability guidelines for mHealth applications targeted at older adults, considering
their unique needs and limitations.

Existing usability models for mHealth applications often do not adequately address the cognitive limitations

and accessibility challenges faced by older adults, hindering their adoption and usability.

Slade M, Oades L,and Jarden A (2017)'¢  The current usability frameworks for mHealth applications do not fully consider the social and emotional
aspects of older adults’ experiences, which can impact their motivation to use these applications.

ISR: Information System Research; mHealth: mobile health.

specifically ensures mHealth applications are developed
with older users in mind. Each feature of mHealth ap-
plications should be tailored to meet users’ actual needs,
expectations, and characteristics, promoting a more us-
er-centered approach in mHealth design.*

Results

Study Selection

The study selection process was conducted according to
the structured screening and eligibility criteria outlined
in the PRISMA flow diagram (Figure 1). A comprehen-
sive search across multiple databases identified 1,073
records. After removing duplicates, 677 unique records
were screened based on their titles and abstracts. From
this, 491 records were excluded as they did not meet
the initial inclusion criteria, leaving 186 full-text arti-
cles for detailed evaluation. A further assessment based
on predefined eligibility criteria led to the exclusion of
126 studies, primarily due to reasons such as lack of
focus on usability, irrelevant populations (non-older
adults), or insufficient emphasis on mHealth applica-
tions. Ultimately, 60 studies met all inclusion criteria
and were selected for synthesis, addressing the research
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questions related to usability factors and gaps in exist-
ing frameworks.

Study Characteristics

The selected studies, published between 1992 and 2023,
demonstrate the evolving focus on mHealth applica-
tions, particularly for improving health management,
chronic disease monitoring, mental health support,
and lifestyle wellness among older adults. Geograph-
ically, these studies included significant contributions
from North America, Europe, and Asia. Sample sizes
varied widely, with smaller focus groups in qualitative
studies and larger quantitative studies, some involving
thousands of participants in clinical or observational
settings.

The study designs included diverse methodologies,
such as qualitative evaluations, controlled experiments,
usability testing, and cross-sectional surveys. Most stud-
ies concentrated on usability parameters like learnability,
error prevention, and user satisfaction, while some spe-
cifically assessed adherence and retention of older adults
using mHealth applications. Additionally, several stud-
ies referenced specific usability frameworks, such as ISO
9241-11, Nielsen’s heuristics, and the PACMAD model,
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to examine usability gaps in current models when applied
to mHealth.

The key findings from individual studies are sum-
marized in Table 6, illustrating how each contributes
to identifying critical success factors and usability gaps
in mHealth applications for older adults. The findings
were mapped to specific usability parameters, including
ease of use, learnability, error prevention, efficiency, and
satisfaction.

Results of Individual Studies

Key findings from individual studies are summarized in
Table 7, highlighting how each study contributes to under-
standing the critical success factors and usability gaps in
mHealth applications for older adults. Each study’s find-
ings were mapped to specific usability parameters, such as
ease of use, learnability, error prevention, efficiency, and
satisfaction.

Table 3 provides a summary of study gaps identified
in existing literature on mHealth applications. Key gaps
include the need for UCD research, inclusive design
assessments, and comprehensive usability frameworks
that address cognitive, accessibility, and emotional
needs—particularly for older adults. Additionally, is-
sues with current evaluation models, such as high costs,
limited user involvement, and outdated frameworks, are
highlighted.

Results of Syntheses

RQI:Identifying Critical Success Factors in mHealth Adoption
The thematic synthesis for RQ1 identified several usabil-
ity factors essential for the adoption and sustained use
of mHealth applications among older adults. Key fac-
tors included ease of use, efficiency, error prevention,
learnability, memorability, user satisfaction, motivation,
acceptance, trust, and confidence in app usage. Studies
consistently showed that applications with simple navi-
gation, intuitive layouts, and age-friendly visual elements
resulted in higher satisfaction and engagement. Efficiency,
achieved through streamlined workflows and minimal

Tuble 6. Key findings from individual studies

Blockchain integration for mobile health

task steps, emerged as particularly important for older
adults who may have limited patience or cognitive capac-
ity for complex interfaces.

Integrating blockchain technology into mHealth ap-
plications could further enhance these usability factors
by offering secure, user-controlled data management,
which builds trust and confidence in app usage. Block-
chain’s transparent, decentralized framework supports
error prevention by providing tamper-resistant data
management, enabling users to verify data accuracy and
ensuring data integrity across devices. This security can
reduce user frustration and boost confidence, especially
for older users concerned with privacy and security. Pri-
oritizing both usability and blockchain’s data security
features can create a UCD that encourages sustained
engagement and facilitates effective health management
for older adults.

Rg2:Analyzing Gaps in Existing Usability Models and Guidelines
The comparative analysis for RQ2 identified several lim-
itations in current usability models, including ISO 9241-
11, Nielsen’s heuristics, and PACMAD, when applied
to mHealth applications. Existing models often lack
age-specific guidance and fail to address critical usabil-
ity aspects such as multimodal support (e.g., voice com-
mands and haptic feedback), error recovery, and data
privacy. Studies indicated that while these frameworks
provide foundational usability principles, they do not
offer specific recommendations for features that would
improve usability for older adults, such as adjustable
font sizes, simplified interfaces, and adaptive help tools.

Blockchain integration could address some of these
gaps by providing secure, decentralized data management
that improves user trust and control over sensitive infor-
mation. Blockchain’s tamper-resistant data structure sup-
ports error recovery by ensuring that all data interactions
are transparent and traceable, which is particularly bene-
ficial for older adults concerned about privacy and data
security. Additionally, by enabling consistent data access
across devices, blockchain could facilitate multimodal

Reference Findings

Feroz I,Ahmad N (2022)*

Simple, well-labeled icons reduced cognitive load for older adults, resulting in improved task comple-

tion rates and greater ease of use.

Ahmad N (2014)?
among users.

Ahmad et al. (2015)”

Harrison R, Flood D, Duce D (2013)*

Navigation and efficient workflows led to higher user satisfaction and more frequent app engagement

Consistent layout and familiar visual cues improved memorability, minimizing the need for re-learning
after periods of non-use.

Evaluation of the ISO 9241-11 framework in mHealth applications revealed that while it supports

general usability metrics, it lacks specific guidance for error recovery.

Feroz | (2023)¢

Assessment of Nielsen’s heuristics identified gaps in addressing age-related usability needs, such as

visual acuity adjustments and simplified navigation for older adults.
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interaction options, supporting usability frameworks in
expanding their scope to include age-sensitive, accessible
mHealth design.

Discussion And Future Work

This SLR highlights that mHealth applications support
various aspects of well-being but face usability chal-
lenges in parameters such as error prevention, learn-
ability, and memorability. These gaps are particularly
problematic for older adults, who may have limited
familiarity with information and communication tech-
nologies, impacting their adoption and sustained use of
mHealth applications.”

Existing usability guidelines for mobile applications™
lack a comprehensive framework specific to mHealth,
especially one that considers the needs of older adults.
Addressing these gaps requires the development of a new
usability framework that incorporates overlooked met-
rics and adapts to the unique requirements of this de-
mographic.* Integrating blockchain into this framework
could significantly enhance usability by providing secure,
user-controlled data management and transparent, tam-
per-resistant records. Blockchain’s capabilities support
error prevention by ensuring data accuracy and traceabil-
ity, building trust and reducing user anxiety around pri-
vacy and security.

Future work should explore usability frameworks
that combine these usability principles with blockchain’s
security features, allowing older users to interact with
mHealth applications confidently. This approach could
create more accessible, user-centered mHealth solutions,
fostering higher engagement and better health outcomes
for older adults.
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