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Abstract

Fog computing (FC) is an emerging technology that extends the capability and efficiency of cloud computing 
networks by acting as a bridge among the cloud and the device. Fog devices can process an enormous volume 
of information locally, are transportable, and can be deployed on a variety of systems. Because of its real-
time processing and event reactions, it is ideal for healthcare. With such a wide range of characteristics, new 
security and privacy concerns arise. Due to the safe transmission, arrival, and access, as well as the availability 
of medical devices, security creates new issues in the area of healthcare. As an outcome, FC necessitates a 
unique approach to security and privacy metrics, as opposed to standard cloud computing methods. Hence, 
this article suggests an effective blockchain depending on secure healthcare services in FC. Here, the fog nodes 
gather the information from the medical sensor device and the data are validated using smart contracts in the 
blockchain network. We propose a functional biased elliptic curve cryptography algorithm to encrypt the data. 
The optimization is performed using the galactic bee colony optimization algorithm to enhance the procedure 
of encryption. The performance of the suggested methodology is assessed and contrasted with the traditional 
techniques. It is proved that the combination of FC with blockchain has increased the security of data trans-
mission in healthcare services.
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Recent breakthroughs in electronic communication 
have altered the Internet-of-Things (IoT) with the 
creation of small appliances that utilize and con-

trol the gathering and sharing of information. These per-
mit the creation of tiny, cost-efficient, and less powerful 
multifunctional sensing systems possessing the capability 
to observe and convey different data in numerous areas, 
including transportation, healthcare, and industry.1 

The healthcare IoT provides several advantages, 
including data transfer in real-time mode and the capabil-
ity to control the physiological status of the patients for 
varied durations. Equipment, including glucose meters, 

electroencephalography, electromyography wearable 
devices, etc., permits health providers to gather a patient’s 
health data locally and create a decision depending on the 
health of the patient’s information. 

Clinics have been implementing the IoT for several 
years, and now they have healthcare IoT appliances in 
patient care rooms and their systems. However, clinical 
agencies, clinics, and corporations do not address the pro-
tection threat of healthcare IoT that is linked to a local 
area network or a wide area network. The IoT devices 
are readily hijacked, and this can lead to various con-
cerns owing to weak validation and encoding techniques. 
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Therefore, blockchain is launched for safe and trust-
worthy transfer in healthcare IoT. Figure 1 demonstrates 
the framework of fog computing (FC).

The development of IoT systems, especially in the 
healthcare industry, is generating massive quantities of 
information, which are transported and saved on the 
cloud. Due to the need for real-time information process-
ing and storage, handling such large amounts of cloud-
based information creates a bottleneck. 

The protection of  information in the cloud is also a 
significant issue.2 The FC idea was an attempt to solve 
the issue. Fog computing is a cloud computing system 
extension. Accompanying the cloud’s functioning is fog’s 
primary role. For example, Fog delivers computational 
resources to devices that are nearer to the edge of  the 
network. The typical IoT cloud framework has problems 
with scalability and dependability, but FC fixes such 
problems. 

Because fog nodes operate at the edge of the network 
and are more geographically dispersed, as shown in 
Figure 1, they improve information protection and preci-
sion, as well as minimize delay, which is critical for appli-
cations such as medical information. The total bandwidth 
to the cloud is also minimized, resulting in improved ser-
vice quality. Healthcare IoT device detection, validation, 
and verification in a decentralized context may be solved 
by integrating FC with blockchain.3 To address this, 
we present a fog-enabled architecture using blockchain 
with a FC, functional biased-elliptic curve cryptography 
(FB-ECC) algorithm for healthcare services. 

Related Work
This article proposes a FB-ECC algorithm for data 
encryption, with optimization accomplished by the galac-
tic bee colony optimization algorithm (GBCOA). This 

algorithm is compared with various algorithms proposed 
in different articles for its performance analysis.

Table 1 presents top line observations from researcher 
regarding related observations of fog-enabled architec-
ture. The related literature summaries suggest that inte-
gration of fog architecture with blockchain utilizing 
capabilities of IoT devices is an interesting domain if  we 
can incorporate a suitable algorithm for proper working. 

Ngabo et al.4 stated that the primary goal of their 
work is to develop protection mechanisms against med-
ical data mining attacks created by the sensing layer and 
information storage in the cloud database of the IoT. A 
public-permission blockchain protection process that uses 
ECC digital signatures to assist a dispersed ledger data-
base (server) to give immutable protection and transfer 
clarity as well as to protect patient information tampering 
at the IoT’s fog layer.

Baniata and Kertesz5 presented a thorough literature 
analysis and categorization of the FC-block chain (FC-
BC) combination—the current state of the art of the 
FC-BC combination. The authors discuss and organize 
the relevant work based on the publishing year and area, 
as well as the algorithms employed, BC functions, and BC 
position in the FC architectural design. Investigations, 
evaluations, and future difficulties for the BC-FC combi-
nation are presented in detail by the author.

Tariq et al.6 attempted to address the issues of future 
digital infrastructure protection at a time when it is still 
under development. The functionality-dependent fog 
framework is established with the arrival of the architec-
ture that generates large amounts of information. 

Also discussed are the need for additional protection of 
fog-enabled IoT devices, as are FC protection challenges 
and large information confidentiality related to fog-en-
abled IoT. Then, consideration of the complementary 

Fig. 1.  Fog computing architecture.
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interdependencies between blockchain and FC, as well as 
their role in addressing a wide range of protection con-
cerns in IoT, are discussed. As a consequence, this study 
offers a taxonomy of the kinds of attacks on fog-depen-
dent IoT systems, compares the most recent contributions 
to the area in terms of their protection service, and makes 
recommendations for future research.

Banerjee et al.7 enhanced the user experience and ser-
vice resiliency in the event of an emergency; FC techniques 
have been utilized to link IoT with real-time computation 
at edge networks. Fog edge computing, with its dispersed 
design and proximity to end-users, may deliver quicker 
reaction times and higher quality services for IoT use. FC, 
IoT, and machine learning are included in every part of 
the paradigm provided by the researchers to improve the 
quality of healthcare. Blockchain technology is used to 
assure architecture protection.

Fernández et al.8 implemented a system that adds IoT 
capabilities to the commercial continuous glucose moni-
tor (CGM) to enable remote surveillance of patients and, 
therefore, notify them of potentially hazardous circum-
stances. To gather CGM blood glucose measurements, 
cellphones are used to send measurements to a distant 
cloud or scattered nodes in the fog. Also included is a 
decentralized storage system that collects, processes, and 
saves the acquired information to share accurate, trusted, 
and cyber-secure information with medical scientists, cli-
nicians, and caregivers. 

GlucoCoin was created as an incentive scheme for indi-
viduals to provide fresh information to the system, as well 
as digital money. Using a blockchain capable of executing 
smart contracts, this system may automate CGM sensor 
purchases or compensate users who provide their infor-
mation to enable the system function.

Muthanna et al.9 proposed a framework for soft-
ware-defined networking (SDN) to regulate and manage 
an edge computation layer of fog nodes and provide great 
availability and dependability for delayed IoT applica-
tions. OpenFlow switches with resource constraints are 
used in the SDN network, which has dispersed control-
lers. Trustworthy decentralization may be achieved with 
the usage of the blockchain. OpenFlow switches will be 
assigned computational processing duties depending on 
their present workload through an information-offload-
ing technique. A traffic model has been suggested for the 
network as a whole. The algorithm is tested using simula-
tion and a testbed.

Srivastava et al.10 discussed FC, blockchain, and the 
IoT in healthcare. Unlike cloud computing, which oper-
ates among cloud and end-user devices known as IoT 
appliances, FC extends cloud computing’s capacity to exe-
cute functions such as processing, saving, and interaction 
across the Internet. It offers superior information stor-
age facilities with real-time access, reduced delay, greater 
responsiveness, better fault tolerance, and a protected 
and concealed context. Fog, access, information inter-
face, application, and protection layers are all fragmented 
into five levels in the IoT system. The authors highlighted 
blockchain technology and consensus mechanisms to 
improve information protection in the healthcare context.

Yánez et al.11 suggested a new context-aware approach 
for on-chain information allocation in IoT-blockchain 
networks. Additionally, they create a data controller using 
fuzzy logic, which estimates a request’s RoA value using 
several context characteristics, such as the quality and 
quantity of the information and the networks it is being 
sent over. The mechanism’s design and implementation 
also led to the refining of two popular IoT-blockchain 

Table 1.  Observations by researchers in the field of fog-enabled architecture

Source Top line observation

Ngabo et al.4 The primary goal is to develop protection mechanisms against medical data mining attacks created by the sensing layer and 
information storage in the cloud database of the IoT.

Tariq and colleagues6 Address issues related to future digital infrastructure protection.

Banerjee et al.7 Enhanced user experience and service resiliency in the event of an emergency.

Fernández et al.8 Implemented a system that adds IoT capabilities to the commercial CGM to enable remote surveillance of patients.

Muthanna et al.9 Proposed a framework for SDN to regulate and manage an edge computation layer of fog nodes.

Srivastava et al.10 Discussed FC, blockchain, and the IoT in healthcare

Yánez et al.11 Suggested a new context-aware approach for on-chain information allocation in IoT-blockchain networks.

Kumari et al.12 Provided an examination of the functions of fog and cloud computing and the IoT in providing continuous context-aware 
services to end users.

Pareek et al.13 Observed that IoT links many gadgets globally.

Hanumantharaju et al.14 States that IoT might help patients and healthcare providers keep in touch and offer their community clear, value-depen-
dent care.

Mayer et al.15 Proposed a FC architectural paradigm that integrates blockchain, fog computing, and the IoT for the healthcare area.

FC: fog computing; CGM: continuous glucose monitoring; IoT: Internet of Things; SDN: software-defined networking. 
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architectural features. The data allocation method is 
instantiated in the blockchain-dependent cloud and fog 
architectures and evaluated using Fog Bus to show the 
efficacy of our approach. Using real-world healthcare 
uses, they also compare our method to current deci-
sion-making processes.

Kumari et al.12 provided an examination of the func-
tions of fog and cloud computing and the IoT in provid-
ing continuous context-aware services to end users when 
and where they are needed. For real-time information 
gathering, processing, and transfer, they suggest a three-
layer patient-driven healthcare framework. It provides 
end users with information on the usage of fog devices 
and gateway in the Healthcare 4.0 ecosystem for present 
and future uses.

Pareek et al.13 mentioned that the IoT links many 
gadgets throughout the globe. To relieve the strain on 
healthcare systems, IoT-dependent technologies may help 
decrease healthcare expenses, as well as boost computing 
and speed of processing. In the IoT, greater and more 
sophisticated healthcare information sets need the use of 
cloud computing. Delay, bandwidth usage, real-time reac-
tion latency, security, and confidentiality are just a few 
of the problems that come with integrating IoT with the 
cloud. When it comes to cloud computing, many concerns 
and challenges must be addressed before any of the IoT-
Fog-based system model designs can be evaluated.

Hanumantharaju et al.,14 mentioned that the role of the 
IoT might help patients and healthcare providers keep in 
touch and offer their community clear, value-dependent 
care by making it simpler for both to remain in contact. 
FC may serve as the foundation for using IoT in health-
care. The experts discussed healthcare 4.0. Researchers 
will explore how FC taxonomy might be the best answer 
to healthcare 4.0 in terms of information gathering and 
evaluation, protection and confidentiality, and e-health-
care services.

Mayer et al.15 proposed a FC architectural paradigm 
that integrates blockchain, FC, and the IoT for the health-
care area. For the most part, the FC architecture and its 
differential approaches to overcoming IoT restrictions are 
the most significant contributions.

The related literature review suggests that integration 
of fog architecture with blockchain utilizing capabilities 
of IoT devices is an interesting domain if  we can incorpo-
rate a suitable algorithm for proper working. 

This article proposes a FB-ECC algorithm for data encryp-
tion, with optimization accomplished by the GBCOA. This 
algorithm is compared with various algorithms proposed in 
different articles for its performance analysis.

Proposed Method
An effective blockchain-dependent protected health-
care service in FC is explained briefly in this section. 

The fog node gathers the information from the medical 
sensor devices and the data are validated using smart 
contracts in the blockchain network. To encrypt the 
data, the FB-ECC algorithm is proposed. To optimize 
the encryption process, the GBCOA is implemented. 
The performance of  the suggested methodology is 
assessed and compared with the traditional approach. 
Figure 2 shows the flow illustration of  the implemented 
techniques.

Four levels may be detected in this infrastructure: the 
IoT layer, the fog with blockchain layer, the cloud layer, 
and the data analysis layer. Patients’ health information is 
acquired utilizing medical sensor devices. With wired or 
wireless accessible media, including ZigBee and Wi-Fi, 
every IoT medical equipment may be linked to a single Fog 
node. Fog nodes impose preset protection standards to 
control connected IoT devices and services, as well as serve 
as an intermediary between the Cloud and the Blockchain, 
allowing authorization index for information queries.

Data Validation Using Smart Contract
Although the word was used previously in the context of 
protocols among strangers on the internet, smart contracts 
are examples of contracts implemented on the Ethereum 
blockchain. A smart contract has the following rules:

1.	 Negotiate the agreement’s conditions
2.	 Validate the agreement automatically 
3.	 Implement the agreed conditions

A smart contract is made up of many functionalities that 
may be accessed from outside of the blockchain or through 
other smart contracts. The use of blockchain in conjunc-
tion with smart contract technology eliminates the need for 
transactional parties to rely on a centralized system. Every 
linked participant in the network has a replica of the smart 
contracts since they are kept on the blockchain. When 
initiated by an allowed or agreed-upon event, a smart 
contract may perform the agreed-upon stored procedure. 
Every contract transfer, as well as the whole audit trail of 
activities, are saved in chronological order for future access. 
Any party attempting to alter a contract or transaction on 
the blockchain will be detected and prevented by all other 
participants. The system continues to work even if one of 
the parties crashes, with no loss of information or integrity. 
As a result, a huge, safe, logical computer system is created 
without the dangers, expenses, or trust difficulties associ-
ated with a centralized paradigm.

Block Verification Using Stellar Consensus 
Protocols
The Stellar Consensus Protocol is a decentralized con-
sensus protocol in which nodes in a network do not have 
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trustworthiness in all nodes in the network and may 
instead pick which nodes they trust.16 The idea of a “quo-
rum slice,” which was initially established by this protocol, 
refers to a collection of nodes that trust one another. A 
“quorum” is a group of nodes large enough to establish a 
consensus, while a “quorum slice” is a subset of a quorum 
that persuades one or more nodes to agree.

Every node that gets these values will check the block 
for a single value among them, resulting in a single value 
being used to validate the block. Nodes begin checking 
the block on whether or not to accept or abort the values 
chosen in the prior stage throughout this stage. If  a group 
of nodes cannot agree, the value is transferred to a greater 
block for authentication.

Data Encryption Using Functional Biased Elliptic 
Curve Cryptography Algorithm
The FB-ECC is a well-known public key cryptography 
technology that reliably and safely keeps the confi-
dentiality and secret of  encoded medical information. 
Identical keys are used for encryption and decryption 
(Table 2).

The FB-ECC is a common public key encryption 
method that uses distinct key pairs for encryption 
and decryption procedures, such as the randomized 
creation of  public and private keys. Public-key cryp-
tography techniques, such as FB-ECC, are also inte-
grated into this technology. Authorization and clarity 
of  new transactions depend on the dispersed agree-
ment (greater than 50%) between its users, which gives 
this technique an edge over public-key cryptography. 
Because only the FB-ECC secret key can return the 
actual information, the medical information that is 
concealed cannot be retrieved by any unauthorized 
individual.

In asymmetric key cryptography, the FB-ECC tech-
nique plays a crucial role in conducting public key 
cryptography. Furthermore, a numerical expression 
is created utilizing the defined base point, curve, and 
the highest limit of  a prime number function, and 
encryption is done by using the following FB-ECC 
equation:

k2 = l3 + bl + c� (1)

Fig. 2.  Flow illustration of the implemented techniques. FB-EEC: functionally biased elliptic curve cryptograph; FC-BC: fog 
computing-block chain; GBCOA: galactic bee colony optimization algorithm, IoT: Internet of Things.
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The integers are indicated by the b and c. However, the 
encryption process’s overall strength is determined by the 
production of a key depending on every cryptographic 
algorithm. The initial process is to make the public key 
that will be used to encrypt the information, which is usu-
ally received from the receiver. The second process is to 
generate a private key, enabling decryption of the original 
information on the recipient’s side. W is the curve’s start-
ing point, and A is the chosen random integer within the 
range of 1– (m – 1): 

S = A x W� (2)

The public key is represented as S, whereas the private key 
is signified as A.

Encryption is a method of  transforming actual 
information into ciphertext information, and it is used 
to increase protection. The FB-ECC is the most often 
used technique in cloud security to provide protection 
depending on the complexities of  issues. The encryption 
procedure’s strength is determined by the key generation 
process, which may give a better solution for information 
by supporting more confidentiality in the transmission 
of  secret keys between various communication entities. 
The input original information dI and the private key K 
are supplied as inputs in this encryption procedure, and 
the generating function (Go) creates the public key (Pk). 
As a consequence, the cipher Cs are created using the 
4-bit random numbers Rm and Go. The input data dI is 
then encoded using the curve’s base point W, followed 
by the generation of  the public key Pk and the random 
number Rm.

Galactic Bee Colony Optimization Algorithm 
The GBCOA simulates the motion of  stars, galaxies, 
and super galaxies to find feasible alternatives in a 
given search space. Like stars in galaxies, communicate 
with one another. The agent is divided into two levels 
by the galactic bee colony. The stars are shown on the 
first level, while galaxies are represented on the second  
level. Except for the starting population of  the sec-
ond level, which is drawn from the best solutions of 

the first  level, every level has its search mechanism. 
At every stage, several search techniques may be 
used. In all stages, the researchers opted to employ 
the bee colony optimization method. So, at the first 
level, every subpopulation uses BCO to find the opti-
mal answer, and then sends it to the higher level to 
build super bees. Super bees are utilized as the start-
ing population in a new BCO run to find the optimum 
solution. The BCOA multilayered strike is represented 
in (3):

s S q M: 1, 2, ,q
p

p∈ = …

b S b best S:p p p p( )∈ =



G bpp

M

1
=

=
� (3)

The first subpopulation of N solutions is generated ran-
domly in the original galactic bee optimization technique. 
Sq
p denotes the jth solution of the ith subpopulation. Sp 

denotes the ith subpopulation. bp (best(Sp)) indicates the 
great solution of the subpopulation Sp. Set G denotes 
superpopulation that comprises of the best solutions 
comes from subpopulations.

The better solutions gotten from each subpopulation in 
stage 1 are used as the first population of stage 2. Stage 
2 is run L2 times then great outcome identified in stage 2 
agreed as the last solution of the epoch. The total algo-
rithm is run epoch count times then great outcomes iden-
tified so far in epochs agreed as the last outcome of the 
algorithm.

Cloud Database 
A centralized health record server communicates with a 
medical record repository or database under this para-
digm. The patient owns the information, which includes 
sensitive personal information. The patient’s medical 
record, which is often contained in such documents, may 
also include biometric data, physical, psychological and 
mental health issues, personal history, allergies, medicines 
used, medical conditions, prior medical therapies, and 
illnesses, among other things. Financial data, including 

Table 2.  A functional biased elliptic curve cryptography algorithm

Input: Input data (dI), private key (K).

Output: Encrypted data (Ed).

1: Randomly generate the public key (Pk);

2: Pk= A * Go/* the function of generation Go depending on the curve equation, Go is extracted from the mapping function.

3: Generate the ciphers Cs as Cs ← RM * Go;

4: The encrypted data (Ed) is created as Ed ← (SM * Pa) + (dP, W);/* W /* W denotes the base point on the curve.

5: The encrypted data (Ed) is uploaded to the public cloud environment

Note: See text for greater context.
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bank account, credit and debit card numbers, as well 
as the patient’s identity, may be included in the medical 
records.17 

The protection of the security and confidentiality of 
electronic health records is regarded as a core element of 
health information management. The major goal of the 
health data system is to guarantee that information is 
accessible when it is required and that it is not improperly 
utilized, disclosed, acquired, changed, or destroyed while 
being saved or sent. 

The Security Privacy Standards work together to 
ensure suitable controls and safeguards. The patient iden-
tification number is used to identify the medical record 
in the medical record store or database. Under the IDs 
stated, the patient’s healthcare information is personally 
identifiable. The patient’s data might be utilized alone or 
in conjunction with additional data. The patient informa-
tion is stored in databases on the virtual computer in the 
private cloud. 

For information management, the private cloud archi-
tecture includes computation, storage, and network ser-
vices. While delivering health information to the cloud, 
the encryption and hash operations are done according to 
the private cloud security framework. The actual health 
record information is kept in one database, while the key 
necessary for encryption is saved in another. As a result, 
an attacker’s access to critical patient information stored 
in the cloud electronic health record database is restricted. 
As a result, the suggested framework safeguards the 
patient’s sensitive data by ensuring information confiden-
tiality and integrity. As a consequence, healthcare users 
may decrypt data and access crucial information from 
anywhere and at any duration.

Performance Analysis
The proposed model’s performance assessment criteria 
for safe storage of  encrypted medical information in a 
FC framework employing blockchain and a functional 
biased ECC algorithm are described. The key gener-
ation time (KGT), encryption time (ET), decryption 
time (DT), and level of  security are used to assess the 
protected storage section of  this suggested algorithm 
system. Moreover, the relevant formulae for estimat-
ing the various time are given in Equations (4), (5), 
and (6).

Encryption Time
The encryption time is described as the time taken to 
encrypt the information in milliseconds. It is calculated 
as follow:

Encryption time = End time – Starting time 

KGT = ITT + ET� (4) 

Where ITT represents the Information Transferring Time, 
while ET stands for Encryption Time. The ET com-
puted here is the time it took the information to encode 
the original information and transform it to encrypted 
information. Where ENDT denotes the end time and 
STARTT indicates the starting duration of the encryption 
procedure.

ET = ENDT – STARTT� (5) 

Figure 3 displays the suggested technique’s encryp-
tion time utilizing the functional biased ECC method. 
Researchers discovered that encryption time improved as 
the number of  bits in the key became larger. Our suggested 
architecture, on the other hand, takes much less time 
to encrypt than traditional approaches like  Advanced 
Encryption Standard (AES), Data Encryption Standard 
(DES), and Rivest-Shamir-Adleman (RSA).

Decryption Time
The time necessary to decode the encrypted information 
is referred to as decryption time, and it is calculated as 
follows:

Decryption time = End time – Starting time 

Here, the DT (decryption time) is computed as the 
amount of duration it takes the information used to 
decode the encrypted information in milliseconds, and it 
is calculated using Equation (6).

DT = ENDT – STARTT� (6) 

Figure 4 depicts the suggested framework’s decryp-
tion times versus traditional ways Decryption duration 
raises with increasing key size due to the introduction of 
disruptive information in the cloud server and various 

Fig. 3.  Key generation time analysis. AES: Advanced Encryp-
tion Standard, DES: Data Encryption Standard, ECC: ellip-
tic curve cryptography, RSA: Rivest-Shamir-Adleman.
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keywords. When compared to traditional approaches 
such as AES, DES, and RSA, it has been shown that our 
suggested methodology takes less duration to decode 
even with larger keys.

Key Generation Time
From Figure 5 it can be observed that compared to tra-
ditional approaches such as AES, DES, and RSA, the 
suggested secured storage functional biased elliptic curve 
encryption algorithm consumes less time.

Security Level 
Figure 6 compares the proposed functional biassed 
ECC to conventional secure storage algorithms like 
DES, RSA, and AES in terms of  security level. In com-
parison to traditional methodologies, the presented 
alternatives offer a higher degree of  security.

Figures 3 to 6 illustrate the comparisons between 
various algorithms such as AES, RSA, DES with 
proposed method FB ECC on various parameters such 
as:

i)	 Encryption time
ii)	 Decryption time
iii)	 Key generation time
iv)	 Security level 

The overall analysis of algorithms shows that it gives 
much better results than traditional algorithms on all of 
the four discussed parameters.

Conclusion
To protectively store patient medical information in 
fog-enabled cloud databases, a secure medical infor-
mation storage model is designed and included in this 
system. Medical information is gathered from numer-
ous patients who support the e-healthcare gadgets in 
this system. 

The FB-ECC technique is used to deploy a private 
server that requires decryption and encryption for com-
puting. The functionally FB-ECC method is used in this 
research to execute the encryption, decryption, and key 
generation procedures on protected storage architecture. 
When compared to existing approaches, the suggested 
techniques outperform them in terms of security, encryp-
tion, decryption, and KGT. The suggested encryption 
algorithm, FB-ECC, has a security level of 98.64%. It 
has been shown that combining FC with blockchain has 
improved the security of information transfer in health-
care. Because only the functionally biased ECC secret key 
can return the actual information, the medical information 
that is concealed cannot be retrieved by any unauthorized 
individual. 

Future studies in this area might include the 
development of  a new cryptographic algorithm, which 
is an upgraded-level suggested encryption approach of 
FB-ECC with a higher degree of  security.18
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Fig. 4.  Decryption time analysis. AES: Advanced Encryp-
tion Standard, DES: Data Encryption Standard, ECC: ellip-
tic curve cryptography, RSA: Rivest-Shamir-Adleman.

Fig. 5.  Key generation time analysis. AES: Advanced Encryp-
tion Standard, DES: Data Encryption Standard, ECC: 
elliptic curve cryptography, RSA: Rivest-Shamir-Adleman. 

Fig. 6.  Security level analysis. AES: Advanced Encryption 
Standard, DES: Data Encryption Standard, ECC: elliptic 
curve cryptography, RSA: Rivest-Shamir-Adleman.
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