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THE PROBLEM

With industry adoption of electronic health
records, provider organizations have been unable
to escape the recurring challenge of establishing
standards and incentives to fully enable
provider-to-provider interoperability. This
challenge is exacerbated by an emerging
demand for allowing patients greater control

and ownership over their medical records.
Adversarial relationships between organizations
limit interoperability and impact value-based
care, care coordination, and the provider—patient
experience."? The current interoperability
processes for data exchange result in
fragmentation and lack of aggregation, impacting
patient identity, consent management, and access
management across stakeholders. Patients lack
the ability to administer and transfer consent in
managing their own data. Payers risk sharing

data with partners without consent. And,
providers have identified “pain points” in data
sharing in consent management and care
coordination.>* This lack of management is
critical as studies have shown that “patients only
visited their primary care physicians 54.6% of
the time when seeking care. Where do they go
for that other 45.4%? Patients receive care from
other organizations where that provider may not
have access to the patient’s medical records.”

THE TECHNOLOGY

As was described in “Pragmatic,
Interdisciplinary Perspectives on Blockchain
and Distributed Ledger Technology: Paving

the Future for Healthcare,” the foundational
construct of blockchain, a type of distributed
ledger technology (DLT), is stored by each node
in a “permissionless” or public network
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(i.e., one that allows anyone to participate) or
may be structured as a “permissioned” or private
network (i.e., whereby participation is controlled
by the originator of the network).® For each block
on the blockchain, a hash code is computed as a
combination of the data in the block, as well as
the hash code of the previous block. In this way,
hash codes are chained. Hash codes are easy to
compute and verify by all participants of the
blockchain, enabling them to verify that the
blockchain data have not been altered.

Deletion of a block or changing the data on a
block renders the chain of hash codes on the
blockchain invalid and is easily detectable by the
blockchain participants. Each node, or network
participant, continuously synchronizes the
blockchain as consensus is achieved according to
the specific consensus protocol of that network.
This consensus ensures the validity and
consistency of each copy of the distributed ledger
running on each node of the blockchain network.°

THE APPLICATION

Blockchain offers transformational opportunities
in healthcare processes, including the ability to
establish self-sovereign identity and a consent
audit trail for the patient’s digital identity.

These identity systems are used primarily for
authentication and authorization.” To date, most
digital identities are issued by a company that
maintains control over the identity, rather than
allowing user control. This enables the service
provider to control the identity and related services
without the consumer’s knowledge or consent.
When using self-sovereign identities, every person
has authority over his or her own digital identities.
Self-sovereign identity can be characterized as the:

»  Existence of a person’s identity independent
of identity administrators

e Control of their digital identity

*  Full access to their own data

* Interoperable digital identities
»  Protection of individual rights®

BLOCKCHAIN AS A SOLUTION

The fundamental promise of blockchain is to
provide a seamless method for multiple entities to
share data without a single entity fully controlling
all of the information.’ It has the potential to
improve healthcare in innovative ways, including
support for a master patient identifier (MPI)

and autonomous automatic adjudication and
interoperability.*’ Globally, blockchain technology
could help with reliability, security, transparency
of self-sovereign data, and consent management

to inform the exchange of information across
approved entities. As patients gain more control of
their data and permissions for exchanging of that
data, robust privacy and security considerations
will be critical to maintain appropriate protections
for protected health information (PHI).?

Healthcare Information and Management Systems
Society (HIMSS) is taking an active role in
education regarding the appropriate use of
blockchain for patient-centric information sharing.
As the industry works to address the components
of trusted exchange proposed outlined in Trusted
Exchange Framework and Common Agreement
(TEFCA), robust patient data management will

be a key component to success. Blockchain
technology has the potential to be a part of the
solution to reach these interoperability goals.!'”
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